—oAist
X

SIS iy

(g, e, &z&;‘fX\M\ZJ\%\

........ }ﬁrd@‘é)i : eyl q Y'\ =L SO U
................................................. S pamd B - W

L
fis
faslal) 5 )3y)

Aadl gy

£ 9085 Al pall cHlaa g ¢l giill G Y Jasaiy Jsa¥) Jud dadl<a ) gd 18 s gall
(I Eygaatll) A greadl A o) ALaal b Alalal) Apia) & gid)

Sl oyl gy bl (52 gradl el S e Sl ) Tl
(J)s)mt,ujﬂlsgutw(c)s,m\gnguJJ\vvv/o/vvéJu}vv REPPN|
a3 S SLall o gyl i g aliall gl A8 e i ) EAEN sald) e
IA s cdie Hde Anoludl salddl (e () 5_jaal 2 slas —AYTA/Y/YY s o/a
Al peall Aiga Jlael il oLy ) €0 Y/Y/1T s )ls Y Y L AL )5 e
G aeld olds V€NV o[V E Gy lhy YV EQ)Y L5 AL BYSTR PPN
e BN Gl AVl Ll dpallatl) Agall dunall )5Sy o gl A e ol alSa]
.lﬁd\‘;é@)mdltuaﬂ!

BH,a aY EYA/VY/YA 2 g AYR/d of e Y ) Rl agaentl Gla)
sl g Ly o Cunatll oY1 Jypais J1pa! Juie AmdlSe sl 8
() B3y 2 el gl odn Cuaaty gl Cunld Jlaall 138 6 3,0 il
gl ASlaal 3 Alaladl diaY) il g 85 Al jeall CDlaay sill e caal gl
dandly A Ble ) laleliy Ul (ge Bl o Hrea (o Gaw e Guakss ) il
Blaa 138 8y 43508 Ge |obie] a1 el oy Sluand) b Lgisay oo g
COL ey gill Ji (e aet gall 0da Gubd (e (3323 @srall ool 8l A e a e
Slhlee Pla e @l s L graadl Ly pall AShaall 8 ALuladl AyiaY) gl 555 @) yucal
8 O bamall ol NI laledy 508 (Pla ey Gl L i S Al (gl
O ola Qllas S,

EAVYAT0 5B 1V 880 Opal et ta e SB35 Lo V1114 ol I YR L o



—Ahal

Stz

PRI Sy | SN AN 3 H\0)
................................................ : g L3N SURRRY =) I SRR S PO |
................................................. Solymat T T P N/ - T N U}

yll Sl ) Jsdiy JseY! Ju AailSa 2] 8 (e Adas agla oK) (3 50
5 Awapall 523 Jaly (B Cyaail) LpiaY) o il & 5 585 481 juall CDlaa
A3 0 e el 20 S 2ol A Gaalal o 3MATH 5 Le s (Sl umms)

““‘;ll-g;:l ‘Jl.ﬁfﬁ"

C .
el dilae o 3¢
Jadla o)

c >

sl (U

CASleally AL @ gl qen —
) 48 B jall e
AAagall G s

Ayl g g 5

<) sgnall

Shsaal

EATYATO 51 £11Y £ 60 0pdl €0 600 LSe35 0 Ldpe 11114 ol )l YARY . o



(S i) )13 (53 gred! g ppf! A A
Banking Inspection Saudi Arabian Monetary
Department Agency

il 1 gy JIg0d] Jaus aailSo
Ayl Ay el ASLadlly Alalal

Gl Eyasill

RULES GOVERNING
ANTI-MONEY LAUNDERING
&
COMBATING TERRORIST FINANCING

For all banks and money exchangers and foreign banks' branches
operating in the Kingdom of Saudi Arabia

Third Update
February 2012




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

| TABLE OF CONTENTS | [ il g
Section | Content Description Page & Syiaal chay | audld
No. daduall
1 Introduction 5 o i )

1.1 Saudi Arabia Initiatives 5 ° Aga gl Ay el Aslaad) il jolpa | VLY

1.1.1 | International Level 5 ° RIS RPY- U BRI

1.1.2 | Regional & Group Level 5 o MY s gl | YV

1.1.3 | National Level 6 1 il g gl | T

1.2 SAMA Initiatives 6 1 gl aal B Anape s | YN

1.2.1 | AML/CTF Regulations 6 ! A Y digady Jadl Jud dadlsa st gd | V.Y

1.2.2 IB\ccount Opening Regulations for 7 v bl ) 36 g0y Al Gibasad b a6l | Y.L

anks

1.2.3 | Other Relevant Regulations 7 Y Baa el g af clghs | r.YA

13 Objectives 8 A I

14 General Developments & Trends 8 A el SN g by ghail) t.\
Legal Framework & Regulatory e e e AL ..

2 Requirements 8 A dgaghaith) Cilgdiaiall o “,‘MJ&‘[\ Y
2.1 The Saudi AML Law & Bylaws 8 A A0 gl Ay ) ASlead (B P9l Jud Aadisa pli | VLY
AMA - Regul i ; % g I

2.2 goz‘f egulatory & Supervisory 9 s | g ays A Al — gagad ol S daade | TY
Domestic Banks & Money el dg ) “Saey dalaad o

23 Exchangers & Foreign Banks' 10 \e i) A5 gaohy Wiped J . b r.Y
Branches Operating in the Kingdom Aglead b Alalad
Overseas Branches & Subsidiaries of . . . Nttt dadeg o€ b

24 Saudi Bank & MEs 10 Ve ) peall COla g Agd graall & piall Anglil SlS il g £ g A0 £.Y
Legal Responsibilities Of Aipal) cDlaay dpid e Ligl Ay

2.5 10 D) .Y
Banks / MEs & Employees Luili gay

26 ::':rle’:)nclal intelligence Unit 10 v . iy adl i Y
Cooperation Among Authorities & . . . .

27 Banks/ MEs 11 (R} Ad) pal Chaay & gidl g clhludl Gy ¢ gladd V.Y
2.7.1 Cooperation With Local Authorities 10 iR 3.,3;..:\ Gllabud) g ggtadll | VLYY
Cooperation Among Banks/ MEs . . . . o e e o
2.7.2 Operating in the Kingdom 1 R AStad) (B Aol AB) pual) Dy S gid) O G | YLVLY
2.7.3 | International Cooperation 12 VY ol ggladd | ¥LVLY
Money Laundering & Terrorist . Gty s
8 Financing 12 'Y Y Jisals D) Ju | T
3.1 Money Laundering 12 'Y Jadt) Juis 1y
3.1.1 Definition of Money Laundering 12 'Y D G Gy pas | VLNLY
3.1.2 | Processes of Money Laundering 13 Y Jad Jud cliles | YoVLY
3.2 Terrorist Financing 13 'y Y Jagas | YT
3.2.1 | Definition of Terrorist Financing 13 Y Gl Y Jagal cigpai | VLYY
3.2.2 | Processes of Terrorist Financing 14 't Y Jagal cliles | VLYY
3.3 Typologies 14 L i |y

Page 2 of 70

E
f
3




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

4 Policies & Standards 16 A} el g bl £
4.1 Risk-Based Approach 16 " Shl e il el |1t
4.1.1 | Business Risk Assessment 17 \\ el jhlda pudi | V.08
4.2 AML/CTF Compliance Programs 18 ‘A dissly D) Jub Aallsy Ll (5N gl Y.t

Y

4.3 Know Your Customer Standards 19 1 e digel faa | Tt
4.3.1 | Customer Identification Process 20 Y. g5l G ga aaad s | VLT

44 Customer Due Diligence (CDD) 21 " (CDD) sSuall 4l gl Al | ¢.¢
4.4.1 | Beneficial Owners (Natural & Legal) 22 Yy (el Compball) Gasiiiad JOTLY WL I PO
4.4.2 | Customer & Transaction Profiling 23 | Yy clglant g sBhandl Glaglee clile | V.88
4.4.3 g:gﬁ&h”kmg of Designated 24 Ye P o il ol sland Qo (Bl | T8

4.5 Customer Risk Assessment 25 Yo Spaall jhilia apils | 0.8

4.6 Customer Risks 25 Yo Jeadl jhlaa | 1t
4.6.1 Individual Personal Accounts 26 " i A Apaadd) cljlaadl | V.18
4.6.2 | Private Banking Customers 27 \A Lol clilbuall pSas | Y008
4.6.3 | Commercial Entities Accounts 28 YA 35 0 olidal clbua | YL
4.6.4 | Politically Exposed Persons 30 v Yalpu gl alac¥ | €708
4.6.5 | Walk-In Customers 30 v, (Ousal) Ggdajadt s3and) | 0.1.¢
4.6.6 | Charity & Non-Profit Organizations 31 i 8 A 8 clgady Al cladiially clbaand | V.08
ap7 | [rustess, Nominees & intermediaries | g5 | | v gt gl il s | Y14
4.6.8 | Insurance Companies Accounts 33 Ty cpalid) Sl )8 allaa | ALE
4.6.9 | Introduced & Referred Businesses 34 re A Glgr o Alaally ekl S | 818
4.6.10 gg{;f;’r"::‘i’::t Banking 35 vo Al ) g clide | Vet

4.7 Operations Monitoring 36 " Shilaalh Al ja | VL€
4.7.1 | Monitoring Process 36 L A Al Ales | VLVLE
4.7.2 | Financial Investigation Process 38 rA (hasl) b ol Glas | YLVLE

Transaction Monitoring

4.7.3 Reinforcement 39 re Sllall 481 e s | Y.V.E
4.8 Suspicious Transaction 39 re W Ahal cilandl | ALt
4.8.1 | Reporting Suspicious Transactions 39 re Y Al cOulaall 0 EDGY 1 VALE
4.8.2 | Reporting Requirements 40 ¢ (>0 cAdlaia | Y.ALE
4.8.3 | Tipping Off 40 £ oand) Apily paalill | TLALE
4.8.4 :I'::Sgl\;)Laundering Control Unit a1 €1 Jal Jub Al yabang | ELALE
4.9 Internal Controls 42 £y agtalan 400 LI
4.9.1 | Internal Control Procedures 42 £y Gha0an A0 clel ) | VAL
4.9.2 | Assessment of Internal Controls 43 3y Atalal A0 Clel ad aald | Y48
4.10 | Staff Training & Hiring 43 Ly phandy il gl Gk | Vot
4.10.1 | Staff Training & Awareness 43 ¢y o) 5 91 (5 sinna sy okl B | 1V
4.10.2 ls°:>asfifti|-‘olr:lsng & Appointment of Senior 44 ‘e ngh coalia (b ph i) g o gal ol | 1
411 Record Keeping & Retention 44 ¢t s ke | VYL
5 AML/CTF Other Risks 46 £ Y Jasaiy P et Jud dallsal Al ke °
5.1 Product/ Service Risks 46 €1 dasil) [ i) jblaa | V.0
5.1.1 | Cash 46 & GOk J | 1.y
5.1.2 | Wire Transfers 47 tv Gl Gl | Y.
i 5.1.3 | Alternative Remittances 50 o A cdygadll | TLYLe

5.1.4 | Money Exchangers 51 o) Al pual) Slumpey e | .10

Page 3 of 70



SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

5.1.5 | Electronic Banking 51 o\ WGy A cltedt | 00100
5.1.6 | International Trade 52 oY AGlaal 3l | tavLe
5.2 Country Geographic Risks 52 oY Wil it Jbliad)/ A jblaa | Y.e
5.3 Risk Variables 54 ot Jbad chgas | r.e
6 Glossary 55 o0 (g a3t 1
7 Appendices 58 oA Slialey by v
7-A | Saudi AML Law & Bylaws 58 oA LA el y J) s b Aadlial gaganadl pll0 | § -V
7-B :III:)I: :g:ue::;li::ndations on Anti- 58 oA (i) b Jan) e ganal gy ) Sl |,y
7-C | FATF Member Countries 58 oA (i) (Sl Jard A5 gara b slasl Joil | g -V
7-D | Basel Committee Standards 58 oA S Aiad laa | AV
7-E | UN Security Council Resolutions 58 oA Baalall aadid il ¥l Gl B | A -V
7-F | Other Useful Resources & Links 58 oA Sagha 5 al Bl gyg Jbaa | -V
8 Suspicious Transaction Report (STR) 59 o4 Y Al Slbaadl 8 EOGY) g ga A
9 Cash Declaration Form 61 3 gl By giga .
10 Red Flag Indicators 63 Ny I gadia (5955 A Sglaat by s K

Page 4 of 70
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1. Iintroduction

1.1 Saudi Arabia Initiatives

The past few years have seen rapid and far-reaching
developments in the international financial sector involving a
comprehensive and coordinated fight against money
laundering and terrorist financing. Consequently, the Kingdom
of Saudi Arabia has adopted a variety of initiatives involving
legislative and other measures that are responsive to
international developments. Some of these initiatives adopted
by Saudi Arabia are listed below:

111

e Saudi Arabia signed and ratified the United Nations
Convention on lllicit Traffic of Narcotic Drugs &
Psychotropic Substances (1988, Vienna).

e Saudi Arabia has signed and ratified the International
Convention for the Suppression of the Financing of
Terrorism (1999, New York).

* Saudi Arabia has signed and ratified the United Nations
Convention against Transnational Organized Crime
(2000, Palermo).

e The Kingdom of Saudi Arabia signed the UN Convention
Against Corruption in January 2004.

e Saudi Arabia has implemented all relevant United
Nations Security Council (UNSC) Resolutions, such as
Resolutions # 1267 (1999), 1333 (2000), 1373 (2001).

e Saudi Arabia is a member country of the Gulf
Cooperation Council (GCC), which is a full member of the
Financial Action Task Force (FATF).

¢ In September 2003, Saudi Arabia completed the Mutual
Evaluation by a team of FATF assessors, based on the
40+8 FATF Recommendations and was one of the first
countries evaluated under this new methodology. The
result of this evaluation was discussed in February 2004
Plenary Meeting in Paris and was highly positive.

e The Kingdom of Saudi Arabia underwent a joint
Assessment conducted by the Middle East and North
Africa Financial Action Task Force (MENAFATF) in
participation with FATF, based on the 40+8 FATF
Recommendations. The result of this assessment was
discussed in May 2010 in the MENAFATF meeting in
Tunisia and was also discussed in the plenary meeting
of FATF held in June 2010 in Amsterdam where the
Kingdom achieved a very positive result. The
assessment report of the Kingdom can be found on the
websites of (MENAFATF and FATF).

International Level

1.1.2 Regional & Group Level

e At a meeting held in April 1998, Saudi Arabia signed and
ratified the Arab Anti-Terrorism Agreement under the
auspices of the Arab League.

e In July 1999, Saudi Arabia signed and ratified the
Organization of Islamic Conference (OI1C) Agreement for
the suppression of international terrorism.

* In May 2004, Saudi Arabia signed and ratified the GCC
Anti-Terrorism Agreement.

e Saudi Arabia is a founding member of the Middle East-
North Africa FATF (MENA-FATF), which was created in
November 2004 with the purpose of promoting and
implementing international AML/CTF standards in the
region, and adopting the FATF 40+9 Recommendations
on Anti-Money Laundering and Combating Terrorist
Financing.

sma e Gy sad) Bamyy A IS Gpuald) AN il gid) Ciagd S
Jisiy st i dailSe o Janll 3peall i lld (i Loy ol S g Uall
Gy Al @l O e gane Bl Al e g (allyy la Yt
o Ly el 1 8 gl i Jphall Adand oAl spleey Aglal pls Sl

:C_I\_).\\..u“a:n ‘_)419)4.;.4

A g VA

S ) AadlCd sasidl a1 A Sy Gopad) Gyl dSladd Cudy
(o) AAA Uigd) Aglinl i 55l sl g gy

Qg did o K KR iy A Gl Sl
{p) 399 9055)

2daiddl agyad) AadlSa) Saidl) a1 A 5 200yl 4y ol ASLaad Caady
(p¥ e 3l

e b ) LS saandl a1 AR e Dagandl Ayl ASkedl cady
Yot by

o) e oo 5l Aeall 3 D gaan Gagnadl L ped e i
VEVEy (oY e e s) VETT, (p2499) AYAY 5 ) Je shaaidl aad ol
oY)

fupeme & o (L) A Janll e gana (8 o gmadl By al) A 5
e yandl 238 g il bl e

0 e ) il il s pudl Tyl ASLedl i ¥ o ¥ i e
() I Jaxl) i d Sl sl By (Ql) M Janll e pana O b
S Dl o e Sy el ey (3 il Aslal Chpea sy N
dudal) b il 134 AR a8y Bl Gaeadl o) (FYCINEE -
s Tl G Sy ul b oY+ 8 I el e (A Kl
A Janll e gana i n kel il Dgead) Al Akl i
Il anl e g 48 ey () Ll Jlay Ja g1 G2 i
el claglly g () M Janl) Ao gae Syl iy (o)
Gkl Aikid L Janll G pana glaial (b pul 1a 2800 5 Sy sl
Dha iy LS pYe e phe e i b (<) Uil Jlady deu¥!
ing e b e I Al Dl () M Jandl Ao sane g s
Sl EORYI Kary e Abad An e Aad) Claa, g YN
(il y ) iy SN gl o S b ALl s

Y 5 ghead TN,
Aoy ) i ) AU iy Dppgnadl A yed ASedd
AVAAA Jd el e spe Gala (o el Joah Ands
ki A0 oy Ay Tod ASld Gy 1999 dn el F
gl ol Y1 AadlSd (Yl izl
odaa Jpd A0 iy G gl D el ASLe Caly Voot ple b
RV ERCRE MR RN PR e
5,2 Tl I Jand G yanal Lusipe e G guadl Lapall AShedd 5
Gk pYe ot by ed b il iy (Colils) Ui Juady Jaw )
il B Y dipdy JIaad) Jut AaiSal Gl jyladl Gulady i
G Jandl G gandd alsd) il lpeasilly oY) Sien cis

A

\

Page 5 of 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

1.1.3  National Level

e Saudi Arabia passed the Anti-Money Laundering Law
and Bylaws, under Royal Decree # M/39 dated
25/6/1424H, ratifying the Council of Ministers Decision #
167 dated 20/6/1424H, providing a statutory basis for
criminalizing money laundering and terrorist financing
activities.

e In accordance with the Saudi AML Law Article 11, the
Saudi Financial Intelligence Unit (SAFIU) was established
under the control of the Ministry of Interior, as the central
authority for receiving and analyzing suspicious
transaction reports relating to money laundering and
terrorist financing activities.

e Saudi Arabia has set up two National Permanent
Committees from different Ministries and Government
Agencies, including SAMA, to respectively deal with
money laundering and terrorist financing issues in the
Kingdom.
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1.2 SAMA Initiatives

Since its inception in 1952, the Saudi Arabian Monetary
Agency (SAMA) has been issuing various directives to banks
and money exchangers relating to establishing customers’
identity and other information, observing necessary due
diligence when dealing with customers, record keeping of
relevant documents and files as well as reporting of
suspicious transactions to the competent authorities. These
directives have since been put together into a number of
major regulatory manuals, including:

1.2.1  AMU/CTF Regulations

In November 1995, SAMA issued its first set of guidelines
relating to AML activities to all banks operating in Saudi
Arabia. Consequently, in recognition of the international and
| legal supervisory efforts to combat the spread of money
laundering, And terrorist financing SAMA further updated the
initial 1995 AML Guidelines and in May 2003, issued a more
extensive set of “Rules Governing Anti-Money Laundering &
Combating Terrorist Financing”.

The First Update issued in May 2003 provided a substantial
improvement to the initial regulations and also included
regulations relating to combating terrorist financing. It
provided basic measures and actions to be taken to prevent,
detect, control and report money laundering and terrorist
financing activities. Since then, in SAMA’s continued efforts to
further improve and refine the regulations, the second Update
was issued in December 2008. And to cope with the local,
regional and global developments, SAMA has issued this
Third Update.

Banks and money exchangers are required to make these
regulations and provisions an integral part of their systems
and procedures aimed at controlling, detecting, preventing,
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and reporting suspicious activities. In this regard, SAMA
intends to verify the implementation of these rules by banks
and money exchangers operating in Saudi Arabia through
SAMA’s on-site inspections, receipt of regular compliance
reports and certificates prepared by external auditors.

1.2.2  Account Opening Regulations for Banks

In May 2002, SAMA issued its first set of "Rules Goveming
Opening of Bank Accounts & General Operation Guidelines”.
The new rules, in addition to consolidating all the previous
SAMA circulars on the subject, were significantly improved
with new requirements to facilitate implementation and
conform to the best intemational banking practices in line with
the Basel Committee principles. The rules outlined the
standard requirements applicable to all banks to serve as a
regulatory instrument to strengthen internal controls with
regards to opening and operation of bank accounts
maintained by customers, with a view of protecting the
banking industry against illegal financial activities.

In order to cope with ongoing developments and to provide
more explanation and clarification to the issues raised by local
banks, the initial rules were further enhanced in the First
Update released in April 2003. The Second Update of the
rules was issued by SAMA in February 2007, the Third
Update in December 2008, and the Fourth Update in
February 2012 in keeping with the domestic, regional and
international developments in this field. SAMA is continuously
reviewing and updating the Account Opening regulations and
will be issuing new updates to banks and money exchangers
in future.

1.2.3 Other Relevant Regulations

SAMA has also issued a number of other regulations in
support of its efforts to combat money laundering, terrorist
financing and other financial crime activities. Therefore, these
AMUCTF Rules should be read in conjunction with the
following documents issued by SAMA, in addition to the AML
Law and Bylaws issued by the Saudi Government:

o Manual for Combating Embezzlement & Fraudulent
Transactions,(second issue) in August 2008

« Designation Requirements for the Leading Professions in
the Workin in KSA, issued in April 2005

o Guidelines Manual for Banks in Saudi Arabia for
Regulating Audit Committees, issued in July 1996

o Internal Control Manual for Banks Operating in the
Kingdom, issued in December 1989

o Manual of Compliance with Regulations for Banks
operating in the Kingdom of Saudi Arabia issued in
December 2008.

 Rules of Electronic Banking Services issued by SAMA in
April 2010.

« Risk Based on- sit Inspection "Policy Framework &
Procedures” issued by SAMA in April 2011.

» Risk Based Approach for AML/CFT Supervision issued by
SAMA in February 2012.

« Other relevant SAMA Regulatory Circulars.
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SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

1.3 Objectives

The core objectives of SAMA in issuing these regulations are
as follows:

1. To ensure compliance of banks and money exchangers
in Saudi Arabia with regulations and instructions related
to combating money laundering and terrorist financing in
general and the Saudi AML Law & Bylaws in particular.

2. To help banks and money exchangers operating in Saudi
Arabia to comply with the Banking Control Law, AML
Law, SAMA Regulations, and all relevant United Nations
Security Council Resolutions.

3. To implement policies, standards, procedures and
systems for the prevention, detection, control and
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b LS

AdaVly 430yl G yad ASLadl 3 ALalall &l puall caay gl o Glaa
laiyy e dieay la YY Jysady D st Juse AnilSay ADAY 3 Slagladlly
Jiald deas 405N GatY 5 JgaY! Qe Aailad dys graadl 4 jall ASLedl

Sl Kagaad) Byl ASLad) b ALlal Aol Dlaay i) Baclis

ol A Lasge Slael DYl Jue dadlSe plaiy dlgull 48 e oy
A il ol Gdaa a sodall Alall iy G ey s
.3aadkall

A
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Principl i . . .
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4. To protect banks and money exchangers operating in a
Saudi Arabia from being exploited as channels for Bk ) e Gogead Bl A€kl b ALY A jual o Gl Uaa .8
passing illegal transactions arising from money & 0n Gogradl Kool « Bl s Al 4 '
laundering, terrorist financing and any other criminal disy Jpl Jut Al e 2By Aoy pdall e Shlaall jppadl oS
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5. To maintain, enhance and protect the credibility, integrity . . . e dﬁﬁf’ ' ﬂ
and reputation of the Saudi Arabian banking and financial Ll Lailaally 20yl I 5 LSl sV Anansy Ao iy A Alany 58 O
systems. cedanll Llaally aY) e Juadl L5 1
6. To provide the highest degree of protection for
costumers.
14 General Developments & Trends STy g oo gl €.

At the global level, money laundering activities, particularly
those related to drugs now constitute a multi-million dollar
business annually. It is inconceivable and unlikely that such
large amounts of money can be saved or moved without the
cooperation or voluntary participation of many international
financial institutions and banking systems. In many quarters,
money laundering is considered a serious threat to the
integrity of many international banks and even banking
systems.

Money laundering has become a widespread phenomenon
involving highly sophisticated techniques to penetrate different
banking systems. This has led lawmakers, law enforcement
agencies and supervisory authorities in many countries to
cooperate, locally and internationally, to combat this
phenomenon. In this respect, the FATF was created and it
has carried out extensive work and issued Recommendations
to counter the spread of money laundering and terrorist
financing.

The techniques used by money launderers constantly evolve
to match the sources and volume of funds to be laundered,
and the legal, regulatory, law enforcement environment of the
market place in which the money launderers operate.

e il Aadl ol Wi ¥ Jsd) Jut a5 pdadl el e
o,\.:.a,w.d;;,hﬁsngwm,sa_:did;@nﬁw‘g,ua\ﬂ,m
Cldee JS5, A Aa1y A0 AL Clawgall e yall Do gl 38 Lla P

) Ly Tyl il e S o0 A1 Tk g D1 s} et

siee i e Jay S S 5l 50l Jsad) St Clilee il
Wi lawgey o dally LAY 13 go dy ABLd) B AN Gl faa
Ul o3 AadlSd Uy Llaa bl Y B J3 b Y1 idalny ool 5
Ciytnal y dage Jlacly iy (wild) Al Jaadl diad ikl Jagadll 1

Y1 Jasay sl Ju il yn Ui e 2l s

s g cauliml Jipa) slule Laaiiy (i iy Gl )y iy
o O i by ey A Jaalh By Lehut G D) pans
g2 Vbany A @Y1

2. Legal Framework & Regulatory

Gaglaitl) il laial) g ealdiil) Aoy

B

Requirements
2.1 The Saudi AML Law & Bylaws B gaeal) gy Al Al b D eyl (Jeud AadlSe gl 1LY

The Kingdom of Saudi Arabia, in its contributions towards the
international initiatives to combat money laundering and
terrorist financing crimes, has enacted the Anti-Money
Laundering Law in August 2003. The Law criminalizes money
laundering and terrorist financing acts and has created
offenses, responsibilities and penalties for violation, aimed at
preventing these crimes.
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The AML Law, through its Articles and the Bylaws, is
applicable to all banks and money exchangers and requires
all financial institutions to have in place adequate policies,
systems, measures and controls in place, relating to customer
identification, know your customer/ due diligence, risk
assessment, monitoring and reporting suspicions, training and
record keeping to deter and prevent money laundering and
terrorist financing acts.

FURRIAN
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2.2 SAMA — Requlatory & Supervisory Authority

The Saudi Arabian Monetary Agency (SAMA), in accordance
with the authority and powers vested on it under relevant
Saudi laws, is the legislative body responsible for exercising
regulatory and supervisory control over banks and money
exchangers, issuing general rules and overseeing that all
banks and money exchangers comply with and effectively

implement the following relevant laws and regulations:

1. The Charter of Saudi Arabian Monetary Agency .

2. The Banking Control Law.

3. Decision of the Minister of Finance & National Economy
on Regulating Money Changing Business.

4. The Anti-Money Laundering Law.

SAMA regards the adoption and implementation by all banks
and money exchangers of effective policies, procedures and
controls for the deterrence and prevention of money
laundering, terrorist financing and other financial crimes as
very vital. SAMA expects all banks and money exchangers
and their employees to conduct business in accordance with
these rules and all applicable laws by applying the highest
ethical standards. SAMA will use these rules and other
standards to measure the adequacy of each bank's or money
exchanger's implementation strategies. SAMA will take
appropriate disciplinary measures and actions against banks
and money exchangers for any violations, in accordance with
the Banking Control Law Article 25 (Rules for Enforcing
Provision of the Banking Control Law).

As the regulatory and supervisory authority for banks and
money exchangers, SAMA has a duty not only to ensure
banks and money exchangers maintain high KYC standards
to protect their own safety and soundness but also to protect
the integrity of their national banking system. Therefore,
SAMA will exercise the following responsibilities:

1. Monitoring that banks and money exchangers are
applying sound KYC procedures and are sustaining
ethical and professional standards on a continuous basis.

2. Ensuring that appropriate internal controls are in place
and banks and money exchangers are in compliance with
supervisory and regulatory requirements.

3. SAMA examination will include review of bank's and
money exchanger's policies and procedures, customer
files including sampling of some accounts, documentation
related to accounts maintained and the analysis made to
detect unusual or suspicious transactions.

4. Taking appropriate action against banks or money
exchangers and their officers and employees who
demonstrably fail to follow the required procedures and
regulatory requirements.

T+ Y .Y

AL o pas Lo A gl ikl Agadeall U g sgg0 pandl (g2l Al Bussrga o
Sl Y1y Ay ) A s 0o Ayl Al dgad 35 Al i3
il ggan G5 o le apaty Telal 20 2t Gy Al sl sy 55
:‘,\ﬂumaﬁ,dm‘;s.:guloum\‘g.:n,w\nu,...ngu,
gyl oal il Auanya i)

Syl Ay Gl LY

A puall Diga Juaed gl Jga il Sluai®Y) 5 LN s AR T
D) Ju AadlSa s €

il dad pully el pally otlubpad) A puall claay iyl g o5 O
ity g a1 T paly aY) Jipdy Jsad) dud Sl gias dadlsd
R TR Y - PN Tl Ggam 1l gagmad) a1 Basape a3y Jsx
ALY ey 215 a3 By Juetls Al pesidpny 20 poall Bloey gl g
onl S Lsge p3a0E gy ADLY el el Gald e Auall <
TG, Kalsl 3 il il 36U saa ol (5 AT el 3ot il o34 gagnndt
s il A8 ad el ja¥ly Lulal Auwyall WD Dy Al e Jaagh by
Ape ol (pe YO oLl iy ey lillan (gl Jpemn i Al sl sy 50

NERVEEBUREURISU U e

Al e Gyl pbly L Lead) s gagaadl pad) S desye o) Ly
38 ol Dlaay iy Alillan s o ey Y Uy G A el Dlasy
La s Ly pgicdy peied laal e el Tae Gakdl Lyled) et e
oo gapadl rondl A Taya ol il ladd) Sl AR Dl Lany

b L L one o UL

e el 5alaad Aalull el 2R i peall S3aay &sill Gkt 520 Afoe
Al y LOASYY plaal o ddailadly

24l puall Dlaay dlyill o ay Ao ga pall AL Jad gl Lpulia Sk Ly
Agelanlly 28 ,2y) kil

syl ol Raga g o A Y1 AL e Jaks LY
Ay Ly oDaadl liley (il juall Dl S gl el jaly libgu Anal e
U bl e g Sblaally Al caBindly cliall Gany (e clie 331
e 4Gl Gulgel b el CiLESY g

aedis) 8 Ol il pay A puall Dlany) sl S canliall ol 21 St
Gaghanl) ki) y 4 sllaall el 2 Y gl b

Page 90f 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

2.3 Domestic Banks & Money Exchangers & Foreign AR P - - .
Banks' Branches Operating in the Kingdom Aela) Lol A L & T
The provisions of these rules shall apply to domestic banks, il

money exchangers, and foreign banks' branches operating in
the Kingdom. All banks and money exchangers and foreign all Syl gy Al peall Sy Blad) dyidl e elsil) oda dlSal (g
banks' branches shall have in place effective policies,

procedures and controls to combat and prevent money CBlaay sl s g O iy alsill ol Al Gally Adad) i AL
Iaun(_!ering and terrorist financir)g and othgr financial crimes. ey AadlSd UGl da gually el oY1y Slulpud Ll Wyill g gy Al jeal
Foreign banks’ branches operating in the Kingdom must apply . O e ) B} .

the requirements compatible with regulations and rules o ol cam LS s A G A adly Y Jisdiy Jsel) b Shilee
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requirements of the country of origin if such requirments are gt w o . e . , § i
stronger. They must also inform SAMA in case of being at) Sl 28 Jla b L oy ldely 30315 ¢ ) a8 TSI g A
unable to comply with the requirements, or for reasons AANY @8 e Ja (B gosmall ooall Gl dange 3 lple oy X

imposed by the laws of the country of origin. Lol ol oy i Lwin s o ) bl
‘ . s O Sl g itk

2.4 Overseas Branches & Subsidiaries of Saudi Banks

e e e e —————————————

& Money Exchangers £.Y

2 el Daey il Al SNy A il gyl Q) o3 Gukad
As per the Saudi AML Law, these regulations are also Bl s il A Ay ol sl e el o ks

applicable to overseas branches and subsidiaries of all Saudi o g Gl ¢ 6 LA 4ty y ) palH S AailSa plad Giy ol el
banks and domestic money exchangers, banks and money syl o3y iyt Jut AmilSie plUai il 3k &)yl Dlaay )y

exchangers should ensure all their foreign branches and o o . ] ]
subsidiaries apply the requirements of both the Saudi AML Ayl o iy dlly Y BLaYL Anll 80y g AN B pe s gen e

Law and these Rules. § b Lo A yuall ey
In addition, banks and money exchangers should ensure the . . . ;
following. y 9 A Ul 5y sl Tl pgBlS 52y SN (G e i s bl 4 )

(i) M anlh Rind gm0 IS8 kY o) 008 Y
1. Paying particular attention to their foreign branches and O N . T Lo
subsidiaries located in countries that do not or Sl g gl it "*j”_"""u‘ PS8y I8N b pesh o e Y
insufficiently apply FATF Recommendations. ke e Cigadl B cilllie ilias @il Jla @ Lad Al ) Ggad
2. Ensuring their foreign branches and subsidiaries apply Laad Al
higher requirements of either the host country or the ho )
country in case the requirements of the host and ho | »* gl A8 ) g Al g S Letie gagaadl (el S Banye g5 LY
countries differ. Ga Y disds Jpdl Jud Aadl€d Alidl cilladl o ) ey
3. Informing SAMA when a foreign branch or subsidiary is s Y1 iy ol et T ?"}N “J; >
unable to observe appropriate AML/ CTF requirements BPRTCIWIE LA IR PR RO R v RUUR P T I
because it is prohibited by its local laws, regulations or
other measures.

25 Legal Responsibilities of Banks/ Money Lkl ga g A o) Mlaey il oA A Al gpeed) 0¥

Exchangers & Employees
i ponall 20 ymadl iyl ASLaall 8 A2l GatN y Jpa¥! S AniSa plai d2a
The Saudi AML Law and Bylaws stipulate responsibilities, ? v d f

offenses, violations and penalties that have direct or indirect e «-4"' BEREE T J”L’ Ll il lgially lilladly o0 52l
implications on financial institutions -including banks and Al Alaa Lo ) AL} eadd diaay Ligili e S A pall EDlay o gt L Lay
money exchangers- and on their staff personally. This is in o it e .. et s gl i

addition to the responsibilities stupiulated in the Banking e gl S5 Sl On Al Dige el b Ay Sl 26
Control Law and the Decision Regulating Money Changing Leails o g Dl om Day gy (po A et Al
Business applicable to practitioners of banking activities such (Y Galad i 5 n il a3 s J adia pll)

as banks, money exchangers and their employees.

(For full details of the AML Law and Bylaws, refer to
Appendix7- A):

2.6 Financial Intelligence Unit (FIU) L0 Gl padl) Baa 1.¥

The FIU shall receive reports of suspected transactions sy Aaiall cliled) o sy ey (@ Adaey B Sl jail Saay o

related to money laundering and terrorist financing for their lie Ll dac)y s solely Lhbat o Y1 Jisay I RS
verification and analysis and preparing reports thereof to

authorities concemned to effectively carry out their role in a1 Gapdy el Just ey dadlSn g o poy Jab ISy 51 i) bl
combating and preventing money laundering, terrorist iad Leavadie e sla VIS y Jpal) claatiul A sl y o5 BE R W NP

financing and other financial crimes. To this end, countries
around the world have created specialized governmental
agencies, known as Financial Intelligence Units, to be the

LAY D D 1 3 el gl (S AL el Shaay gy

central entities for receiving such suspicion reports. DLl 0y Jut Aailie pUs Ty T ) g pal) Al il 4le yad ey
Similarly, Saudi Arabia, According to the Saudi AML Law, has Gyl o L 4 Slleadl i (G5 e Agdue 5S Blla Sy jal Saay
formed a Financial Intelligence Unit (SAFIU) to be responsible Al Ll el Leblady gl ey L

for receiving, analyzing and reporting to competent authorities
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on suspicious activities.

2.7 Cooperation Among Authorities & Banks/
Money Exchangers

Cooperation among banks/ money exchangers and various
competent authorities, in the exchange and sharing of
relevant information, is very vital in the AMU/CTF initiatives.
However, such information exchange and sharing should be
coordinated and achieved only through SAMA because of the
importance and sensitivity of maintaining confidentiality of
banking and financial operations and strengthening customer
confidence in the Saudi banking system.

A pal ey Hgiill g & O (o oladl v.¥
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2.7.1 Cooperation With Local Authorities

Under the Saudi AML Law, financial institutions are
authorized and required to cooperate and share relevant
information with local competent authorities, such as FIU and
law enforcement authorities, for matters relating to money
laundering, terrorist financing and other financial crimes.
Banks and money exchangers should, therefore, have in
place appropriate policies and procedures, as follows:

1. Establishment of a Money Laundering Control Unit
(MLCU) or appointing a designated Compliance Officer
within the bank or money exchanger, responsible -
among other things- for receiving internal reports (from
branches or other department within the bank or money
exchanger) and informing FIU of suspected money
laundering or terrorist financing activities. (Refer to Rule
4.8.4 of these Rules for details about the tasks and
responsiblities of MLCU).

2 The manner and method in which the MLCU/ designated
Compliance Officer should contact the authorities and
pass relevant transactional information to them.

3. Where records are to be provided to the authorities,
establishing the form of such records (original or copies)
and the receipt and forms to be used for providing and
receiving information by the MLCU/ designated
Compliance Officer.

4. When information is to be provided verbally to authorities,
the manner and form of such information shall be
defined.

5. In some cases, depending upon the case, a new or a
different procedure may need to be followed. For
example, in the event of a large cash transfer, telephone
notification may be quicker than filing a report especially
if immediate decision to prevent the transfer is required.
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2.7.2 Cooperation Among Banks & Money Exchangers
Operating in the Kingdom

Banks and money exchangers should cooperate locally and
abroad through their representatives in the Financial Crimes &
Money Laundering Committee (FCML) for AML/CTF matters.
This should be done through the exchange of information with
banks' and money exchangers' officers, and SAMA, about
cases and transactions that they may discover, or suspect to
be of money laundering or terrorist financing nature as
required by the Saudi AML Law and Bylaws. However, at the
same time they must strictly follow the legal and regulatory
procedures that aim to protect customer confidentiality and
banking secrecy. Banks and money exchangers must
coordinate in advance with SAMA in case they agree to
mutually assist or exchange information.
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2.7.3 International Cooperation

In recognition for the need to cooperate with the international
community in combating and preventing money laundering,
terrorist financing and other financial crimes, Saudi Arabia has
included provisions for this matter in its AML Law, taking into
consideration the agreed conventions and reciprocity
agreements. In accordance with the Saudi AML Law allowing,
after prior coordination with SAMA, cooperation with
international governmental authorities for cases involving
money laundering and terrorist financing, any exchange of
information with a foreign party whether another bank
(affiliation, branch, correspondent) or a foreign governmental
authority. for strictly follow the legal and regulatory procedures
that aim to protect customer confidentiality and banking
secrecy.
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3. Money Laundering and Terrorist
Financing

Y dugaiy Jl st Jui ¥

31 Money Laundering
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3.1.1 Definition of Money Laundering

The Saudi AML Law defines money laundering as: any actual
or attempted act aims at concealing or camouflaging the
nature or illegally or illegitimately earned property to make it
look as proceeds from legal sources. The AML Law's
Implanting Regulations states the underlying crimes relating
to money laundering.

FATF defines money laundering as: the process by which
proceeds from criminal activities are disguised to conceal
their illegal origin in order to legitimize the illegal gains
thereof.

Criminal activities, such as drug trade, illegal arms sales,
smuggling, human trafficking, prostitution, corruption,
embezzlement, and other activities of organized crimes, tend
to generate large amounts of profits for the individuals or
groups carrying out such acts. By using funds from such illicit
sources, criminals risk drawing the authorities’ attention to the
underlying criminal activity and exposing themselves to
criminal prosecution. In order to benefit freely from the
proceeds of their crime, they must therefore conceal the illicit
origin of these funds.

The United Nations Vienna Convention (1988) and the United
Nations Palermo Convention (2000) provisions describe
money laundering as the process by which proceeds from a
criminal activity are disguised to conceal their illicit origin, and
may encompass three distinct, alternative acts:

1. The exchange or transfer of proceeds, knowing that they
are a result of a crime;

2. The concealment or disguise of the real nature, source,
location, placement, movement or ownership of or rights
with respect to proceeds, knowing that they are a result
of a crime;

3. The acquisition, possession or use of proceeds,
knowing, at the time of the receipt, that they are a result
of a crime.
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3.1.2 Processes of Money Laundering
There are three stages of money laundering, explained as
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follows:

1. Placement

Placement involves the introduction of illegally obtained funds
into the financial system, usually through banks. This is
achieved through cash deposits, purchase of monetary
instruments for cash, currency exchange, purchase of shares
or insurance contracts, check cashing services, retail (through
cash purchases), and smuggling of cash between countries.

2. Layering

The stage Il of money laundering is the layering, which
usually consists of a series of transactions, through
transferring and movement of funds, designed to conceal their
origin. This may involve sending wire transfers to other banks,
purchase and sale of investments, financial instruments, and
insurance contracts, fraudulent investments or trade
schemes, and the like.

3. Integration

The last stage is integration, which involves the re-entering of
the funds into the legitimate economy. This is accomplished
through the purchase of assets, shares/ financial assets, or
luxury goods, and investment in real estate or projects.
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3.2 Terrorist Financing

o N (Bied Y.y

321 Definition of Terrorist Financing

The Article 1 of the Saudi AML Law defines criminal activity
as: any activity sanctioned by Shariah or law including the
financing of terrorism, terrorist acts and terrorist organizations.
The Article 2 of the AML Law’s Implementing Regulations 2.1
describes *financing terrorism, terrorist acts and terrorist
organizations includes even funds obtained from legitimate
sources”.

The International Convention for the Suppression of the
Financing of Terrorism adopted by the UN in 1999 describes
terrorist financing as follows:

*Any person commits an offence within the meaning of this
Convention if that person by any means, directly or indirectly,
unlawfully or willfully, provides or collects funds with the
intention that they should be used or in the knowledge that
they are to be used, in full or in part, in order to carry out:

a. An act which constitutes an offence within the scope of
and as defined in one of the treaties listed in the annex.

b. Any other act intended to cause death or serious bodily
injury to a civilian, or to any other person not taking an
active part in the hostilities in a situation of armed conflict,
when the purpose of such act, by nature or context, is to
intimidate a population, or to compel a government or an
international organization to do or to abstain from doing
any act."

Saudi Arabia is committed to all relevant UN Security
Council's resolutions directed towards combating terrorist
financing and criminalizes financing of terrorism, terrorist acts
and terrorist organizations.

SAMA requires to all banks, money exchangers, and foreign
banks' branches operating in the Kingdom strict compliance
with the resolutions of the UN and recommendations of the
FATF. If a bank or money exchanger has any reason to
believe that an individual, commercial institution or
organization is, by any means, directly or indirectly, providing
or collecting funds in the knowledge that such funds will be
used for illegal purposes, it must refrain from_entering into
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transactions and report to the competent authorities on such
case.

1oy K d

3.2.2 Processes of Terrorist Financing

The techniques and methods used to finance terrorism are
essentially similar to those used to conceal the sources of
money laundering and its uses, however, the main
differences between the two are that (a) small amounts are
often required to commit individual terrorist acts, making it
difficult to track terrorist funds; and (b) terrorists can be
financed by legitimately obtained funds, making it difficult to
identify the stage at which legitimate funds become terrorist
funds. Terrorists may derive their finance from a variety of
sources, often combining both lawful and unlawful funding.
The forms of financing can be categorized into the following

types:

1. Financial Support

This finance could be in the form of charitable donations,
community solicitation and other fund raising initiatives, which
may come from entities or individuals.

2. lllegitimate Sources
This finance is often derived from criminal activities such as
money laundering, fraud and other financial crimes.

3. Legitimate Source
This form of finance may fully or partially originate from
legitimate business activity.

3.3 Typologies

The various techniques or methods used to launder money or
finance terrorism are generally referred to as typologies. A
typological study is a useful tool to examine in depth a
particular issue of concern to provide a view and knowledge
on emerging interconnected risks and how they should be
addressed.

FATF and MENA-FATF regularly issue studies relating to
typologies of money laundering and terrorist financing. They
can be found on

www.fatf.org/pages

httg://www.menafatf.org[images/ugloadFiles/ML-
TF Trends and Indicators_in the MENA Region_ Arabic.pdf

SAMA also issued circulation No. 5403/MAT/12263 dated
6/3/1432H. to all financial institutions, , regarding typologies of
money laundering and terrorist financing. Banks and money
exchangers should update their systems with the new
typologies applicable to their businesses. The following are
examples of the typologies relating to money laundering and
terrorist financing:
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Alternative remittance services (hawala, hundi, etc.):
Informal mechanisms rely on trust-based networks for
remitting funds. They often work in parallel with the
traditional banking sector but they are illegal. They are
exploited by money launderers and terrorist financiers to
move funds without detection and to obscure the identity of
those controlling them.

Structuring (smurfing): A method involving multiple
transactions (deposits, withdrawals, transfers), executed
often by various people and high volumes of small
transactions and sometimes various accounts to avoid
financial institutions’ obligations of threshold reporting.
Currency exchanges: Used to assist with smuggling
funds to another jurisdiction, exploit low reporting
obligations on currency exchange houses, and minimize
risk of detection, e.g., purchasing of travelers checks to
transport funds to another country.

Cash couriers/ currency smuggling: Concealed
movement of currency across borders to avoid transaction/
cash reporting measures.

Use of credit cards, checks, etc.: Used as instruments to
access funds held in bank accounts, oftenin another
jurisdiction.

Purchase of valuable assets (e.g., real estate, vehicles,
shares, etc.): Criminal proceeds are invested in high-value
negotiable goods, taking advantage of reduced reporting
requirements to obscure the source of such proceeds.

Use of wire transfers: To electronically transfer
funds between banks and often to another jurisdiction to
avoid detection and confiscation.

Trade-based money laundering: Usually involves invoice
manipulation and uses trade finance methods and
commodities to avoid financial transparency laws and
regulations.

Abuse of non-profit organizations: Non-profit
organizations may be misused to raise funds for terrorist
purposes, obscure the source and nature of funds and to
distribute funds to finance terrorism.

Investment in capital markets: Obscuring the source of
criminal activities' proceeds by purchasing negotiable
instruments, often exploiting relatively low reporting
requirements.

Mingling (business investment): A key step in money
laundering involves combining proceeds of crime with
legitimate business funds to obscure their source.

Use of shell companies/ corporations: A technique used
to obscure the identity of persons controlling funds and to
exploit relatively low reporting requirements.

Use of offshore businesses, including trust company
service providers: To obscure the identity of people
controling funds and to move monies away from
monitoring measures of domestic authorities.

Use of legal arrangements, brokers, trustees, or third
parties, etc: To obscure the identity of persons controlling
illicit funds.

Use of foreign bank accounts: To move funds away from
measures of domestic authorities and obscure the identity
of persons controlling illicit funds.

Identity fraud/ false identity: Used to obscure identity of
those involved in money laundering and terrorist financing.
Use professional services (lawyers, accountants,
brokers, etc.): To obscure identity of beneficiaries and the
source of illicit funds. This may also include corrupt
professionals who offer ‘specialist money laundering
services to criminals.
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4., Policies and Standards

BYRL U PRLA TRV .4

4.1 Risk-Based Approach

TR ] 35 8 Vb

Banks and money exchangers shall adopt a risk-based
approach in designing their Anti-Money Laundering (AML)
and Combating Terrorist Financing (CTF) programs to ensure
that measures used to mitigate money laundering and
terrorist financing are commensurate to the risks identified in
their organizations. This will also allow resources to be
allocated in the most efficient ways. Some of the benefits of
utilizing the risk-based approach is verification of levels of due
diligence measures by banks or money exchangers as
follows:

1. Allowing banks and money exchangers to differentiate
between risks of customers in a particular business by
focusing on the highest risks of them, thus improving the
overall outcome of the process;

2. While establishing minimum standards, allowing a bank
or money exchanger to apply its own approach to
systems, controls and arrangements in particular
circumstances, thus allowing more flexibility as risks
evolve; and

3. Helping to create the best management of risks and cost
effective system.

it should be born in mind that application of a risk-based
approach does not release any type of business or customers
from verification of (KYC) basic requirements or from meeting
customers due diligence (CDD) requirements used to restrain
transactions of money laundering and terrorist financing.

A risk-based approach will serve to balance the burden
placed on banks and money exchangers and on their
customers, along with a realistic assessment of risks of
business being used in money laundering or terrorist
financing by focusing efforts on areas where they are needed
and have the most impact.

Banks and money exchangers may face some challenges
that must be considered while implementing the risk-based
approach. These challenges should be regarded as offering
opportunities to implement a more effective system in
combating activities of money laundering and terrorist
financing. Some of these challenges can be summarized as
follows:

1. Risk Assessment Methodology: Identifying appropriate
information to conduct a precise risk analysis and overall
assessment.

2. Judgmental Decisions: Greater needs for more specialist
staff capable of making sound decisions regarding
identification and evaluation of risks.

3. Transitional Costs: Costs relating to transition from
prescription method to risk based method.

4. Cautious Factor: Regulatory entity’s response to diversity
of methods of doing business.

The risk-based approach requires certain actions to be taken
in assessing the best cost effective methods and their
appropriateness to the management and in mitigation the
risks of money laundering and terrorist financing faced by a
bank. These actions are:

1. Identifying risks of money laundering and terrorist
financing that are relevant to the bank or money
exchanger to ensure a well-built foundation for the
approach used and well-understood risks.
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2. Assessing the risks identified by bank's or money
exchanger from all the following aspects:
a. Customers;
b. Products and services;
c. Service delivery channels;
d. Geographical area of operation.
The weight given to the above risk aspects in assessing
the overall risk of money laundering and terrorist
financing may vary from one bank or money exchanger
to another, depending on their respective circumstances.
Consequently, each bank or money exchanger will have
to make its own standard of assessing the varieties of
risk.

3. Establishing and implementing monitoring controls to
mitigate these assessed risks.

4. Monitoring and improving the effective operation of such
controls.

5. Recording appropriately what has been done and
explaining the reasons and rationale.

The Risk-based approach may contribute to identifying

suspicious activities as follows:

1. Directing additional resources towards areas identified by
a bank or money exchanger as high-risk areas.

2. Expansion in investigation process is dependent on the
risks identified.

3. A bank or money exchanger shall use information
provided by authorities to identify and report suspicious
activities.

4. A bank or money exchanger must periodically assess the
adequacy of its identification system of suspicious
transactions and reporting thereof.

FATF regularly issues studies on risk-based approach. Such
studies can be viewed at:

http://www fatf-gafi .org/dataocecd/45/1 /43249256.pdf

Aaall b el g
G aall dshidt o
Shlad) oy de oDl 5,0 hlad ang Y slaadl el alias oy
Gy AT ) A pea Jan ol e Y disdiy Jlpel! Juid el
o ey 08 Gl 0sSm Hally Dl ee dae ol dliy JS Lalad gl
.)Lu\qmuau\ughwe,;w\u‘)‘da

e o3 (e Cayiatll L6 o gual) 2y oL2Y LY

g gudl 030 Jae Jyilli Allad gy 481 e 4

iyl y ) e pe anlia JSy 0 el 8 L -0

Lo Al bzl e il b oblaall o 5S35l b sl o Sa WS
(S gl e

el A eall Jae o) il Lasia ) CYadd gai LS s g D
Lhladl e

soaaall LR Cuuay Giadh Llee b gua i) 530 2iny Y

Bl e i)yell Sl lgasis (B clagladt A juall Jaas TR IFRFCIVI |
RYPFAN]

uau\uwuxduw,;&ng\ﬁ)u)‘ndu,\e_h,nu.\;h,.,;e .
Ao $OUY1y L 4t cled) Lo D

A ol il i plite IS8 () M) Jard Ao gana s LS
0 ) e Lesle @O apy sl e
httg://www.fatf-gaﬁ.org[dataoecd/45/1/43249256.gdf

411 Business Risk Assessment

Banks and money exchangers shall conduct and document
the above business risk assessment and update this
assessment on an annual basis to identify changes in their
business areas (e.g. organizational structure), their customers
and the jurisdictions with which customers are connected,
and their products and services and how they should be
delivered. Banks and money exchangers shall build their
AML/CTF compliance programs based on the conclusions of
the business risk assessment. To achieve an adequate
assessment, banks or money exchangers shall consider the
possibility of exposure to money laundering and terrorist
financing risks by:

1. Covering all risks posed by money laundering and
terrorist financing relating to different businesses within
the bank or money exchanger.

2. Considering organizational factors that may increase the
leve! of exposure to the risk of money laundering and
terrorist financing, e.g., business volumes, capacity
issues, and authorisation of others for account
management.

3. Considering the nature, scale and complexity of
business, the diversity of their operations (including
geographical diversity), the volume and size of their
transactions, and the level of risk associated with all
areas of their business.

4. Considering the type and nature of customers and their
businesses, focusing on the ones defined as high risk
(political persons, charity associations, jewelry shops,
etc. ..).

5. Considering any additional risks posed by the
jurisdictions with which customers (including brokers and
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service providers) are connected. Risks exposed to by
banks in their relationships with other jurisdictions are
sensitive 1o a number of factors such as high levels of
organized crime, increased vulnerabilities to bribe and
corruption, and inadequate scopes of work for preventing
and detecting money laundering and financing of
terrorism.

6. Considering the characteristics of the products and
services provided by banks or money exchangers and
assessing the associated vulnerabilities posed by each
product and service, including service delivery methods.
For example:

a. Current accounts and money transfers, which are
more vulnerable because they allow funds to be
transferred to and from third parties, including cash
transactions.

b. The use of third parties such as a group entities,
service providers and brokers to obtain information
about the customer.

c. Brokers' combined accounts are more vuinerable
because of the anonymity of the source of funds due
to the mingling of assets or funds belonging to
several customers by the broker.

d. Conversely, products that do not permit third party
transfers or where redemption is permitted only to an
account from which the investment is funded will be
less vulnerable.

7. Considering how they establish and deliver products and
services to their customers as risks are likely to be
greater when relationships are established remotely
(non-face-to-face), or when transactions are controlled
remotely by the customer (straight-through processing of
transactions).

8. Recording, updating and retaining their business risk
assessment.
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4.2 AML / CTF Compliance Programs

The Saudi AML Law requires financial institutions to develop
appropriate AML/CTF programs which should include, as a
minimum, the following:

1. Internal AMUCTF policies, measures and controls and
informing the staff thereof including 1D verification and
due diligence measures, maintaining records, monitoring
of transaction and compliance with the requirement of
reporting suspicious transactions.

2. Appropriate arrangements for compliance management
and appointing a compliance officer to ensure
compliance with AML/CTF requirements. He should work
independently, have the power to communicate with a
superior management level, and have the right to view
customers' identity data, due diligence information and
other related transaction records.

3. Establishing an independent accounting and auditing unit
provided with adequate resources for testing compliance
with such measures, policies and controls in accordance
with the risk-based approach.

4. Developing ongoing training programs for all employees
and the specialized to keep them informed of new laws,
instructions and any updates in the area of combating
money laundering to upgrade their skills in identifying
such operations, their patterns and the method of
combating them.

5. Application of test measures to ensure availability of
highly efficient standards for appointment of employees.

Therefore, banks and money exchangers should prepare
adequate AML/CTF compliance programs, basically covering
the following elements:
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1. Setting out, as mentioned above, detailed elements for
the compliance program and plans and strategies by
banks or money exchangers for ensuring compliance
with their written policies and measures to effectively
cover AML and CTF requirements.

2. Including review plan and self-assessment to monitor
effectiveness of AML and CTF controls.

3. Detailing assigned responsibilities and identifying actions
to be taken during the year in addition to any pending
correction actions stemming from accounting and
auditing operations.

4. Including appropriate staff awareness programs and
training plans over the year.

5. Preparing and revising the compliance program on an
annual basis to ensure its effectiveness and inclusion of
the changing typologies of money laundering and
terrorist financing risks.

The program should also include what has been achieved in
the risk-based approach and the rationale of such
achievement. Therefore, each bank or money exchanger
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should appropriately tailor policies and measures of AML/CTF Alel oy ol s W,w” Bl e o Sl fE TS T
program to identify: 4 Talal A el eyl Jany lal Lagh Llal 5 1530 Ja ad) Bae
1. How a bank or money exchanger assesses threats and
risks it exposed to in money laundering or terrorist
financing.
2. How a bank or money exchanger applies appropriate law
or takes appropriate actions based on risk assessment,
including due diligence requirements.
3. How a bank or money exchanger monitors enhancement
of the effectiveness of its system and procedures.
4. Reporting process to senior management on
performance of control measures.
43 Know Your Customer Principle (KYC) e ci o) fase Y.t

The KYC principle is intended to enable a bank or money
exchanger to have an appropriate perspective that it knows
the true identity of each customer with an appropriate degree
of confidence and knows the types of business and
transactions the customer is likely to undertake. In order to
follow that principle, measures of banks and money
exchangers should include the following arrangements:

1. Identification and verification of all permanent and casual
customers and beneficiaries owneron a continuous basis
and in accordance with the Rules Governing the Opening
of Bank Accounts and the General Operational
Guidelines.

2 |dentification and verification of beneficiaries owner of all
transactions executed by customers to an extent that
ensures their perfect understanding.

3. Assessing risks connected with different types of
customers and taking proper measures for enhancing
requirements of identification and verification of
customers or beneficiaries owner.

4. Adopting proper measures that ensure updating
requirements of identification and verification of
customers and beneficiaries owner on a continuous
basis.

5. Following up changes in the identity of customers and
beneficiaries owner and taking the necessary decision on
their impact on control and supervision requirements.

6. Making records of identification of customers and
beneficiaries owner available to the compliance officer
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entrusted with ensuring compliance with AML/CTF iy 4 figa s o cpiall Cposiiacally edhanll Lygh pa Gl IR
requirements and to other relevant officials.
7. Verification of the identity of customers and beneficiaries
owner from authenticated and autonomous sources.

4.3.1 Customer Identification Process pand Agh paad Gl VLTLE

The Saudi AML Law and its Implementing Regulations
require financial institutions not to carry out any financial, e o I T . i
commercial or similar operations under anonymous or G A Syl 08 Yl Rl a5 Do Nt AallSe gl i
fictitious names. Banks are also prohibited from opening or Sl umad WS gany o) Ugpae slad plasialy W, S S Al olile !
dealing with numbered accounts. Banks and money o il A sl e &l i el Ll o gl
exchangers must verify the identity of the customer and On il el 3 Al o ooy Ak e Sy Jbal S g ol
beneficiaries owner depending on official documents provided r Salatll 4y die Al G Y SlaTianadl (e 3Ly ¢ gifiad yitasally Jpanll 330

at the start of dealing with such customer or upon concluding o L ciogh LS ASH S Laadd 4 Eld cBlae Jad 3 ) Jiadd
commercial transactions therewith in person or in proxy. o ] s 3 e

Banks and money exchangers must further verify legal b Gy g Gadall Gaw ) Chatiad) o Fiadl A juall Dlaey sl
person’s official documents that indicate the name of the iy A il elaclly oSl slaady Lt sic g RS0 S Ayl aud

entity, its address, names and addresses of its owners,

managing directors, and any other relevant data. Ala i3 5 4]

Banks and money exchangers should , as a minimum, apply #danl) Liga a3 a8 I st Bl Al ol Dy ) (o s
5 the following rules for appropriate identification of customers tomiiall il y
; and beneficiaries owner: .
Gy U giiadl y asanall Gl Slafiwal Y 5LV dsel pmaall sl
§ 1. Establishing valid identification by reference to proper s e . o s g ;
and official documents provided for in the SAMA’s Rules gyl ) i Luaage g 8 poluall liball i Lalal) 2o il
Governing the Opening of Bank Accounts and the Lhithe (o oSty (Qpaall Gpa 2023 e e A o Jyaalt LY
General Operational Guidelines in Saudi Arabia. al b ) 3D oy i LY i)

2. At the outset of the relationship or account, obtaining a
copy of the customer identification documents and ol S sl il gl ooal A Rwye Dilge o Jpasd T

verifying them against their original. O gl dae g il ye by (paiall e paladS) DL

3. Obtaining SAMA approval for opening accounts or M e o 02 . .
establishing relationships with non-residents, except with ) Aol sl
GCC citizens. ) s by pillie (T o) dlasd ClDle Guuli ) Sbla g e

4. Not to open accounts for or establish relationships with

any non-face-to-face customers (refer to SAMA’s Rules e glatly (o B Lsge oo 3 deall Slall iy Lol el 5
Governing the Opening of Bank Accounts), and subject vedaall 358 e GaRadlly ALY Clibuall
all accounts to interview and identity verification. . . . . -
- o ; s - 58kay ¢ | | oo iadll oy .
i 5. Identification is not limited to customers having accounts i i il S ey 1 DLl e Tl 0 ",'““ 2Y e
| at the bank: it should also include those who benefit from | | dia s sl Gle J Zsuas Slass (o Oy ) M Lad daty of
: other banking or financial services, such as credit cards, ey ety Jygadh Siilas s cing ol A D gailly et Ciilay

express remittances, large transfers/ transactions, . |
foreign exchange transactions and safe deposit boxes. It SISy g IVl 3R il y cpind) CDlaall Jiaiy i pee lilas 6 S

should also cover owners, authorized signers, holders of oy (VS ey gl cpagidly (oS Jaks o s
powers of attorney, directors, trustees and partners. ' .
6. Setting a systematic measure for identifying customers Sl el

and not to establish any relationship or process any V) e B o ADe gl oLl paey eDlaad) ga yaatl ?_\w gl gy
transaction until the personal or commercial valid identity e e e e s . e |
of the individual or legal entity has been verified A G 2l A el ol Apeasal Dol gl a3 o o 2m
satisfactorily. s IS8 Lo Giadll e
J 7. Obtaining customer personal information, such as name, i e .
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: information depending on the type of customer, as stated
in the SAMA’s Rules Governing the Opening of Bank
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8. Requesting from the customer to provide information B ) 53yape Agisean Sl &) o6 Closhaa slbe) Janl) o llll A
about any existing bank accounts or relationships with ) o ’
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9. Conducting further due diligence and efforts if there are . L B} . .
doubts about the integrity or accuracy of previously fa Ul ol by i Lple Jpuaadl om W dpedl gt Jyn A
obtained customer identification data and, in such case, AD api sole} y Jandl Goa e 23 e il
re-verifying the identity of the customer and re-assessin . . IR
the relziogship tity 0 a 9 o lele pageaiall Cllaall eliTinly oy ptall o Danl) (e Slilae 4 Jpd pe N
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11. No new accounts, business relationships or transactions
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should be accepted, and any freezing any existing
account, business relationship or transaction when:
a. Identity of the customer cannot be verified;
b. Identity of the beneficial owner is not known; and/
or
¢. Failure to obtain information on the purpose and
nature of the relevant business.
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4.4 Customer Due Diligence (CDD)

(CDD) gduall gl gl dlinl

t.¢

Application of due diligence means the effort made by banks
and money exchangers to monitor financial transactions of
customers and beneficiaries owner, ensure they understand
them, and verify all business of customers, data required for
opening bank accounts or establishing a banking relationship,
and ensure their authenticity and clarity.

Instructions require banks and money exchangers operating
in the Kingdom to apply basic due diligence measures on all
permanent and casual customers and beneficiaries owner.
Such measures shall be continuous and consistent with the
risk level of business and transactions of customers as
follows:

1. Following up activities of financial transactions and their
consistency with the purpose provided upon opening of
the account.

2. Due diligence is required upon establishing a business
relationship, execution of casual transactions over the
single or aggregated disclosed limits or being suspected
of their connection with money laundering or terrorist
financing, regardless of exemptions or limits specified for
amounts of transactions, or if there are doubts about the
accuracy or adequacy of previously obtained customer
identification data.

3. Verifying any person (natural or legal) acting on behalf of
the customer and ensuring validity of such action.

4, \dentifying persons (natural or legal) who have control on
the customer.

5. Increasing level of due diligence with respect of those
customers business relationships that are determined to
be of higher risk. This may be the result of the customer’s
business activity, ownership structure, volume or types of
potential or actual transactions, including those
transactions involving higher risk countries or defined by
the applicable law or instructions as posing higher risk,
such as correspondent banking relationships and PEPs.

6. Simple CDD measures and arrangements are not
acceptable whenever there are suspicious transactions of
money laundering or terrorist financing

7. The CDD requirements may be reduced with respect to
low risk relationships, such as:

a. Companies listed in the Capital Market which are
subject to regulatory disclosure requirements.

b. Other banks or financial institutions (domestic or
foreign) working within the AML/CTF system in
consistency with the FATF Recommendations.

c. Individuals whose main source of funds is a salary,
pension or social assistance from identified and
appropriate sources and where transactions are
commensurate with the source of funds.

d. Transactions involving small amounts or particular
types of transactions.

Thus, when designing and implementing controls related to
due diligence to manage and mitigate the identified risks,
according to the risk-based approach, banks and money
exchangers should follow the following steps:
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1. Managing and mitigating the identified risks by
developing measures to verify the customer's identity;
collect additional information about the customer and
monitor the customer’s transactions.

2. Establishing control measures for:

a. Introducing a customer identification program,
actions of which vary appropriately with the
customer's risks in the area of money laundering
and terrorist financing.

b. Requiring the quality of evidence, documents,
technologies, and third-party guarantees to be of a
specific standard.

¢. Obtaining additional information on the customer.
Such information should be appropriate to the
customers assessed money laundering and
terrorist financing risks.

d. Monitoring customer’s transactions and activities.

3. Establishing a customer identification program that is
graduated to reflect risks, involving:

a. A basic database, held in which all data on
customers.

b. Basic verification requirements for all customers.

c. More extensive due diligence on acceptance of
higher risk customers.

d. Specific basic measures for identity verification of
low risk customers and products.

e. Monitoring the customers activites and
transactions based on the risk assessed.

4. Investigation into the customer's source of funds and
wealth for higher-risk customers.

5. Developing monitoring guidelines for high risk customers
versus low risk customers.
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44.1 Beneficiaries owner (Natural & Legal)

Banks and money exchangers should verify the beneficiaries
owner of all accounts and relationships and should conduct
due diligence on all final beneficiaries owner in accordance
with the following:

1. Natural Persons

When the account or relationship is in the name of an
individual, the bank or money exchanger should determine
whether the account is used in the interest of the client in
whose name it was recorded and for the purpose for which it
was opened. If doubt exists, the bank should establish the
capacity in which and on whose behalf the customer is acting.
Identity of the beneficiaries owner, should be established to
the bank's or money exchanger's satisfaction by reference to
official identity documents. Banks and money exchangers
should also ensure that any person claims to act on behalf of
the customer, is so authorized, and identify and verify the
identity of that person.

2. Legal Persons / Companies

Where the customer is a legal person/ company of
establishment, the bank or money exchanger should
understand the ownership structure of the establishment or
the company sufficiently to determine the provider of funds,
principal owners of the shares and those who ultimately own
or have control over the assets such as the directors, based
on the memorandum of association of the
establishment/company and those with the power to give
direction to the directors of the company in accordance with
the company's articles of association. '

With regards to a joint stock company, the bank or money
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exchanger should establish the identity of all shareholders or
beneficiaries owner who own 5% and more of the company's
shares. Banks and money exchangers should obtain
documentary evidence of the legal entity and existence along
with the identity cards of stakeholders including the actual
natural persons owning or controlling the entity in accordance
with the Rules for Opening Bank Account and General Rules
for their operation issued by SAMA.

In all the above cases, if a customer states that he/she is
acting on his/her own, then a declaration to this effect,
whether as a separate document or as a part of the account
opening agreement, should be obtained from the customer,
as follows:

a. For new customers: at the time of opening an account,
establishing a relationship or conducting a significant
transaction,;

b. For existing customers: whenever there is a suspicion that
the account, relationship or transaction is being used for a
different or illegal purpose, thus requiring more
information from the customer during the mandatory
continuous updation of customer information, as per the
Rules Governing the Opening of Bank Accounts by
SAMA.
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442 Customer & Transaction Profiling

Banks and money exchangers should have a process in
place to capture sufficient information about customers, and
their anticipated use of their products and services, that will
allow to develop a customer profile of expected activity to
provide a basis for recognizing unusual and higher risk
activities and transactions, which may indicate money
laundering or terrorist financing. The information should be
obtained at the establishment of a relationship or opening of
an account and prepared for all types of relationships,
including accounts and credit cards.

The extent and nature of the information details depend on
the different types of customers (individual, corporation, etc.)
and the different levels of risk resulting from the customer’s
relationship with the bank or money exchanger. Higher risk
relationships, accounts and transactions will require greater
scrutiny than lower risk ones.

The information should be kept up-to-date and monitoring of
activity and transactions should be undertaken throughout the
course of the relationship to ensure that the activity or
transaction being conducted is consistent with the bank's or
money exchanger's knowledge of the customer. Customer
Profiles and Transaction Profiles should be reviewed and
updated continuously whenever there is a suspicion of illegal
transactions or activities.

1. Customer Profile

A customer profile is a means of collecting detailed
information on a customer or an account/ relationship.
Depending on the type of the customer, profiling will include
basic information such as owners' names (including beneficial
owners), partners, shareholders (except for minor
shareholders of a joint stock company, holding less than 5%},
authorized signers, power of attorney holders, efc.;
customers' addresses including phone numbers, postal and
street/ location address, e-mail, fax, etc.; purpose and the
intended nature of business relationship, information of the
business activities, financial information, capital amount,
source of funds, source of wealth, branches, countries and
products dealing in, etc. At the discretion of the bank or
money exchanger, this could be an automated process.
Customer identification information and documents should be
Remain continuously at customer profile.
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2. Transaction Profile

A transaction profile should be prepared to capture the
number of transactions expected to be used by a customer,
and the value of transactions for an average month, for each
product and service. Banks and money exchangers should
develop a system using specialized software to provide
automatic preparation of transaction profiles and detect
unusual patterns of transactions and trends that may indicate
suspicious activities that are not consistent with initial
assessments or expectations. All efforts should be made to
establish the source of funds to the bank's or money
exchanger's satisfaction and the customer and transaction
profiling methodology should assist in establishing source of
funds.

Transaction profile is not required for employed/ payroll,
pension and fixed-income individual accounts or
relationships, whose source of funds and usage of account
can be determined, provided the account or relationship is
used for the intended purpose. However, for accounts and
relationships used for business purpose and for high-risk
accounts, an appropriate transaction profile based on risk
assessment, should be prepared to include all types of
products and services expected to be used by the customer
in the account, during the period of a month, the number of
expected transactions, and their estimated monetary value,
especially for high-risk products/ services such as cash,
transfers, etc. The transaction profile should be reviewed and
updated continuously to establish continued consistency
between the profile and the actual transactions. Major
inconsistencies should be investigated.

Banks and money exchangers may prepare a transaction
profile on the basis of generic expected activity and
transactions for certain types of products and services,
however, for more complex products or services a tailored
transaction profile will be necessary.
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4.4.3 Name Checking of Designated Persons

Saudi Arabia is committed to all relevant United Nations
Security Council Resolutions directed towards compating
terrorist financing. The UN, through its Security Council
Resolutions (UNSCR 1267 of 1999 and successor
resolutions), issues a listing of "designated persons®, that are
subject to certain sanction measures. Based on Saudi
competent authorities' instructions, SAMA also notifies banks
and money exchangers the names of *designated persons”
and requires banks and money exchangers to implement the
Saudi laws and the UN resolutions in this regard, including
freezing of assets of individuals and entities who have been
categorized as designated persons by UN or SAMA.

The following measures should be implemented by all banks
and money exchangers:

1. Put in place an effective process to check all their
customers' names (individuals, entities, beneficial
owners, etc.) against the names that have been
categorized as “designated persons” by SAMA and the
UN, prior to opening account, establishing a relationship
or conducting a transaction, especially for transfers in
which case both the remitter's and the beneficiary's
names should be checked.

2. In case a customer has been identified as being a
“designated person”, immediately freeze the account,
relationship or the transaction and notify SAFIU and
SAMA, giving full details of the account or transaction.
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The account or transaction should continue to be frozen
until SAMA provides its direction to the bank or money
exchanger.

3. For the purpose of continuous monitoring and suspicious
should be reported to SAMA as per SAMA instructions.

4. Banks and money exchangers should also obtain the
UN sanctions list from the following website:
http://www.un.org{sclcommitteesh267/consolist.shtml

5. Ensure to continuously check the UN List and keep it
updated in their records.

6. Observe sanctions lists issued by other countries, check
all transactions and transfers against these lists, to avoid
potential legal conflicts with the banks' or money
exchangers' customers or with banks or financial
instituations in other countries, and to prevent the
customers' transactions or transfers from being blocked.

7. In case an asset (account, relationship, transaction, etc.)
has to be unfrozen because the designated person has
been de-listed (removed from the sanctions list) by the
UNSC, notify SAMA for approval to release the frozen
assets of the customer. For names previously frozen at
SAMA's instructions, SAMA will provide the bank or
money exchanger with instructions to release the frozen
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4.5 Customer Risk Assessment Spal jhalie el o.t

A e ——————————

Every relationship, account or transaction should be risk
assessed from a money laundering and terrorist financing
perspective. The complexity of the risk assessment process
should be determined according to factors established by the
business risk assessment.

The basis for the customer risk assessment should include
factors such as:

1. High-risk jurisdictions/ countries, as defined by UN or the
list of non-applying or inadequately applying countries of
FATF's Recommendations, as explained in Rule 5.2;

2. High-risk businesses or customers, as explained in Rule
4.6;

3. High-risk products and services the customer may be
dealing in, as explained in Rule 5.1;

4. The delivery method, such as the way the relationship is
set up (directly/ face-to-face or indirectly) or the manner
the products/ services are delivered to customers (e.g.,
internet, phone banking, etc.);

5. Other risk variables should also be considered when risk
assessing a customer, as explained in Rule 5.3.

Customers to whom one of the above high-risk categories
applies should be rated as high risk. However, the rating
could be changed to a lower risk, provided the customer
profiling is considered satisfactory and the rating change is
justified and approved by a senior management. Such
accounts classified as high risk should be subject to
enhanced due diligence, closer monitoring and their risk
statuses reviewed and updated continuously.
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4.6 Customer Risks

Qe Hie .

Customer risks are those that a particular customer or a
category of customers may create due to their activities or
behavior. Determining the potential money laundering or
terrorist financing risks, to the extent that such risk can be
identified, posed by a customer, or category of customers, is
critical to the development of an overall risk-based
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framework. Based on its own criteria, a bank or money
exchanger should determine whether a particular customer
poses a higher risk and the potential impact of any mitigating
factors on that assessment. Banks and Money Exchagers
shall classify all their customers based on risk . Application of
risk variables may mitigate or aggravate the risk assessment.

The types of customers or relationships, and the potential
risks they may pose, are described below:
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46.1 Individual Personal Accounts

These are accounts of individuals who open personal
accounts for non-commercial and personal use. This category
includes mainly employed/ payroll, fixed-income, pensioners,
and self-employed individuals. Such personal accounts
normally constitute a mass consumer business for many
banks and generally do not involve close relationship
management by a specific relationship manager. The sheer
number of these accounts and the scale of transactions,
usually small tickets, make the processes of monitoring
demanding for banks.

While the AML risks for employed/ payroll individuals,
pensioners and fixed income may be regarded as low, due to
the fact that their sources of income can reasonably be
established and are generally of smaller value, banks should
be alert and exercise more due diligence for individuals who
are self-employed. For these customers, it is difficult to
reasonably determine their sources of income due to lack of
any formal/ official supporting documents. in addition, self-
employed individuals are relatively of higher risk due to their
free-lancing activities. They may act as agents, on behalf of
others, in real estate or other activites and receive a
commission in return. However, they sometimes use their
accounts as a transitory depository for their customers' funds,
relating to a deal, pending final disposal. This poses
additional AML risks for these accounts.

The following rules should apply as minimum standards for
accounts of individual customers:

1. Employed/ Payroll, Pensioners & Fixed Income
Individuals

These are individuals who are employed/ on payroll, on
pension or with a regular fixed income and whose main
source of income is derived from salary, pension, social
benefits and the like, from an identified and appropriate
source and whose transactions commensurate with the funds.
Such customers are considered as low-risk and the following
basic information is sufficient to constitute customer profile:

1. Obtaining proper and valid identification of the customer
as stated in SAMA Account Opening Rules.

2. Ensuring customer's identification shows 1D number,
name, nationality and date/ place of birth.

3. Ensuring customer is not a PEP; otherwise extra due
diligence is required as per Rule 4.5.4.

4. Obtaining address and telephone/ mobile number. Also
fax number and/ or e-mail address, if available.

5. Account is used for the purpose intended and not for
commercial purpose; otherwise it should be treated as
commercial account and additional information on the
business activity obtained.

6. Taking reasonable measures to determine source of
funds/ income; for example, using any one of the
following means:

a. Employment identification card for government,
public and private sectors employees;

b. Payroll slip, pension slip (for pensioners),
electronic or paper salary certificate, or letter from
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employer,;

c. Copy of statement of another bank if salary is
transferred to that bank;

d. If salary is directly transferred to the same bank
(individually or through payroll system) no need of
further evidence;

e. Salary transferred through SARIE, indicating
thereon as payroll/ salary;

f  Customers self-declaration indicating his/her
employer's name, salary/income and position; or

g. Any other reasonable means satisfactory to the
bank and money exchanger;

h. However, in case of doubt, an official documentary
confirmation of the customer's salary/ income
should be obtained.

7. Conducting extra due diligence if a bank or money
exchangers becomes aware that another bank or money
exchanger has refused to deal with a particular customer
on AML/ CTF grounds.

2. Self-Employed Individuals (Free Dealers, Agents,
etc.)

For self-employed, in addition to above requirements, a self-
declaration signed by the customer confirming his/her
income, source of funds and business activity should be
obtained. In case of doubt, enhanced due diligence should be
made to determine the source of funds, and the type of
activity the customer is engaged in, as these individuals are
relatively of higher risk due to their free-lancing activities.

3. High Net Worth Individuals

For High Net Worth Individuals, who are considered as high-
risk due to the size and nature of their activities and
transactions, in addition to above, an enhanced due diligence
is required and a detailed customer and transaction profiles
should be prepared to also include the customer's source of
funds and source of wealth, and anticipated account activity.

In all the above cases, where any doubt or suspicion arises
as to the identity, address or source of income/ funds or any
other information of a customer during the course of the
relationship, the bank or money exchanger should re-verify all
the information by reasonable means and reassess the
relationship.
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4.6.2 Private Banking Customers

Private Banking is the term used for preferential banking
services provided to high net-worth customers by a bank.
Private Banking normally caters for very wealthy, powerful
and influential individuals, including PEPs. These customers
are assigned a private banker or relationship manager to act
as a liaison between the customer and the bank, and to
facilitate the customer's use of a wide range of financial
services and products that usually involve complex
transactions and large sums of money, including investment
services, trust vehicles and wealth management. These
clients demand a high level of confidentiality. As a result,
Private Banking is exposed to greater money laundering
vulnerability and terrorist financing and banks should apply
enhanced due diligence to such operations.

Banks should have clear customer acceptance policies for
handling Private Banking customers, recognizing the money
laundering and terrorist financing risks inherent in this
category of accounts. They shall categorize of private account
customers under high risk customers and conduct contiuous
due delignece procedures. Banks should endeavor to accept
only those clients whose source of wealth and funds can
reasonably be established to be legitimate. The following
rules should apply as a minimum:
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1. Establish the identity of the clients and all the beneficial
owners.

2. Obtain proper and valid identification documents as per
SAMA Account Opening Rules.

3. |f there are any intermediaries involved, extra due
diligence should be required to cover the intermediary as
well.

4. The profiling process for a Private Banking account
should include obtaining and recording the following
minimum information:

a. Purpose and reasons for opening the account.

b. Anticipated account activity.

c. Documentation of Source of wealth (description of
customer's commercial/ economic activities which
have generated the net worth) and estimated net
worth of the customer.

d. Source of funds (description of the origin and the
means of transfer for monies that are expected for
the account opening and subsequent large
transfers).

e. References or other sources to corroborate
reputation, where available.

5. Bank officers handling the account should personally
meet the prospect.

6. Anonymous, fictitious name, coded or numbered
accounts should not be allowed.

7. Al account opening should be subject to senior
management approvals in addition to the relationship
manager.

8. If the Private Banking customer is also a PEP, then the
requirements for PEP should apply, as per Rule 4.6.4
above.

9. All Private Banking accounts should be subject to close
monitoring by a senior officer, covering unusual or
suspicious activities.

10. Large cash transactions should be scrutinized more
closely, in particular those of complicated nature or
lacking a clear economic purpose undertaken during the
period of the relationship. Enhanced due diligence
procedures should be complied with. In case there are
doubts of money laundering and terriost financing, FIU

shall be reported thereof.
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4.6.3 Commercial Entities' Accounts

These are accounts opened by legal entities for the purpose
of conducting commercial activities. Commercial entities
include small enterprises such as sole proprietorships and
establishments to large companies and corporations. Banks
should maintain a customer profile for each commercial
relationship, which should cover business and financial
related information, source of funds, purpose of account,
deposits and banking needs. The extent of details and nature
of the information to be requested will vary in relation to the
size, structure, risk and type of commercial activities of the
business entities, as described below.

1. Small Business Entities

Small businesses are defined as those commercial entities
with lower turnover of transactions (e.g., less than SAR one
million per annum). These entities range from sole traders/
proprietorships, small establishments and small family
concerns to partnerships, professional firms and small private
companies.

2. Corporations & Large Business Entities

These are incorporated legal bodies such as corporations,
public companies, private companies, partnerships, efc. large
businesses are defined as those with significant turover
| (e.g., SAR one million per annum and above), whether they

Q3 oliid abla Y.Lt

o) gpen Jady A5 et Latil ol gl (i Apallas e Lgindh hlua (0
R Y A el Syl y A2 il laaswyall o 8 pnall SN e Bl
GlaE e slee Jai T a3 ADle IS Jpand) i ghany o) Jaiind o campy 5
Chalga¥ly letuly coluall e Gaoidly (JIpe) srany sty Juedly
ALA UGy cpmadl le Bl ol 1 e sladl Aag g Jpealith Cilissy A
L Ty el (30l A g 5iy sy

Boal cliddl

ey clapdl @3 A ladll Slaesdl @b Ll e b el il G
ol e il e3a 5% 3y (R B gagmm Ju e On ) L 3 ginal
SIS S 5l el Sl pal g 5 gl Sl ally Ag il Sl gl S
i _yhall Lalall IS 8y Ligad) Sluswyally

5 A et cliaal y cils i X
gl ctlauydly Taalally Al S, Sl Tanye Ll lia Ay
G gasms dls 0ol Bl Gllaally Slapdl S el e Sl Sl

Page 28 of 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

are sole traders/ proprietorships, small establishments, small
family businesses, partnerships, professional firms or small
private companies.

3. General Requirements

For all commercial entities, the principal guidance is to look
behind the entity to identify those who have control over the
business and entity’s assets. As a commercial entity can be
used as a front to provide cover for money laundering
activities, especially cash-intensive businesses, banks should
ensure they obtain adequate information about the entity’s
business/ trading activities and the expected use of the
bank’s products and services.

Banks should obtain the following information for all
commercial entities at the time of opening account/
relationship for applying the customer due diligence in
accordance with the risk assessment of the customer:

1. Valid and original identification documents as required in
the SAMA Account Opening Rules.

2. Large business entities and corporations: The financial
structure and nature of the business entity and its annual
financial statements.

3. Small business entities: An assessment of the business
entity's financial statements, turnover and revenue/
income.

4. Names of beneficial owners, partners, managers,
powers-of-attorney, authorized signatories, shareholders
(except for minor shareholders of joint stock companies,
owning less than 5%), etc., as applicable.

5. Description of customer’s line of business and business
activities.

6. Types and nature of products and services the entity may
be dealing in.

7. List of significant suppliers, customers and their
geographical locations, as applicable.

8. Description of geographical coverage where the business
entity carries out its activities, as applicable.

9. List and locations of branches and outlets, if any.

10. Purpose and intended nature of the business
relationship/ account. The account should be used for the
purpose it is opened.

11. For large business entities and corporations, bank
employees should pay site visits to acquaint themselves
with the nature of business activities. All customer visits
should be properly documented and the records
maintained.

12. For small business entities, where feasible/ practical,
bank employees may pay site visits to acquaint
themselves with the nature of business activities, and the
customer visits documented and records maintained.

13. Individual accounts used for commercial purposes should
be treated as small business entities in terms of profiling.

14. Banks should seek information on the customer's
relationship with other banks and seek information from
these banks if suspicions arise about their dealings with
the customer. Extra due diligence is needed, if the bank
has reason to believe that other bank(s) rejected this
relationship.

15. Banks should collect direct or indirect information about
the business entity from any known or available sources.

16. Banks should ascertain the accuracy of the information
provided by the business entity when opening an
account, e.g., ascertaining the business address, etc.

17. Banks should use their best efforts, through customer
profiling and transaction profiling, to ascertain the
sources of all deposits, paying additional attention to
large cash deposits.

18. These entities' accounts shall be operated by Saudi
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citizens. Entities may not grant a power of attorney to
Non-Saudis.

4.6.4 Politically Recognized Persons

Individuals who are or have been occupying or are expected
to occupy in the future leadership positions, for example
heads of state or of government, senior public sectors, senior
government, judicial or military officials, senior executives of
state owned corporations, important political party officials, or
employees of regional and international organizations. In
addition, business relationships with family members or close
associates of PEPs involve reputation risks similar to those
with PEPs themselves. The definition is not intended to cover
middle ranking or less important individuals in the foregoing
categories.

The political influence and power of PEPs could give rise to
abuse of the positions to illegally amass wealth, the proceeds
of which are often transferred and concealed under the
names of relatives or close associates. Banks and money
exchangers should apply the following standards, as a
minimum:

1. Comply with all the SAMA Account Opening Rules
relating to opening accounts for individuals.

2. Have policies in place to identify and categorize PEPs
and related individuals for closer scrutiny. Identification of
PEPs should include the existing & new customers as
well as the beneficial owners.

3. To putin place appropriate risk management systems to
determine whether a potential customer, existing
customer or the beneficial owner is a politically exposed
person.

4. Determine the source of funds, source of wealth and
beneficial owners for all PEPs.

5. Where a customer has been accepted and the customer
or beneficial owner is subsequently found to be, or
subsequently becomes a PEP, Banks and money
exchangers should be required to obtain senior
management approval to continue the business
relationship.

6. Categorize all such accounts and relationships as High
Risk for enhanced due diligence, and should require
approval of a General Manager, Managing Director, or
CEO

7. Where Banks and money exchangers are in a business
relationship with PEP, they should be required to conduct
enhanced ongoing monitoring on that relationship.

8. Accounts of PEPs and related individuals should be
reviewed continuously and must be approved by General
Manager, Managing Director, or CEO for retaining the
relationship/ account.
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4.6.5 Walk-In Customers

A walk-in or occasional customer is one who conducts a
transaction with a bank or money exchanger but does not
maintain an account or any type of relationship with the bank
or money exchanger. These include citizens, residents and
visitors on a temporary visa/ residence. As banks and money
exchangers do not have adequate background information
about these individuals, banks or money exchangers may be
at risk if they conduct financial transactions for them.
Therefore, banks and money exchangers should not accept
any transactions from walk-in customers unless they fall
under the following categories:

1. Citizen or Resident Not Holding accounts: Banks and
money exchangers are allowed to accept settlement of
bills of services and public utilities (electricity, water,
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telephone) and payments to state authorities and
govemnment dues (traffic, passports, etc.). They may
exchange currencies no exceeding (SAR 5000) per a
transaction of its equivalent, with a total of no more than
(SAR 50,000) during one year, provided the identfcation
of information for citizen and passport information of
expatriate should be obtained and a currency exchange
form should be filled out thereof. Banks and money
exchangers shall establish an electronic reference using
the custormer's identfcation number.

2. Visitors on a temporary visa/residence (Foreign Pilgrims,
Tourists, Businessmen & Diplomats): Banks and money
exchangers are allowed to accept settiement of bills of
any services and public utilities, payments to state
authorities and government dues, and encashment of
travelers checks. currency exchange and receiving
remittances up to (SAR 5000) per transaction and not
exceeding the equivalent of (SAR 50,000) in total within
the validity of the visa. A copy of the passport should be
obtained including the pages showing the entry and visa
stamps. Genuinity of the copy should be verified by the
customer and the bank. Banks and money exchangers
shall establish an electronic reference using the
custormer's passport number during this time.

3. For the allowed receiving remittances, a copy of the
passport should be obtained including the page
evidencing the visa. Full compliance with all the
instructions  issued concerning money transfers
regulation, other details such as home country address,
contact in Saudi Arabia and signature should be
obtained.

4. In case of suspicion, the bank or money exchanger
should report the transaction to FIU enclosing copies of
the identfcation or passport and the transaction, and
customer details.
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46.6 Charity Organizations & Non-Profit Entities

A charity organization or non-profit entity refers to a legal
entity or organization that primarily engages in raising/
collecting donations and/ or disbursing funds for purposes
such as charitable, religious, cultural, educational, social or
fraternal purposes, or for the carrying out of other types of
benevolent deeds.

Banks and money exchangers should have in place policies,
procedures and controls to comply with SAMA Account
Opening Rules requirements regarding the handling of
accounts and transactions for charity organizations and non-
profit entities. When dealing with accounts, relationship or
transactions of any charity organizations or non-profit entities,
banks and money exchangers should observe the following:

1. Not to open account or set up a relationship for any
charity organization or non-profit entity (local or
international) unless it meets statutory requirements
related to this type of accounts that provided in the Rules
Governing the Opening of Bank Accounts & General
Operational  Guidelines and obtains the official
registration by the relevant government ministry or
authority, specifying the purpose and activity.

2. To strictly comply with the SAMA Account Opening Rules
relating to specific requirements and restrictions when
dealing with charity organization accounts.

3. Not to open accounts in the names of chairmen or
managers of charities for managing charity funds.

4. To classify charity organization accounts as High Risk
and exercise extra and continuous due diligence.

5. Not to accept any transfers or payments (incoming or
outgoing) of any donations or contributions into or out of
Saudi Arabia except permitted entities. in accordance

@,nuaum,ﬁaw,w Clalaidly clpapd 1,0,
cladaie o sl e bole b ol Aol e el S ARl cladad ¢
Ay i s2ama Y JgaY) Giga gy el gan (b oty JSO Jasd A 48
Juacl e 54l sl 345 dal 0e o Lelaia) S g o AR g

Je glall

5aatia Jol gumy el pafy lulp Tpaly o A jeall CBlasy gl oo e 1
ggmall oyl B Aassaya g 3 3ally llal zidy Lalall el il Agaly it
i) clabidly Sl Tualall clledly cllall 30 Sl Lad L Yy
o Jaal o] A juall ey il e o) A e el
J Al cldaidiy cleall ge g Lalal llad ) D S il
ol Ly S U Al e e

B e der o Ay Aadiia res Y WDl gl L Y lan gl @l g2 )
il o3gs Tualall Al cilllial cligind 2e Y (Ads0 o e ol gu) m
Ll s sily RS Clluall g3 el B Lo pagaid) Clluall o
Zead § o 0 o pms il e dedl o Jmaally Lebiid
Aoty Alaiall (pa (i jall 48 Sy 531y Al Zpa pSal)

o) A dsye e odally Clluall iy Lualadl 2l yilly St gmh LY
clgmand Cllua g ol die Baaaddl oyl Al Lalay (gasmad
g el cilakasall

Y A pal claiidly Cheasd 6l e S ey, el Slluall aad pe Y
gl g

Juy ddladl bl dla b Aad cladidl Gl Slles Clad
o Sandl A g e Bladll e 5 paiaaddl dpnl gl Aiall Siled o)

Page 31 of 70

:
:
£
H
¥
;
H




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

with the rules for opening bank accounts and the general
operational rules. This is regardless of whether the funds
originate from natural persons, legal entities,
organizations and  multi-national  organizations,
independent or public charities.

6. Not to enter into any transaction, knowing that the funds
or property involved are owned or controlled by criminals
or criminal organizations, or that a transaction is linked
to, or likely to be used in criminal activity, and should
report such case to FIU.

7. To freeze any transaction and immediately report the
matter to FIU, in case of reasonable grounds to suspect
that that an individual or entity is, by any means, directly
or indirectly, providing or collecting funds in the
knowledge that such funds will be used for illegal
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These accounts are normally used to provide an extra layer
of security to protect the confidentiality of legitimate
customers. However, these structures can also be misused to
circumvent customer identification procedures for the purpose
of money laundering. Therefore, it is essential that the true
relationship is understood. Banks should have in place
procedures to ensure the following:

1. Establish whether the customer is taking the name of
another customer, acting as a "front", or acting on behalf
of another person as trustee or nominee.

2. If the customer is acting on behalf of another person,
ensure that he/she has the authorization to do so, and
identify and verify the identity of the beneficiaries’ owner.

3. Where the customer is a trustee, understand the
structure of the trust sufficiently to determine the provider
of funds, those who have control over the funds
(trustees) and any persons or entities who have the
power to remove the trustees.

4. Make a reasonable judgment as to the need for further
due diligence and obtain appropriate evidence of
formation and existence along with identity of the settlers/
grantors, trustees or persons exercising effective control
over the trust and the principal beneficiaries.

5. Exercise special care in initiating business transactions
with companies that have ordinary shareholders; obtain
satisfactory evidence of the identity of beneficiaries
owner of all such companies; and monitor the identity of
actual beneficiaries owner.

2. Intermediaries 'clients Accounts
These are accounts opened by professional intermediaries
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(such as lawyers, , independent financial advisors, etc.) who
act as professional asset managers on behalf of other clients
(individuals or corporations). These accounts could be pooled
accounts managed by professional intermediaries on behalf
of entities such as, pension funds, or managed by lawyers or
that represent funds held on deposit or in escrow for a range
of clients.

These types of accounts are potentially vulnerable to the
money laundering subsequent to the placement phase.
Specific vulnerable activities include:

1. Intentional or unwitting facilitation of a customer's money
laundering scheme and the activities of rogue employees
who undertake illegal activities.

2. Wash sales or other fictitious trading schemes to transfer
money.

3. Transfer of value between parties through the sale of
shares in small, illiquid issues at artificially arranged
prices, without regard to fair market value.

Due to risks accompanying these accounts, banks should
have procedures in place and ensure the following:

1. The broker is registered and legal.

2 Perform reinforced due diligence on the intermediary
itself and the account should be classified as High Risk.

3. Verify and be satisfied with the broker's reputation and
integrity.

4. Establish that the broker has in place a sound
documented due diligence process, including KYC and
identification requirements, and activity monitoring of its
customers and beneficiaries owner, which is satisfactory
to the bank.

5. Establish that the broker has in place written policies,
procedures and internal controls to address and the risks
of its business being used as a vehicle for illegal
activities, including the establishment of management
controls to prevent the involvement of the broker in
money laundering and terrorist financing schemes.

6. When a bank has knowledge or reason to believe that a
client account opened by a professional broker is on
behalf of a single client, that client must be identified.

7. Where funds held by the intermediary are not co-mingled
at the bank, but where there are “sub-accounts” which
can be attributable to each beneficiaries owner, all
beneficiaries owner of the account held by the
intermediary must be identified.

8. Where the funds are co-mingled, the bank should look
through to the beneficial owners, unless the bank can
establish that the intermediary is subject to the same
regulatory and money laundering legislation and
procedures, and in particular is subject to the same due
diligence standards in respect of its client base as that of
the bank.

9. Banks should accept such accounts only on the condition
that they are able to establish that the intermediary has
engaged in a sound due diligence process and has the
systems and controis to allocate the assets in the pooled
accounts to the relevant beneficiaries.

10. In the absence of the above requirements, then the bank
should not permit the intermediary to open an account.
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4.6.8 Insurance Companies Accounts

These are accounts opened by insurance companies who
offer insurance products directly to their customers or through
agents. The insurance sector is potentially at risk and can
provide the opportunity for misuse, knowingly or unknowingly,
for money laundering and financing of terrorism.

As insurance companies deal with their own customers,
banks should exercise extra due diligence on these accounts,
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and, in addition to SAMA's Insurance Companies Accounts
Opening Rules requirements, banks should have procedures
and controls in place to implement the following:

1. Dealing only with registered and regulated insurance
companies.

2. Performing extra due diligence on the insurance
companies and classifying the accounts as High Risk.

3. Verifying and being satisfied with the insurance
company’s reputation and integrity.

4. Establishing that the insurance company has in place a
sound documented due diligence process, including KYC
and identification requirements, and activity monitoring
for its customers, that is satisfactory to the bank.

5. Establishing that the insurance company has in place
written policies, procedures and internal controls to
address the risks of its business being used as a vehicle
for illegal activities, including the establishment of
management controls to prevent the involvement of the
insurance company in money laundering and terrorist
financing schemes.

6. Inthe absence of the above requirements, then the bank
should not permit the insurance company to open an
account.
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4.6.9 Introduced & Referred Businesses

It is customary for banks to rely on the procedures
undertaken by other banks or introducers (person, entity or a
professional intermediary) when business is being referred. In
doing so, banks risk placing reliance on the due diligence
procedures that they expect the introducers to have

performed . Relying on due diligence conducted by an

introducer, however reputable, does not in any way remove
the ultimate responsibility of the recipient bank to know its
customers and their business. In particular, banks should not
rely on introducers that are subject to weaker standards than
those governing the banks’ own KYC procedures, or that are
unwilling to share copies of due diligence documentation.

1. Introduced Business

Banks that use introducers should carefully assess whether
the introducers are reputable and are exercising the
necessary due diligence in accordance with the acceptable
KYC standards. The ultimate responsibility for knowing
customers always lies with the bank. Banks should use the
following criteria to determine whether an introducer can be
relied upon:

The customer due diligence procedures of the introducer
should be stronger than those which the bank would have
conducted itself for the customer. The banks should also
ensure that the required due diligence includes that of the
introducer.

1. The bank must satisfy itself as to the reliability of the
systems put in place by the introducer to verify the
identity of the customer.

2. The bank must reach agreement with the introducer that
it will be permitted to verify the due diligence undertaken
by the introducer at any stage.

3. nkBas should reach agreement with the introducer that it

will be permitted, upon its request, to obtain and carefully
review all relevant identification data and other
documentation pertaining to the customer and the
introducer.

4. The decision to open the account should not be solely
based on the introducers reputation; rather all KYC
process should take place for the introducer as well as
the account owner.

5. This type of accounts should be classified as High Risk,
and reinforced due diligence should be performed on
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accounts related to those entities.
6. Referred banking relationships developments must be
followed up on a continuous basis.

2. Referred Business

This means a relationship referred by one branch to another,
within one bank or externally from other banks inside or
outside the country. In such cases, the branch/bank accepting
the relationship should conduct normal KYC process. Due
diligence should include full verification of the customer's
identification and information, including beneficiaries owner,
comprising the following steps:

1. Banks must take all reasonable steps to identify
suspicious transactions. This should require banks to
have a reasonable understanding of the normal nature of
the customers business, and having a reasonable
understanding of the commercial basis of the transaction
to be undertaken or service to be provided.

2. Where a foreign branch, subsidiary or associate refers
business to a bank in Saudi Arabia, in addition to the
above procedures, the bank should seek the full
business rationale for the referral, and determine whether
it complies with Saudi Arabian laws and regulations.

3. |f the referred branch determines that it has insufficient
information to enable it to accept the referral, the
business must be declined and the referring branch,
subsidiary or associate notified.

Maad Jey) .Y

Ay iy O e o) ¢ 2l gl il e AT Y A e B eae WDl A Ly 2y
Ghily L DAY S g3 ] g i pgis Jadh 03a Ay A s ) s (5 )3
Giadl Y o3 duat g Aliall et el (505 o inay dpand A jad Balinall el 2!
e pdiall vl (3 Ly Jranlly Aalal) il glaally gl iy a JolSh
(AN Jad

Y (g 4ibdl el Sl el Ao DU sl s il e oy
Zassl ) 5l Blaall 6 ol silly pand Jee Bnsa 1 o O el
A

al ) b Juel @l ddagse § 2l A8 5 e b M s ST
el oo iy o il e o gl Al dSladl (gl
el cladaally Ludaifly dgadl ol S5 (530 dayy Wadd

o ARG A A clagled) ey ¥ Jle ) 4 cdal 3 gl g 1Y T
S oAl A ) il G gl Uadly i, bl Yl dod
Ll dag

4.6.10 Correspondent Banking Relationships

Correspondent banking is the provision of banking services
by one bank (correspondent bank) to another bank
(respondent bank) by means of a correspondent account.
Through the correspondent account, respondent banks can
conduct transactions for themselves and for their customers
in jurisdiction where they have no physical presence. These
services include cash management, intemational wire
transfers of funds, check collection, and foreign exchange
services, which usually involve large amounts and numerous
transactions.

Correspondent banking, by its nature, creates an indirect
relationship whereby the correspondent bank carries out
financial transactions for the respondent bank on behalf of its
customers (individuals or entities) without having enough
information about the customers or by relying on the
information and KYC due diligence provided by the
respondent bank. This anomaly, coupled with the fact that the
respondent bank may have inadequate AMU/CTF standards,
poses additional risks in this relationship.

Therefore, banks and money exchangers who maintain
correspondent banking relationships should take strict
measures to prevent the use of their correspondent accounts
for money laundering, terrorist financing and other illegal
purposes. Prior to opening any account, banks should fully
understand and appropriately document full details of the
respondent bank's management and nature of the business.
In addition to requirements relating to correspondent banks
relationship as stipulated in SAMA Account Opening Rules,
the following requirements should apply as minimum
standards for opening and maintaining correspondent bank
accounts:

1. Banks should not open a correspondent account for or
deal with a Shell Bank.

2. Correspondent bank accounts shall not be opened
before the approval of the compliance officer in addition
to that of the chief executive officer/director.

3. Banks should immediately inform SAMA of opening |
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correspondent bank account in Saudi Riyal.

4. Third parties are prohibited from operating correspondent
bank accounts, .

5. local cash deposits should not be allowed. This
arrangement, known as “Payable-Through Accounts”
should not be accepted.

6. The correspondent bank should not be under sanctions
by the UN or Saudi Arabia.

7. Banks should also determine from any available
information (e.g., internet) whether the correspondent
bank has been subject to any money laundering or
terrorist financing investigations or regulatory action.

8. Banks should obtain certification of AML/CTF compliance
for all correspondent relationships, which should include
the following information:

a. The location, major business activities, and
management.

b. That they are under jurisdiction of their central
bank or a similar monitory authority and are
committed to the FATF recommendations.

¢. That they are governed by and committed to
AMU/CTF and KYC policies and procedures.

d. That they have procedures in place for reporting
suspicious transactions.

e. That they are not dealing with any Shell Bank.

f.  Any other pertinent information that can reassure
the bank that sufficient focus is being directed to
combating money laundering and terrorist
financing.

g. The certification should be either renewed or
confirmed by the correspondent bank every three
years.

9. Banks and money exchangers should apply satisfactory
due diligence on a continuous basis regarding the
banking correspondence relationships, document the
responsibilities of AML/CTF, which are the correspondent
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and receiving banks responsibilities and apply due il Al Al
diligence regarding all banking correspondence
relationships, including correspondence relationships that
already exist.
47 Operations Monitoring cililall A8 4 V8
4.7.1  Monitoring Process A el Lle 2,V ¢

Monitoring process of operations means pursuance actions of
all operations conducted by all permanent or casual
customers to deduct any unusual operations. Banking Control
Law, money exchanging regulating decision and article 6 of
the Saudi AML Law require all financial institutions to take
actions to monitor operations and have in place internal
precautionary and supervisory measures to detect and foil
any of the offences stated herein, and comply with all
instructions issued by the concerned supervisory authorities
in this area.

The size of the bank or money exchanger, the AML/CTF risks
it faces, number and volume of transactions and the type of
activity under scrutiny will impact the degree and nature of
monitoring. In applying a risk-based approach to monitoring,
banks and money exchangers must recognize that not all
transactions, accounts or customers will be monitored in the
same way. The degree of monitoring will be based on the
perceived risks associated with the customer, the products or
services being used by the customer and the location of the
customer and the transactions. The principal aim of
monitoring in a risk-based system is to respond to institution-
wide issues based on each bank’'s or money exchanger's
analysis of its major risks. As a general rule, banks and
money exchangers should however ensure that all customer
transactions are being monitored.
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Risk-based approach monitoring allows banks and money
exchangers to create financial thresholds below which an
activity review procedures will be mitigated, and clarify
justifications on which these thresholds are based.
Thresholds used for this purpose should be reviewed on a
continuous basis to assess capability of the risk levels
established. Banks and money exchangers should also

assess the adequacy of any systems and processes.

Banks and money exchangers should pay special attention,
control all operations and use an electronic monitoring system
to facilitate the monitoring process through deducting unusual
changes and internal alerts and reports identifying unusual
transactions or activity for further examination. The
appropriateness and sophistication of automated monitoring
system will depend on the relevance of the parameters to the
nature of business undertaken by each bank or money
exchanger.

Certain types of transactions or group of events should alert
banks and money exchangers to the possibility that the
customer is conducting suspicious activities. For example:

1. Unusual pattems of transactions that do not have
apparent or visible economic, lawful or commercial
purpose;

2. Events that involve complex transactions;

3. Unusual large amounts of cash deposits that are not
consistent with the normal and expected transactions of
the customer,

4. Very high account tumover, inconsistent with the size of
the balance;

5. Transactions connected with entities or individuals, who
are the subject of the local or UN sanctions;

6. Business relationship or transactions with entities or
individuals from or in countries which do not sufficiently
apply the FATF Recommendations or have weak
AML/CTF systems.

7. A customer who provides false or misleading information,
refuses to provide relevant information, or refuses 1o
provide his/her identity or whose identity cannot be
verified.

8. Requests for information received from domestic and
international correspondent banks in regard to inquiries
about the operations and activities of some customers.

9. Requests for disclosure of customer balances and
accounts and inquiries received from the local
supervisory and regulatory authorities.

10. Requests for seizure and operation prohibition received
from local authorities, international organizations and lists
of other countries.

All the above may indicate the existence of money laundering
or terrorist financing transactions through the account. The
background and purpose of such transactions should be
examined as far as possible and documented in writing.
Those results should be provided upon request by the
supervisory authority and be retained at least for 10 years,
and suspicious transactions should be reported in writing to
FlU.

When applying risk-based monitoring approach for money
laundering and terrorist financing, the following points should
be taken into consideration:

1. No transaction shall be excluded from monitoring.

2. Transaction amount shall not be a factor of risk
determination.

3. Focus is given on particular high-risk businesses and
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4. Focus is given for particular individuals, organizations - ousl ey Y1 s sl Sl b S

and countries. - Jhlad)

5. Before applying risk-based approach, banks and money
exchangers should identify a more comprehensive set
of indicators of the method and techniques used for
money laundering and terrorist financing, which can
then be turned into strategies to assess money
laundering and terrorist financing risk and devise
controls to mitigate such risk.

4.7.2 Financial Investigation Process (Fhai) Jlah il Ales Y,V 8
Banks and money exchangers should have a process in
place for the financial investigation and analysis of unusual
customer activity or transactions, which should include the
expected frequency, size, volume and origin/ destination of
customer funds whether specific to an individual customer, or
for a generic customer, type or product type; and the
presence of risk factors specific to the bank's or money
exchanger's nature of the activity and customer base.
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The investigation and analysis of the unusual and higher risk

activity and transactions should be conducted by an
independent reviewer, and should include the following:
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1. Reviewing the identified activity/ transaction in light of the
customer risk assessment and the customer due
diligence information that it holds;

2. Making further enquiries to obtain additional information
required to enable a determination as to whether the
activity/ transaction has a rational explanation;

3. Considering the activity/ transaction in the context of any
other relationships connected with the customer by
referring to the relevant customer due diligence
information and making enquiries to reach for appropriate
conclusions;

4. Updating customer due diligence information to record
the results of the enquiries made;

5. Not to alert the customer that his transactions are under
review, monitoring etc.

6. Reviewing the appropriateness of the customer risk
assessment in light of the unusual activity and additional
customer due diligence information obtained;

7. Considering whether further improvements of the
monitoring process is required (staff training, enhancing
the monitoring system parameters, strengthening
controls for more vulnerable products/ services);

8. Applying increased levels of monitoring to particular
relationships;

9. Where the activity or transaction does not have a rational
explanation, considering whether the circumstances
require a suspicious activity report to be submitted to the
bank's or money exchanger's Money Laundering Control
Unit (MLCU) or designated Compliance Officer.

10. In case a bank or money exchanger, through its
monitoring and investigation process, finds that an
activity or transaction of a customer is suspicious, further
due diligence should be conducted including re-verifying
the customers information, obtaining additional
information, and re-assessing the relationship.
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4.7.3 Transaction Monitoring Reinforcement

Monitoring high-risk transactions conducted throughout the
relationship period should be strengthened and enhanced,
taking in consideration the importance of compliance with
requirements of identity verification procedures, due diligence
procedures and transactions monitor despite their nature &
amount.
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4.8 Suspicious Transaction

4.8.1 Reporting Suspicious Transactions

The reporting of suspicious transaction or activity is critical to
the competent authorities' ability to utilize financial information
to combat money laundering, terrorist financing and other
financial crimes. The Saudi AML Law and its implementation
regulation and SAMA Rules require banks and money
exchangers to file Suspicious Transaction Report (STR) once
a suspicion has been formed.

The AML Law and its implementation regulation shall be
applicable to banks, money exchangers and their employees.
Employees whose suspicions are aroused, but who then
deliberately fail to make further inquiries, wishing to remain
ignorant or demonstrate willful blindness”, may be
considered under the Saudi AML Law to have the requisite
knowledge. However, the Saudi AML Law relieve the bank or
money exchanger, management and employees from any
liability that may be caused by performing the duties provided
for or by violating the provisions of confidentiality, unless it is
established that they have acted in bad faith to hurt the
involved person.

Thus, banks and money exchangers reporting policy should
mandate employees to do the following:

1. If an employee suspects that a money laundering
transaction is taking place, he/she should immediately
report it to the bank's or money exchanger's internal
MLCU or designated Compliance Officer. (Refer to Rule
4.7.4 for details).

2. Attempts of suspicious transactions, which have been
identified as suspicious but were foiled before
occurrence, must be reported.

3. Banks and money exchangers should make available, to
the appropriate authorities all documents, statements

and related transactions.

4. Al documents, reports and information relating to
internally investigated cases not reported to the
authorities for lack of suspicion, should be maintained by
the bank and money exchanger for record purposes in
accordance with records documentation referred to in
Article 4.11.

5. It is a criminal offence for bank or money exchanger
employees to tip off or assist any customer or individual
that they know or suspect of having been involvement in
any money laundering or terrorist financing activities. If
an employee thinks that a transaction may be related to a
criminal activity, this must be immediately reported to the
bank's or money exchanger's MLCU/ Compliance
Officer.

6. The notifying bank or money exchanger and its
employees are free of any blame or charge in respect of
any AML/CTF notification made, whether the suspicion is
proved to be correct or not, as long as their notification
was made in good faith.
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4.8.2 Reporting Requirements

According to the AML Law, financial institutions including
banks and money exchangers are required to report all
transactions suspected to relate to money laundering or
terrorist financing, including any attempts to conduct such
transactions, to FIU. The Law also requires banks and money
exchangers to submit a detailed report including all available
information and supporting documentation on the parties
involved, and provide it to the FIU. In order to achieve the
requirements above, the following should be observed:
i. Reporting should be in accordance with the form
approved by the FIU and the form of the provided by
SAMA, and should contains the following:

1. Names of suspected individuals/ entities, their identifies,
addresses and phone numbers.

2. Statement with respect to the suspected transaction/s,
the involved parties, how it was discovered and present
condition/ status.

3. The exact amount of the suspected transaction/s and
related banking accounts.

4. Reasons of suspicion upon which the bank or money
exchanger staff had depended/ based on.

i. Banks and money exchangers should provide the
technical report on reported cases to the FIU within
10 days from the reporting date, including the
following:

1. Ensure completion of all the data and filling in of all fields
in the reporting form regarding suspected transactions,
including any attempted transactions, related to money
laundering, indicating the name of the branch and the
region, where the suspected account is domiciled;

2. Submit the original suspicion report, statement of
account of 6 months, attachments of account (opening
account documents) and technical report on studying the
reported account to the FIU.

iii. Take the following actions after reporting:

1. keep records, copies of the report and notification,
the technical record and its attachment to be used
as a reference in future.

2. Follow-up the reported customer activity. In case the
suspected activities persist and no feedback is
received from the FIU within two months of the
date of notification, the notification should be
reconfirmed by reporting the same to the FIU.

3. Follow-up the report to the FIU concerning a
feedback on all reports after six months from the
date of reporting.
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483 Tipping Off

Banks and money exchangers and their directors, officers
and employees should not disclose the fact that a customer is
being or has been investigated or reported for a suspicious
transaction. Banks and money exchangers should exercise
extreme caution when performing additional customer due
diligence (CDD) because of suspicious transaction, so as not
to unintentionally tip off the customer. In case the bank or
money exchanger feels the performance of CCD may tip off
the customer, it could then decide to discontinue the CDD but
to file a suspicious activity report to FIU.

The Saudi AML Law and Bylaws prohibit financial institutions
and their employees from alerting customers or other related
parties about suspicions of their activities or about their
notification to the authorities. The Saudi AML Law, notification
of suspected money laundering and terrorist financing cases
to the authorities does not conflict with the provision of
banking secrecy or customer confidentiality under the Saudi
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banking laws and regulations.

484 Money Laundering Control Unit (MLCU)

Banks and money exchangers must establish an independent
and dedicated function to handle money laundering and
terrorist financing control and reporting activities. For banks
and money exchangers, with five branches and less this
function can be handled by the designated Compliance
Officer for the bank or money exchanger. For banks and
money exchangers with more than five branches, an
independent and dedicated Money Laundering Control Unit
should be established with adequate staff. In both the above
situations, the designation of the MLCU staff or Compliance
Officer to handle the money laundering and terrorist financing
control function, should be a Saudi, of senior management
position within the bank or money exchanger, knowledgeable
of the compliance function and reporting directly to the
General Manager or Managing Director of the bank or money
exchanger.

The officer-in-charge of the money laundering control
function, as an individual or a unit, should have sufficient
authority, independence, accountability and resources, and
he/she should be granted timely access to customer
information (such as identification data, due diligence
information, transaction records and other relevant data) to
enable him/her to discharge his/her functions effectively.

MLCU, or designated Compliance Officer, will have the
following functions and responsibilities:

1. Monitoring of all transactions for the purpose of detecting
activities that may involve money laundering and terrorist
financing activities.

2. Receiving suspicious transactions relating to money
laundering and terrorist finance from branches, transfer
centers and various internal departments of the bank or
money exchanger, and taking necessary actions for
collection of information about it, analysis of the data
collected, and making necessary decision for taking
appropriate action, which should be documented in
writing.

3. Reporting suspicious transactions to the Saudi Financial
Intelligence Unit (SAFIU), when suspicions have been
determined, in  accordance  with  established
requirements, supported by a detailed technical report on
the suspected case.

4. Developing electronic programs for controlling and
detecting unusual operations as well as large cash
transactions and complex operations which have no legal
or economic purpose and other operations that may have
a connection with activities of money laundering and
terrorism financing, and updating the indicators that
reflect existence of suspicious money laundering and
terrorism financing acts in a manner consistent with the
development and diversity of the techniques adopted in
committing financial crimes

5. Submission of proposals targeting development of
internal policies, plans, procedures and controls along
with methods for facilitating application of the same.
Approval of a state-of-the art automated system in the
area of anti-money laundering.

6. Ensuring that staff, in branches and other departments,
comply with the instructions and procedures pertaining to
accounts monitoring; and ensuring that employees
understand the importance of such procedures and
instructions as well as the importance of the adopted
procedures for suspicious activities and reporting
requirements.

7. Supporting of Compliance Department in its task of
verifying that the established rules, requlations and

Jaadl) Jud &l ja52ay LA

Jut Slae iy Aanaiiey Uilue 3asy el D) jeal) cDlany Syl o iy
o il o ) E Oy B o oSy e iy AT disdis s
B yeall EDlany gl g LT S g g8 das L) A A el Blaey 5l
Jut 45 lmnadiey Uk G2ny oL&) i g Ruad o0 S0 Lol I
Japesa o il s 5y lall Sy cpaliall (il galls Wayy 5y J el
i on AUyl disady e due Adise e Al saagl ol 3 RN
e il peall Jan o) Gl b e Tty Leaie 0958 Gl omosmadl (el 50
o sl ) ol sl Y 55 Gipny ) By pele 1555

Al uall Jae

sansS g S ohpm () Jut L Ay 08 Uypeeal) gy o o S
N n (R oy chpamal gty Adysually LD, AASH ALl
Auped) awaad iy Jia) Jpandy daladl clegladll Y qanlial Bl Jpa
Ll apd (el @y LY ey Slell COlawy Agal gl Aliall S gleay

day dad e Al

G o Gl i g o Jpal1 Jut Al e By Clilyganay plea 19S5y

RIS Al pall Jau
D3 e Sllee e 3 ) At aa; dal 00 Slland ppan A8 e
a0yl

on Y Jaggh JHpad! Gy Aileidl L 4iaiall Slaall o DM ALY
B peal Jae ool o) il 8 Akl A2l <l oYy Jagaddl 581 ey g il
ST o0 1 My llasy Leie e glaal gany 2 DU el Yt il
S 4B 5y il 6 e

TR R RC TR W FAR LRIV S5 IR R
Jmia 3 i 32e] g Anid) il el ¥ lidy aldy colal¥! yaas b
Jsaaaall saddl DA L aiddl Al e

ail) Cilleadl SISy AoleY) e leall GUESTy A8 el Ll gl sk 8
O Bty glatll g Syl a2 @ o Gl Bakadl Sllaall y dasiall
Caaady SN Jipdy Jaal! i Latih Bl L 0% 3 (@ Sl
Jissis g St cilanS Ly ade Jlel 2gny selis (@ 255
AL el IS5 ) adied) il g gy sk Sl sad e AV

o gy el aYly dabally bl ki Y A cla il i L0
G Al ol le Aadlpally cila il 020 Gl i) graliall goags aglatal
e e AadlSe Jlae (f Supaa

el oy gAY Sy gl B cuihsd O o gk
el aYly Shabail Laal sS 5u aedly Shlaall L e Ailaid) el 2Y1y
£ ciltkia 48y L 4584 AdadiY) 42l sadiedll

Ao g gl il y Claglasill g o) g kel (a GaTl B o TNV S ped LY
CA Y1 gy a1 Jut AailSa cibiial Gy Jlad S

Sl dge upkiy saagl B uelidl Jadd gglazall cpilyd) ol LA
Jipaiy Jsadt ot Andil Jya laslaall 2l s 51 g )5 8 Sl sy
LSy Lhaby Ldbaly Al o3 y3a3 3 pgl jme Gpand Dk Y
Mgiatiay Lepalis

Jut A saay L A AaZi¥) e Al il i, de) 8

Page 41 0f 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

requirements are effectively applied in compliance with
AMU/CTF requirements.

8. Selection of qualified staff to fill the positions in the unit
and the development of ongoing training materials to
provide them with latest information on money laundering
and terrorist financing activities, with the aim of
enhancing their knowledge to identify such activities,
trends and nature of activities, and how these can
avoided and dealt with.

9. Preparation and submission of periodic reports regarding
the activities conducted by MLCU/ designated
Compliance Officer for money laundering and terrorist
financing activities as well as the general status of the
bank or money exchanger and its various departments
and branches vis-a-vis this matter which need to be
supported by statistical data for those activities, and
recommendations made for their development/
improvements.

10. Responding to all SAMA's circulars and requests relating
to customer accounts statements and blocking, and
preparation of the required information in the proper form
and timeframe.

11. Maintaining a database comprising all data relating to
money laundering and terrorist financing matters in the
bank or money exchanger, such as the suspicious cases
reported, blocked accounts, etc. and updating of all the
old cases in the database.

12. Making appropriate continuous supervisory visits to the
banks' various sectors and departments, including
branches and money transfer centers.

13. Participation in the Financial Crimes and Money
Laundering Committee.

14. Participation in the process of educating and training all
the bank staff categories and all customers segments.

0F s a1 Jagaiy el ot Al ZadlS cppmalt oI 5NV Jgpana/ 551
o3 aed ang LS (Aihad) 4c y iy 45l )y Al peall Ja o) aliall Slall aua
Wkl 3 aball b dly Akl b e dgbaall LI
edpnaaldy

g€ oLty S5 Aawde e 5l Sllally aueladll A M W ENT LY.
Oy Al Ayl gl Clagled) dlac)y Wageady eDteall Cllua
il a3 Uy

Jisdiy JaVt Jud Jloe dilaidl Ll 4GS yaaaT @il soeldy Bliayl 1)
ie g3 5 U L 4aidl CVLIC @l Jae o el 3 clayl
sl i Al VLD GBS Cyaad oo Samb L) il Sblaally
RS L]

Ay b Ly il iy el Calidd 5 jakue Al @GS el paly Al Y
agadlh 81y g il

o saY) Jui g I 230l AadlS A eadd Liall Jlael A LI Y

b RSy il 3 Ll ) ) Gl Cy il G g Qleny AS5LE N E
<o Shaxdl

4.9 Internal Control

AR R IR

49.1 internal Control Procedures

Under the Saudi AML Law, The Banking Control Law.
Decision of the Minister of Finance & National Economy on
Regulating Money Changing Business, financial institutions
are required to establish internal control procedures and
prevent themselves from being used for purposes of money
laundering and terrorist financing.

To apply an effective approach, the internal control
procedures of the banks or money exchangers must be
imbedded within their systems, programs and procedures to
cover the issue of money laundering and terrorist financing.
Senior management is ultimately responsible for ensuring that
a bank or money exchanger maintains an effective internal
control structure, including suspicious activity monitoring and
reporting. The strength of senior management leadership and
compliance with AML/CTF are an important aspect of the
application of the procedure. Senior management must create
a culture of compliance, ensuring that all employees adhere
to the bank's or money exchanger's policies, procedures and
processes designed to limit and control risks.

In addition to other compliance internal controls, the nature
and extent of AML/CTF controls will depend upon a number
of factors, including:

1. Nature, scale and complexity of a bank's or money
exchanger's business.

2. Diversity of a bank's or money exchanger's operations,
including geographical diversity.

3. Bank's or money exchanger's customer, product and
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activity profile and distribution channels used.

4. Volume and size of the transactions.

5. Degree of risk associated with each area of the bank’s or
money exchanger's operation.

6. Extent to which the bank or money exchanger is dealing
directly with the customer or through third parties.

Therefore the framework of internal control procedures of
banks or money exchangers should:

1. Provide increased focus on a bank's or money
exchanger's operations (products, services, customers
and geographic locations) that are more vulnerable to
abuse by money launderers and other criminals.

2. Provide for regular review of the risk assessment and
management processes, taking into account the
environment within which the bank or money exchanger
operates and the activity in the market place.

3. Provide for an AMLU/CTF compliance function and
designate an individual at management level responsible
for managing the compliance function.

4. Ensure that adequate controls are in place before new
products are offered.

5. Inform senior management of compliance initiatives,
identified compliance deficiencies, corrective action
taken, and suspicious activity reports filed.

6. Focus on meeting all regulatory record keeping and
reporting requirements, recommendations for AMU/CTF
compliance and provide for timely updates in response to
changes in regulations.

7. Implement risk-based customer due diligence policies,
procedures and processes.

8. Provide for adequate controls for higher risk customers,
transactions and products, as necessary, such as
transaction limits or management approvals.

9. Enable timely identification of reportable transactions and
ensure accurate filing of required reports.

10. Include AML/CTF compliance in job descriptions and
performance evaluations of appropriate personnel.

11. Provide for appropriate continuous training to be given to
all relevant staff.
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49.2 Assessment of Internal Controls

Banks and money exchangers should establish means of
independently and periodically assessing the effectiveness of
the internal controls and the adequacy of the overall
AMUCTF programs. The assessment should include
validating the operation of the risk assessment and
management processes and related internal controls, and
obtaining appropriate comfort that the adopted risk-based
approach reflects the risk profile of the bank or money
exchanger.

The internal audit department of the bank or money
exchanger, which should be separate from the compliance
function, should conduct independent testing to assure the
adequacy of the overall compliance function. The results of
the testing should be documented and communicated to
senior management for appropriate action.
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4.10 Staff Training & Hiring
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4.10.1 Staff Training & Awareness

The AML Law and Bylaws mandate all financial institutions to
develop training programs to educate their employees and
enhance their understanding of Due Diligence, KYC
principles, money laundering and terrorist financing risks,
trends and preventive methods. As employees become
familiar with such activity, they can play an effective role by
taking preventive measures to reduce the occurrence and
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contro! of money laundering and terrorist financing.

Banks and money exchangers should provide their
employees with appropriate and adequate training, and
ongoing awareness, with regard to money laundering and
terrorist financing. A bank or money exchanger must have
successful controls based on both training and awareness.
This requires an institution wide effort to provide all relevant
employees with at least general information on AML/CTF
laws, regulations and internal policies on compliance.

Applying a risk-based approach to the various methods
available for training, however, gives each bank or money
exchanger, additional flexibility regarding the frequency,
delivery mechanisms and focus of such training. A bank or
money exchanger should review its own workforce and
available resources and implement training programs that
provide appropriate AML/CTF information, as follows:

1. Tailored to the appropriate staff responsibility (e.g., front-
line staff, compliance staff, or customer relations staff,
account opening and operations.).

2. At the appropriate level of detail (e.g., complex products,
new products and services, trends).

3. At a frequency related to the risk level of the business
line involved.

4. All new staff, before starting their work, should be
educated in the importance of AML/CTF policies while
regular and continuous refresher training should be
provided to staff to ensure that they are reminded of their
responsibilities and kept informed of new developments.

5. Testing to assess staff knowledge commensurate with
the detail of information provided.

6. Training programs shall include various levels of staff in
the bank or money exchanger including members of the
Board, Directors in charge and Executive Directors.

Additionally, banks and money exchangers should make all
their staff aware of their responsibilities, personal obligations,
liability and penalties under the legislation, should they fail to
comply with the relevant requirements, as stated in Saudi
AML Law.
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4.10.2 Staff Hiring & Appointment of Senior Positions

Banks and money exchangers should put in place adequate
background screening procedures to ensure high standards
when hiring employees. Banks and money exchangers can
develop a risk-based approach on the level of screening
based on the function and responsibilities associated with a
particular position.

In addition, banks and money exchangers should comply with
the provisions stipulated in the SAMA Directive issued in April
2005, relating to Qualification Requirements for Appointment
to Senior Positions in Banks, including notifying SAMA for
each senior appointment and the annual submission of a list
of senior positions.
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4.11 Record Keeping & Retention
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Banks and money exchangers must keep all records
(documents, instructions, transactions, files and reports)
relating to their operations in accordance with normal
business practices, for ease of reference in their own use,
and for use by supervisory/ regulatory and other authorities,
and for interal and external auditors. The records should be
adequate enough to be able to reconstruct a transaction and
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offer a complete audit trail of all financial transactions, in
particular cash transactions and funds transfer.

The Saudi AML Law requires financial institutions to maintain,
for a minimum of ten years following the conclusion of an
operation/ transaction or termination of an accounV
relationship, all records and documents that explain the
financial, commercial and monstary transactions, whether
local or foreign, the files of account documentation, related
correspondence and copies of the identification documents.
Taking into consideration the local law, customer transaction
records, such as agreements, checks, etc., should be
retained indefinitely.

In specific cases, banks and money exchangers may be
instructed by SAMA or other Saudi competent authorities, to
maintain any transactions or account records beyond the
minimum time period stated below. Banks and money
exchangers should keep and retain these records in the form
and for the period as indicated below:
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5. AML / CTF Other Risks
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Product or service risks are the potential risks inherent in the
products or services offered by a bank or money exchanger.
Banks and money exchangers should be aware of the
associated risks in all the products and services they offer
including the way they are delivered, especially for new or
innovative products or services. Banks and money
exchangers should develop appropriate risk assessment and
controls. The products and services offered by banks and
money exchangers, determined as posing potentially higher
risks are described below.

511 Cash

Physical cash is often the ideal and most commonly used
method for transfer of funds and undertaking criminal
activities, including money laundering and terrorist financing,
simply because the perpetrator is anonymous, untraceable,
requires no intermediary, is widely accepted and provides for
immediate settiement. While the provision of services to cash-
generating business is a particular area of concern, however,
some businesses are legitimately cash-based, especially in
the retails sector, and so there will often be a high level of
cash deposits associated with some of these accounts.

1. Cash Transactions

SAMA has participated for many years in the efforts to
transform the Saudi economy to a bank-payment based
society and has taken significant steps to discourage large
cash transactions and encourage the use of banking payment
systems and services, such as SARIE, SWIFT, ATM/SPAN,
POS, SADAD, Internet banking, credit cards, etc. SAMA
Account Opening Rules require banks and money
exchangers to accept cash from customers only through an
account or relationship, where a full due diligence and KYC
process has been established.

Banks and money changers should urge ang encourage
customers to reduce the use of cash and provide alternative
banking services such as the use of electronic financial
payment systems.

Banks and money exchangers should have a process in place
to detect cash transactions that could be deemed as
suspicious, such as:

1. Large cash deposits, not in line with the customer's type
of business or occupation.

2. Numerous cash deposits of small amounts, known as
structuring or smurfing, to avoid detection.

3. Cash deposits followed by a transfer (wire transfer, bank
check, etc.).

4. Structured cash payments for outstanding credit card
balances, with relatively large sums as payments.

2. Cross-Border Transportation of Cash

In accordance with Saudi AML Law and its implementation
regulation, banks and money exchangers should comply with
the requirements relating to cross-border transportation of
cash coming into or going out of Saudi Arabia for their own
use. The cash may be carried directly or through cash
transportation firms by way of cargo, postal parcels,...etc.
Banks and money exchangers or their cash transportation
firms should adhere to the requirements by completing a
special declaration form for any cash shipment about the
money to be disclosed, in compliance with the requirements
of security safety and SAMA Rules for Cash Transportation
issued on 29 April 2007 to Banks and Money Exchangers.
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5.1.2  Wire Transfers

The term wire transfer or funds transfer refers to any
transaction carried out on behalf of an originator person (both
natural and legal) through a bank or money exchanger by
electronic means for the purpose of making an amount of
money available to a beneficiary person at another bank or
money exchanger. The originator and the beneficiary may be
the same person/ entity. The transfer could be a cross-border
transfer (to/ from a different country) or a domestic transfer
(within the same country).

SAMA Account Opening Rules require banks and money
exchangers to accept transfers only from customers having
account or other relationship agreement (e.g., express
remittance service). Therefore banks and money exchangers
should always have adequate information about the
originator/ remitter. To enhance the transparency of wire
transfers for effective AML/CTF programs, banks and money
exchangers should adopt the following measures when
executing transfers for their customers:

1. Exercise Enhanced due diligence when processing
transfers relating to accounts of Politicians Exposed
Persons (PEPs).

2. Not to accept any incoming or outgoing transfers outside
Saudi Arabia, for any charity or non-profit
organizations,other than permitted entities. in accordance
with the rules for opening bank accounts and the general
operational rules.

3. When implementing any new electronic fund transfer and
payment systems, ensure they are designed with
capabilities for preventing and detecting money
laundering and terrorist financing transactions. Examples
of the new electronic payment methods include prepaid
cards, electronic purse/stored value cards, mobile
payments, internet payment services, etc. Ensure these
services are offered only to customers who already have
an account or other bank relationship with the bank or
money exchanger.

4. Comply with standards of transparency and ensure that
the letters of remittances (enclosed with the transfer),sent
and received by remitting, receiving and correspondent
banks and transfer services companies, include full
information about the remitter and the beneficiary, as
determined below.

5. Obtain full information about the remitter of outgoing
remittances and keep the information in the transfer
letter, which  should include the following:

2/1- Remitter's name.

2/2- Remitter's account / membership No.

2/3- Remitter's address, if not available, it may be
replaced by government ID No. (National ID of citizens,
Igama No. of expatriates and commercial registration No.
of companies) or both date and place of birth

2/4- the purpose of transfer should be determined in
details.

2/5 Identity information of the transfer beneficiary and as
a minimum the ID government identification number
issued by the beneficiary’s country.

6. In case of incoming transfers, taking into consideration
the applicable procedures of the countries and their
financial institutions operating therein, full information
must be obtained about the remitter to be attached fully
to the transfer letter. identity information of the
beneficiary of the remittance shall be obtained from the
remitter. The identity of beneficiary means the
government identity card issued by the beneficiary’s
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10.

11.

12.

country.

Taking continuous due diligence in respect of customers
exporting and import remittances and checking
transactions implemented during that relationship to
ensure they are complete and compatible with the size of
customers activity, including the source of income.
Conducting KYC/ due diligence on the remitter/ originator
is the responsibility of the remitting bank or money
exchanger, whether foreign or local.

In case of wire transfers which are not accompanied with
full information of remitter, banks and money exchanger
operating in the Kingdom shall adopt effective measures,
and act against such transfers as follows:

5/1- obtain missing information from the correspondent
bank or the company providing transfer services and this
applies to all local and international banks.

5/2- reject the transaction and return the remittance in
the case the correspondent bank does not respond.

5/3- In case of suspicion in such a transaction and if the
correspondent bank does not respond, the case should
be reported to the Financial Investigation Unit.

5/4- Document decisions made in writing, including
reasons and keep hard and soft copies of records for 10
years in compliance with the rules on anti-money
laundering and terrorism financing issued by SAMA.

5/5- Incoming remittance shall include name of the bank,
originating country, correspondent bank and the country.
Correspondent banks shall comply therewith, and in case
of a change in the remitter's information, the beneficiary
bank should be notified thereof.

In case of sending cross-border wire transfers by one
remitter as part of combined transfer to beneficiaries in
another country, all information related to the remitter and
accompanied with wire transfer should be inserted with
the transfer for each cross-border wire transfer provided
that the combined transfer file (in which individual wire
transfers are grouped) should have full information about
the remitter that can be tracked easily.

In situations where technical restrictions prevent sending
full information of the remitter that is accompanied with a
cross-border wire transfer with local wire transfer linked
to it (during the period necessary to adapt payment
systems), intermediary financial institutions receiving a
transfer shall keep a record containing all information
received from the financial institution exporting the
transfer for a period of 10 years in compliance with the
rules on combating money laundering and terrorist
financing issued by SAMA, taking into consideration the
commitment for a period no longer than (72 working
hours) to respond to any inquiries received from the
correspondent bank or the relevant authorities.

In case of repetition of lack of information situations, and
non-cooperation by transfer originator banks, a
correspondent bank or transfer services company, banks
and money exchanger operating in the Kingdom should
evaluate the relationship with the bank or the company
and consider restricting or even ending the relationship
therewith.

In case of suspecting transactions or relationship with a
correspondent bank or transfer services company from
the perspective of money laundering or terrorist
financing, this must be reported immediately to the FIU,
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

and these cases shall be documented.

Prior approval of SAMA shall be taken in the case of
contracting with agents or companies that offer financial
transfers services.

There should be a possibility for banks and money
exchangers operating in the Kingdom and contracting
with financial transfer service companies to obtain full
information about the parties of financial transfers carried
out by such companies on their behalf.

The business of the contracted companies providing a
remittance service regarding transactions carried out
through banks and money exchangers operating in the
Kingdom shall be subject to supervision and control by
the bank or money exchanger through which those
companies operate.

During the study of the relationship with a correspondent
bank or a financial transfer service company and in case
of going to end the relationship with them, finding
alternative correspondent banks or financial transfer
service companies shall be taken into account in order to
avoid stopping of the transfer service with the country in
question.

Monitor relationships with correspondent banks and
financial transfer service companies, make sure they are
lawful and evaluate the relationship whether the activity
of the bank / company and their controls to combat
money laundering and terrorist financing and
transparency standards are consistent with what have
been emphasized at the beginning of the relationship.
Correspondent banks and financial transfer service
companies shall obtain a certificate to confirm
compliance with combating money laundering and
terrorist financing on a continuing basis according to the
rules of combating money laundering and terrorist
financing, the rules of opening bank accounts and the
general operational rules issued by SAMA.

Compliance with confidentiality of information exchanged
between correspondent banks, receiving banks and
financial transfer service companies, and is used only for
authorized purposes in order to maintain the terms and
conditions of banking secrecy and prevent its use for any
other purpose.

Check names of wire transfer originators and
beneficiaries against lists of individuals and entities that
their assets should be stopped, refused or frozen based
on international lists (e.g. resolutions of the United
Nations 1373 and 1267), and take actions thereon.
Check names of individuals, entities, banks/financial
transfer service companies and originator, intermediary
or beneficiary countries against international lists (e.g.
UN, OFAC, INTERPOL, FATF, etc...), and take actions
thereon.

Banks and money exchanger operating in the Kingdom
shall apply effective measures in all its business based
on the effective measures to ensure fulfillment of KYC
and due diligence requirements and relative importance.
Extra due diligence for funds transferred from or to
Countries that do not apply or do not fully apply FATAF’s
require.

Monitor all transactions (incoming and outgoing transfers)
to detect the types of unusual activities that do not have a
clear legal or economic purpose, check the background
of these transactions and their purpose to the maximum
extent, and document findings reached in writing.

Whenever there are logical reasons to suspect that
customers’ money, operations and transactions represent
proceeds of criminal activity or have connection or
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relationship with money laundering or terrorist financing,
the FIU shall be informed.

24. In case of receipt of a remittance from outside the
Kingdom on behalf of a beneficiary, it shall be paid only
by an account or by creating a relationship to ensure
obtaining complete information about the beneficiary. A
customer can open the account or establish the
relationship when he receives the remittance, taking into
account the rules for opening and operating accounts
issued by SAMA.

25. For domestic transfers (within Saudi Arabia), ensure the
remitter's name and account number is included, which
should be recorded and retained in the system of
remitting bank or money exchanger for prompt retrieval if
requested by competent authorities. Also should be
Verify the identity of the beneficiary of a local remittance
{(incoming) in accordance with the rules for opening bank
accounts and the general operational rules.

26. It is not allowed to receive any transfer from a particular
country to be passed through one of the banks operating
in the Kingdom for a beneficiary in a bank located abroad
in any currency other than the Saudi riyal.

27. When receiving a transfer in Saudi riyal from a particular
country to be passed through one of the banks operating
in the Kingdom for a beneficiary in a bank located outside
the Kingdom, the purpose of remittance shall be
determined in details.

28. Retain all physical and system records of all funds
transfers in accordance with the prevailing record
retention periods.
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5.1.3 Alternative Remittances

Alternative remittance system refers to a type of financial
service involving the transfer of funds or value from one
geographic location to another through informal and
unsupervised networks or mechanisms, which usually operate
outside the regulated conventional financial sector. The very
features (efficiency, anonymity and lack of paper trail, low
cost, no need to prove identity, and the exchange rate) which
make altermative remittance system attractive to customers
with legitimate income (mainly expatriates remitting money to
relatives in home countries), also make the system
convenient for the transfer of illicit funds.

Therefore, due to this inherent risk, these systems have
proven themselves vulnerable to misuse for money
laundering and especially for terrorist financing purposes.
Quite often these systems have ties to particular geographic
regions and are therefore described using a variety of specific
terms, most common being “Door-to-Door”, “Hawala”, or
"Hundi*. In addition to the wulnerabilty for misuse,
unauthorized or unlicensed alternative remittance services
are illegal in Saudi Arabia and in violation of the Banking
Control Law. Those who practice such activities are subject to
legal penalties. Therefore, banks and licensed money
exchangers should endeavor to assist authorities in fighting
such unlawful activities.

Persons who offer these illegal services, at a certain point,
channel their funds in “blocks” through the banking system by
cash deposits and then remit the funds to the beneficiary by a
transfer, or communication/ message. Therefore, banks and
money exchangers should apply prudent measures to identify
and prevent the use of customer accounts for this illegal
business. While such suspicious transactions may be difficult
to monitor, the application of due diligence process and

ALy coyeatlt .Y e

D Jigmd e (U I Raal) G Y il Ml gl Bl ey
Jaxi iy Ll ye ety ey o S S il e 8T Y (e gl 0a
clis)y (aelisll) Ml 134 Jallad o) phaiddy gulill I Uil £ s sole
e dgpedl G Aalall pae S Lalisd sl latud) 3y cpuY)
i IS ) Ao dadl Jpaal (g3 edandl g b Ui Aleat Lea (el
o Ll 0L LS (1 paly (8 ptle Y DU sl il el e e
Aoy bl e Jpa¥h dipa) Lda s b dlan

i) Aoy dignas Sl 028 o} el A gkl 138 Caayy ey
Wafye 0sS L Wy a1 dsss ol 2Y pals JSys Jpl) dut el
daraal Clalluadl (e dc ylia de gana i e lediay sy 33050 4 jaa 3hlia
WLayly Hundi "Gy cladly "4 el y %80 cdysadl deiy ge Gy
Gyl dipdy Jpedl dut Sllend Guallilh Jia Ga SN Tl L6 Y
o Slaad Ladpdl e ) W el e Al JU et ciless
Wyl e o oo iy il 48 e el Aillaay Ap0 guadl Ay sadh ASLedll (b Al
Bailue N L s el Ayl cDlaay Wyl ot o oy 13k Tpella Sl gie

Al e AatiVloda dailSa i cillall)

I8 pell sl sy cAine Da o (B () gsiy laril 03 paly ) alatYI
sl Gai sl ) e Fpa B8 (e y (Apaiil) wilagll A ey Sill Al e g
el yab Ha3) A peall cDaay Wyl Jlo ay S Dl /st o Jisad ¢l ek
Sy el e Jlee'V)oda Jia pLill eDandl cililiaa plasinl piay il 4y 3 jial
e S yhay donl gl Adiadl el yal Baks o) V) Slleadl 034 A e camasd
o Ginyy bileall o3 o Gl b agen Aeall 3 A Y1 Jipady Jaa)

Page 50 of 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

relevant red flags indicators can help in identifying such
transactions. As a minimum, banks and money exchangers
should implement the following steps:

1. Have a mechanism in place to monitor customer
accounts or relationships for trends of suspicious
activities that could indicate dealing or providing
alternative remittance service.

2. No account or relationship should be opened or retained
it there is any evidence of the account or relationship
being used for any type of alternative remittances (e.g.,
hawala, hundi). Any activities noted under this category
should be reported as suspicious activities to FIU .

3. Obtain satisfactory explanation for a customer who
maintains several accounts at various locations without
reasonable justification.

4. Have a process in place to monitor activity of a customer
who receives numerous small deposits to his/her account
from various locations, which are not consistent with
his/her line of business in accordance with his/her
account profile on file. Such account is often used as
"collection account" to accumuiate funds from various
groups and then sent abroad in a single transaction.

5. Track transactions whereby large cash deposits are
credited into a customer account and then immediately
followed by a telex transfer to another country.

6. The above trends could indicate that the customer is

engaged in offering alternative remittance service illegally
and, if banks and money exchangers deemed the
activities to be suspicious, these should be reported to
FIU.
The above-stated trends are not exhaustive and banks
and money exchangers should implement more controls
based on experience and understanding of their
customers.
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5.1.4 Money Exchangers

Money Exchange is a regulated business in Saudi Arabia and
all money exchangers are subject to the Ministerial Order #
31920 dated 16/2/1402H, which requires all money
exchangers to obtain specific license from SAMA. The
Ministerial Order prohibits money exchangers from accepting
deposits and restricts their activities to purchase and sale of
foreign currencies, travelers checks, bank drafts and making
remittances inside and outside Saudi Arabia as per the
license granted to them by SAMA. The Banking Control Law
also prohibits non-banking entities from conducting banking
business and, as per authority given, SAMA can impose
penalties including revoking of license.

SAMA Account Opening Rules permit banks to open
accounts for licensed money exchangers, provided that they
have been registered by Ministry of Commerce and licensed
by SAMA with a valid licence, specifically indicating that they
are allowed to conduct such activity taking into consideration
that the license allows cross-border transfers. Therefore,
these entities should be categorized as High Risk for an extra
customer due diligence and closer scrutiny.
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5.1.5 Electronic Banking

Electronic banking is a broad term encompassing delivery of
information, products and services by electronic means (such
as telephones/ mobiles, internet, automated teller machines,
points of sales and automated clearing houses). Electronic
banking provides opportunities for banks to offer a variety of
their banking products and services in a faster, more
convenient and cheaper way.

The number of banks providing banking services through |

A g A A Glglead 0.4,
Sy P e closslly clatially e gledl apsi 40y AY) LS50 laadl Jads
Laliall Gyl Bl ¢ YT Gl el s Y o Jpallfalil CilglS) Ay Y
Lglaiie ¢ye Gc yla Ao yana o300 o yill 5y L ileal) 030 Ligiy (41
sl Sy ey g omd Ak Llaas

LS odayale IS iy SV g e B Llaas 450 D1 il e a5

Page 51 of 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

electronic means is growing considerably, with increasing
range of services becoming available, including account
services, credit cards, transfers, bill paying services, shares
trading, etc. Therefore, electronic banking is vulnerable to
money laundering and terrorist financing because of its user
anonymity, rapid transaction speed, and its wide geographic
availability.

To prevent these risks, banks and money exchangers should
be required to have policies in place and take such measures
as may be needed to prevent the misuse of technological
developments in money laundering or terrorist financing
schemes. Such policies and measures should be compatible
as a minimum with requirements of the electronic banking
services rules issued by SAMA. Banks and money
exchangers are not allowed to offer banking products and
services through electronic banking payment methods
(internet/ online banking, telephone, automated teller
machine, mobile or any new electronic payment method) to
customers unless they maintain a bank account or other
relationship with the bank.

UG | PR F IV T DRVRRV: L LDV ' IS DREU R PRVEORPIN
el 0585 Jally dlld ey agud) Sy sl s cilandy @Dysatlly
die paidual puf elia) qu oY) Jygaiy Jgad) Juid L e 4y SV A0

it gl Gl aall o Ll y laall 345 ey Zadidl Jlasiad

Glali pun gy o0 o A peall ey il e a4l Bladl a3 galidly
s of Jsadl Qe (8 dm o) yiSl ) ghall Dliid ¢ yon i) LS ls 383
Plall 4y SV A jeaall cilasall aed 58 illkiia aa (i3l 028 8 53y Layy Lla )
Sl clea sty Clatiall iy ey ¥ 4l LS g3 gaadl o pal) il diuye 0o
el it AV Gl S il S sy e A8 cllaal) £y SOV
A ADIe 5 U jema Ulan 2 05 o L elanll (5m i3y 5SH o gy (g1

RPN

5.1.6 International Trade

International trade, which deals in the movement of goods
and services, can be used either as a cover for the movement
of illicit funds or as the money laundering mechanism itself.
Criminals will utilize normal trade-related products and
services offered by banks relating to import and export
operations, such as letters of credit, guarantees, documentary
bills for collection, trade financing services, etc., to legitimize
the proceeds of their money laundering activities or to provide
funding for terrorist organizations, with a relatively low risk of
detection. The techniques used basically are:
misrepresentation of the price (over-, under- and multi-
invoicing of goods/ services), quantity (over- and under-
shipments of goods/ services), or quality of imports or exports
(falsely described goods/ services).

Banks should watch out for the following examples of red flag
indicators that are commonly used to identify trade-based
money laundering activities:

1. Discrepancies between the description of the goods on
the invoice and bill of lading.

2. The size of the shipment or the type of goods appears
inconsistent with the customer's regular business
activities.

3. The letter of credit amount is unusually large or sudden
surge in number of letters of credit issuance that appears
to deviate from the customer’s normal business activity.

4. The type of goods being shipped is designated as high
risk or involves a high-risk jurisdiction.

5. The transaction involves receipt of payment (especially
cash) from third parties with no apparent connection with
the transaction.

6. The transaction involves the use of repeatedly amended
or frequently extended letter of credit.

7. The transaction involves the use of front (or shell)
companies.
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5.2 Country/ Geographic Risks
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Country or geographic risks can be defined as risks posed by
countries that are subject to sanctions by United Nations
(UN), or warnings have been issued against them by other
recognized sources, or if SAMA issues certain instructions
about some countries and how to deal with the associated
transactions due to one factor or a combination of factors, as
determined by UN, FATF or SAMA, such as weak
unappropriate AML/CTF laws, regulations and other
measures, and noncompliance with instructions and
recommendations issued by said entities, providing funding or

o g saaidl ad¥l e Aayie igiad Aeladl Jpal L B bl ay
JPEYPO RPN I WA DRtO=. 00 I IFPRFUR XV PR IDVRUPC SASC R VE ¥
S ddle oy L Al el ae Jalaill LSy ol any Anals cilaglad
Jaall e yana o 5223l ad¥l 08 (e onaad 2 W Uiy @lldy Julyall e A gana
Ol i JEA dpe o leiey cgasmadl poad S dauge § S
onl iy Sliea i e Sleall A e ey Lo Gudals o AV pae ) laghanill
Wt peall g Gpaadll apaliy ccaLY) iy Jsa¥l Jud AailSd Lubidl

Page 52 of 70




SAMA RULES GOVERNING ANTI-MONEY LAUNDERING & COMBATING TERRORIST FINANCING

support for terrorist activities; or having significant levels of
financial criminal activities.

Banks and money exchangers should exercise additional due
diligence and pay special attention to business relations and
transactions with persons, including companies and banks
working or doing such activities within these countries or
regions. In addition to their duties relating to verification of
names of persons and entities listed on the various types of
lists and alarming data issued by the above mentioned, Banks
and money exchangers should take appropriate
countermeasures to reduce the risk of dealing with entities
existing in the countries and regions that have weaknesses in
their procedures regarding combating money laundering and
terrorist financing or do not adequately apply the
recommendations of the Financial Action Task Force (FATF).
Procedures and measures to be applied by banks and money
exchangers are the following:

1. Paying particular attention to business and
transactions relations with persons (including legal persons
and other financial institutions) from or in countries that
have a weakness in their actions in the fight against money
laundering and terrorist financing or do not sufficiently apply
recommendations of Financial Action Task Force (FATF).

2. Classification of the risk level of all countries
indicated by international organizations, for example,
without limitation, Financial Action Task Force (FATF), the
Security Council or the Committee on Chapter VIl of the UN
Charter and others, that warning bulletins have been issued
thereon in accordance with a specified risk rate of these
entites as a minimum for the classification of the
organizations. The actions to be taken to monitor
transactions or limit the formation of business relationships
and financial operations with concerned countries or
persons in these countries.

3. Compliance with the application of instructions of
those organizations, whether the warning issued by the
Financial Action Task Force (FATF) or decisions of the
Security Council and the Chapter VIl Commission of the UN
Charter, list of any transactions related thereto, preparation
of detailed reports thereon, and follow up what relevant
authorities issue and take necessary actions thereon.

4. intensification the customer identification
requirements in order to know the identity of the
beneficiaries owner before establishing work relationships
with individuals or companies from these countries.

5. Immediate suspension of dealing with parties,
persons or financial institutions of the countries against
which financial prohibition decisions have been issued by
Security Council and the Chapter Vil Commission of the UN
Charter. The suspension shall include all banking
operations.

6. Exerting enhanced due diligence when making new
dealing agreement or opening accounts for correspondent
banks with countries of which warning bulletins were issued,
whether by FATF, Security Council or Chapter VII
Committee of the UN Charter, and making sure not to
include the correspondent bank in domestic lists of penalties
and prohibition or those issued by the UN.

7. Making immediate update for AML/CTF
requirements and exerting enhanced due diligence
procedures on all banking transactions of related parties in
those countries.

8. Classifying all banking businesses and relationships
the bank makes with entities relating to countries of which
warning bulletins were issued (government relationships,
correspondent banks relationships, companies or
individuals commercial relationships, resident customers
relationships, etc) at risks level consistent with the nature of
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those businesses, relationships and the risks level of these
countries.

9. Verifying that all banking businesses and
relationships, which the bank makes with individuals or
entities relating to countries of which warning bulletins were
issued, are for clear economic or legal purposes and
determining their beneficiaries owner, and in the light of
that, determining the level of risk and necessary follow-up
requirements.

10. Studying background and purpose of such
transactions to the maximum extent possible if they have no
clear economic or legal purpose, documenting the results
thereof and making them available for the assistance of
competent authorities when needed.

11. Conducting a comprehensive review of all
customers’ business relationships, including letters of credit
and guarantees for defining them, determining their
purposes and identifying their beneficiaries.

12. Acquainting the senior management and the
compliance unit at the bank with current banking
relationships established by the bank with entities
connected with these countries and obtaining necessary
approvals from the bank or supervisory entities to deal with
such countries according to the risk level of each case.

13. Full compliance with instructions on reporting
suspicious transactions in general, and enhancing reports to
the Financial Investigation Unit about suspicious financial
transactions with the countries, against which warning
bulletins were issued.

14. Bearing in mind all relevant contents of international
decisions and warning bulletins issued by different regional
and international organizations, referring to these
organizations' websites periodically and continuously,
searching out in other trustworthy information sources, and
taking necessary actions in respect thereof.

15. Sending notifications of supervisory instructions
issued on these countries to corporate sector departments
of banks or money exchangers, and ensuring the
implementation of these supervisory instructions.

16. Compliance with any other additional instructions
issued by SAMA to banks and money exchangers
concerning certain countries and how to deal with
transactions related thereto.
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53 Risk Variables

M I Yo

A bank's or money exchanger's risk-based approach
methodology may take into account risk variables specific to a
particular customer or transaction. These variables may
increase or decrease the perceived risk posed by a particular
customer or transaction and may include:

The purpose of an account or relationship.

The level of assets to be deposited in relation to the
customer's profile.

3. The level of regulatory oversight to which a customer is
subject.

The regularity or duration of the relationship.

The familiarity with a country and regulatory structure.
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6. Glossary

iy adl .Y

Account

"Account” should be taken to include, in
addition to a bank account, any other
similar banking relationships (such as credit
card, remittance service relationships, etc.)
between the bank or money exchanger and
its customer.
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Anonymous,
Fictitious
Name
or
Numbered
Account

Anonymous, Fictitious Name or Numbered
Account is generally a bank account for
which the customer's name does not
appear on the bank's records/ systems,
documents and statements. Instead, a
unique number or code-name is recorded.
The customer's identify is known only to a
small number of the bank's officials. While
such accounts are offered by some banks
in the world for a legitimate purpose, such
as providing confidentiality and additional
protection for private matters, they can also
be misused to hide the proceeds of
financial crimes.
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Beneficial
Owner

The natural person who ultimately owns or
controls a customer and/ or the person on
whose behalf a transaction is being
conducted. It also includes a person who
exercises ultimate effective control over a
legal person or arrangement.
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Competent
Authority

All administrative and law enforcement
authorities concerned with combating
money laundering and terrorist financing,
including SAMA and SAFIU.
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Enhanced
Due
Diligence
(EDD)

This is an additional due diligence process
needed for all High Risk accounts/
relationships and where the bank/ME
deems it necessary. EDD is needed for
PEPs, private banking customers,
correspondent banks, non-profit charity
organizations, and for other types of
customers categorized as high risk by the
bank/ME.
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Financial
Action Task
Force
(FATF)

It is an international body entitled to
oversee AML-CTF efforts. Saudi Arabia is a
member of this organization through its
membership of the GCC.
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Financial
Intelligence
Unit (FIU)

The UN Convention adopted this definition,
stating: "Each state shall consider the
establishment of a financial intelligence unit
to serve as a national center for the
collection, analysis and dissemination of
information regarding potential money
laundering.” Based on the Saudi AML Law
of 2003, the Saudi Financial Intelligence
Unit was established under the authority of
the Ministry of Interior. This is the authority
that receives and analyzes suspicious
activity reports from all financial & non-
financial institutions.
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Intermediary

A professional intermediary is a firm or
person (such as an accountant, banker,
broker, lawyer or similar professional) who
manages an account or transacts on behalf
of a client.
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Money
Exchanger
(ME)

A natural or legal person who provides a
money/ currency changing service and/ or
providing a money/ value transfer/
remittance service. The person must be
registered by Ministry of Commerce and
licensed by SAMA. These entities are
subject to SAMA regulations as per
authority given through the Banking Control
Law, the AML Law (Bylaw 1.1) and the
Ministerial Order # 31920.
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Nominee

A person or firm (registered owner) into
whose name securities or other assets are
transferred and held under a custodial
agreement in order to facilitate transactions,
while leaving the customer as the actual
owner (beneficial owner). A “nominee
account® is a type of account in which a
stockbroker holds shares belonging to
clients, making buying and selling those
shares easier.
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Countries
that do not
apply or do

not fully
apply
FATF's

require-
ments

FATF publishes reports and data on
countries which do not comply adequately
with requirements in the fight against
money laundering. The list is maintained
and updated by FATF and may be
consulted on the FATF website. Banks/MEs
should give special attention to business
relations and transactions with customers
from countries included in these reports,
and exercise extra due diligence.
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Payable-
Through
Account

This is a demand deposit account
maintained at a local bank by a foreign
bank or corporation, whereby the foreign
bank channels deposits and checks of its
customers (usually individuals or
businesses located outside the country) into
the account. The foreign customers have
signing authority over the account and can
thereby conduct normal international
banking activities. This makes it impossible
to implement KYC policy and monitoring of
suspicious activity process for the
customers using the account
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Shell Bank

Shell bank means a bank that has no
physical presence in the country in which it
is incorporated and licensed, and which is
unaffiliated with a regulated financial
services group that is subject to effective
consolidated supervision. Physical
presence means meaningful mind and
management located within a country. The
existence simply of a local agent or low
level staff does not constitute physical
_presence.
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Source of
Funds

Source of funds is the activity which
generates the funds for a relationship, e.g.,
a customer's occupation or business
activities.
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Source of
Wealth

Source of wealth is different from source of
funds, and describes the activities which
have generated the total net worth of a
person both within and outside of a
relationship, that is those activities which
have generated a customer's funds and
property.
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Subsidiaries

This refers to majority owned subsidiaries
of a bank or money exchanger, inside or
outside the country.
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Suspicious
Transaction

A suspicious transaction is one in respect of
which a banks/ME has reason to believe
that some type of wrongdoing or illegal
activity may be involved. Suspicious
transactions must be reported to the
appropriate authorities through Suspicious
Transaction Report (STR). The notifying
bank/ME and its employees are free of any
blame or charge in respect of any
notification made, whether the suspicion is
proved to be correct or not, as long as their
notification was made in good faith.
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Trustee

A person (an individual or entity) who holds
and administers the assets in a trust fund
separate from the trustee's own assets, for
the benefit of another person/s (the
beneficiary/ies). The trustee invests and
disposes of the assets in accordance with
the settlor's trust agreement, taking into
account of any letter of wishes. There may
also be a protector, who may have power to
veto the trustees’ proposals or remove
them, and/or a custodian trustee, who holds
the assets to the order of the managing
frustees.
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Unusual
Transaction

An activity or transaction that is inconsistent
with or deviates from the expected pattern
of activity within a particular customer, or
with the normal business activities for the
type of product or service offered. Unusual
activity or transaction should alert banks to
the possibility of suspicious transactions.
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APPENDIX ( 8)

Suspicious Transaction Report

Confidential
Ref. Number
Date /1 H
Corresponding /! G
Annexes
Reporting Party Information
Financial Institution Bank or ME Name City Branch Phone Number
{Bank or Money
Exchanger)
Non-Financial Institution Name City Branch Phone Number
Institution
Report Contents
Activity/ Transaction Deposit Withdrawal Transfer Others
Type Check Branch
Cash ATM
Transaction Time Day Date Month / Year
Execution Date
Total Amount In Figures in Words Currency Type
Transaction Executor Account Number Branch Name/ No. Bank
Account
Causes of Suspicion
Beneficiary
Name ID Number Nationality Country City
Account Number Branch Name/ No. Beneficiary Bank

Please find above our Suspicious Transaction Report for your review and taking the appropriate decision.

Official Seal:

Signature:
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APPENDIX 9

Cash Declaration Form

Kingdom of Saudi Arabia

Ministry of Finance Declaration
Saudi Customs Form
Date / /0 Time oo,
This form is required to be filled out by whoever having
in his possession SR60,000 or more or its equivalent.
Full Name: .. ... el
Nationality: .................... Date of Birth: ..................
Passport NO.: L. i e e
Place & Date of ISSue: .....oooiviniiiiiiiiiii i,
KSA Address & Tel. NoO.: i
Purpose of Travel: ... .. i e aes
Arriving from: ................. Departing to: ...................
Name of the Airport/

Seaport/ Crossing Border: ... ... ... .
FHght NO. L i it
Currency / Precious Metals
LORT g 053 T T o T
Amountin Riyals: . ... e
Metals: [0 Gold 0O Diamond 0[O Other Jewelries ............
The Equivalentin Riyals: . ... ... i,
Source/Purpose of cash amounts/ precious metals: ............
I hereby acknowledge that the information declared above is
correct and I shall be criminally responsible for any mis-

declaration.

Traveler Signature: ..................... Date: ..................
Official Use

Employee Name: ................ ... No.: oot

Signature: ........coiiiiiiiiiiiiiiia... Date: ..................

Not declaring will expose you to legal questioning .
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10.Red Flag Indicators

b gada (155 3 clibeat G pe ) »

A. Key Indicators of Requlatory & Legal Weakness
(High Risk Geographies)

Money launderers can exploit any country or a geographical region that
has weaknesses in its legal and regulatory framework and those involved
in financing terrorism and can become a center for money laundering and
terrorist financing. ~ As money-laundering and terrorist financing
transactions normally require a significant period to complete their stages,
money launderers and terrorism financiers often focus on countries with
serious shortcomings in their laws and procedures to base their
operations.

The existence of the following weaknesses in the legislation of a country
can generally create an environment that is conducive for money
laundering and terrorist financing transactions to penetrate its banking
system:

*  Adopting and applying strict banking secrecy laws, thus hindering law
enforcement  authorities from  identifying  money-laundering
transactions.

*  Countries that have lax requirements for the formation and registration
of companies and permit the use of bearer shares.

*  Absence of any foreign exchange controls on incoming and outgoing
funds.

* Countries that do not require or apply strict “Know Your Customer”
principles, thus facilitating the opening of untraceable numbered
accounts or accounts with fictitious names.

* Facilitating the issuance of financial instruments payable to bearers by
banks.

* Countries in which money laundering and terrorist financing is not
considered a crime.

¢ Countries that do not require banks/MEs to notify the concemed
authorities of large or unusual fund transfers.

* Countries that do not necessitate notification of suspicious
transactions to the concerned authorities.

* Absence of confiscation regulations, or lax enforcement or even non-
enforcement of such regulations if they exist.

* Countries that have significant dealings in outgoing foreign draft
transfers of cash instruments.

*  Countries that have intemational markets in precious metals and
where it is easy to transact such trades.

* Countries that permit the free trading of the U.S. Dollar and
particularly where banks are allowed to accept dollar deposits.

* Countries that have banking control laws that facilitate the
establishment of banks/MEs particularly in free trade zones where
supervisory controls or banking regulations are lax or non-existent.

The classification of an account as high-risk based on the geography of
where the customer conducts its business activities depends on whether

or not the country is on the FATF list . Since the list keeps on changing,
reference should be made to FATF website.
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B. Businesses Prone to Money Laundering Activities
(High Risk Businesses)

Money laundering and terrorist financing can adopt a variety of disguises,
but there are certain types of businesses, which are more attractive to
criminals. There is also a tendency to use countries that have adopted
strict secrecy laws for banks and for companies, which make it difficult to
obtain sufficient information to understand the nature and type of
business activities being undertaken by these organizations.

The following guidance provides an insight into what those businesses
might be.
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Shell Corporations

Legitimate use of shell corporations often provides anonymity for the
beneficial owners who may be involved in laundering money or terrorist
financing. The use of “professional” nominees to act as directors provides
further protection for the money launderer. This coupled with an offshore
address can be very effective vehicle for money laundering.

Types of businesses covered: Potentially any business.

What to look for: The use of such companies where it appears to be an
unnecessary complication and the using of less reputable legal and
financial advisers to set up and/or maintain the corporation.
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Financial Institutions (Non-Bank)

By the nature of their business, the receipt and payment of cash will not
appear unusual, and some of these businesses will rely upon a casual
rather than a regular customer base.

Types of business covered: Money Exchangers.

What to look for: Appropriateness of tumnover levels, sudden fluctuations
in turnover, variations in deposit/payment patterns due to a small number
of large transactions; large purchases of travelers checks or money
orders resulting in encashment from a variety of countries, or the reverse.
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Travel Agencies

Where such businesses operate a money exchange or travelers checks
facility, and have a pattern of international payments as a norm, they are
aftractive to the money launderer for both placement and layering
purposes.

What to look for: Payments to countries that have a weakness in their
actions in the fight against money laundering and terrorist financing or do
not sufficiently apply recommendations of Financial Action Task Force
(FATF). outside of normal pattems; large purchases of travelers checks
resulting in encashment from a variety of countries; fluctuations in
transaction patterns out of line with normal business patterns.
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Import/Export Businesses

This is the sort of business that can provide cover for either the placement
or layering {through international payments) stages of a money-
laundering scheme. These businesses are particularly vulnerable where
they are small and where they trade in a variety of products, and/or where
the supply or distribution end is conducted largely in cash (typically low
value items).
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Precious Commodities

The placement of cash, but more usually layering can be facilitated within
businesses where large value transactions are common, and the
commodities traded are difficult to value objectively, thereby allowing
inflated values to be used to support requests for payments.

Types of business covered: Precious Metals, Jewel Store; Antique Shops
and Fine Art Galleries.

What fo look for: Trading patterns with countries that have a weakness
in their actions in the fight against money laundering and terrorist
financing or do not sufficiently apply recommendations of Financial Action
Task Force (FATF)." not normally associated with the commodity in
question; unusual fluctuations in turnover or types of financial instruments
used.
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Cash Driven Businesses

The types of business that normally accept cash are useful o the
launderer at the placement stage, and could be used for layering
purposes.

Types of businesses covered: Used Car Dealers; Garages; Comer
Shops (especially those in some countries who offer check encashment
facilities); Electrical Good Stores; Leather Goods Shops; Building &
Garden Supplies; Builders or Decorators.

What to look for: Increases in cash deposits which do not seem to be
matched by an increase in business; the maintenance of cash flow levels
when business is falling off, unusual payment patterns from cash deposits
seemingly unrelated to the business activities.
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Offshore Financial Services

Many of the laundering or terrorist financing operations, which have been
uncovered, have involved the transfer of funds through offshore financial
service companies to layer transactions and provide anonymity. As there
is no underlying business against which to test the commercial basis for a
transaction it is extremely difficult to detect “unusual” or “suspicious”
transaction patterns.

Type of businesses covered: Trust Companies; Commodity Traders,
Financial Advisers.

What to look for: Small operations that appear to have only one or two
clients; unusually complex ownership structures; lack of interest in costs
incurred when processing transactions; links with to countries that have a
weakness in their actions in the fight against money laundering and
terrorist financing or do not sufficiently apply recommendations of
Financial Action Task Force (FATF) investing in instruments that carry
anonymity (e.g. bearer bonds) when uneconomic to do so.
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Charitable or Non-Profit Organizations

When opening an account for a Charitable or Non-profit Organization,
valid authorization from the appropriate government agencies and SAMA
must be obtained.
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C. Key Indicators of ML/TF Transactions & Activities
(High Risk Products/Services)

The purpose of this section is to increase the understanding of Bank/ME
employees in order to help them in identifying money laundering and
terrorist financing transactions. The existence of one or more of these
indicators does not necessarily mean that a money laundering or terrorist
financing transaction is taking place but it should raise some concerns
and lead to further investigation.

These indicators are not exhaustive and should be taken by Bank/ME
employees for guidance purposes only. Bank/ME employees should
depend on their experience, skills and expertise to make a sound
judgment on suspected money laundering or terrorist financing
transactions, when in doubt, contact the MLCU.
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General Indicators

* A transaction whose general form is indicative of illegitimate or

unknown purposes,

* Existence of movements in the customer's account not related to his

activities such as:

- Continuous cash deposits in other companies and establishment
accounts.

- Unusual purchase of cashier checks and payment orders against
cash.

- Withdrawal of cash amounts after a short-term deposit.

- Large deposits of checks, incoming drafts and payment orders that
are inappropriate to the nature of customer’s activity.

- Large withdrawals or deposits inconsistent with customer's
activities.

- Transactions for unknown objectives, which do not adhere to the
activity of the company its subsidiaries or branches.

- Existence of a large number of deposits of small amounts, whether
in cash, by check or by incoming draft whose total or approximate
total amount deposited, is then transferred to another city or country
in one transaction.
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Teller Transactions

Frequent cash deposits by the customer of dirty or excessively used
notes.

Cash deposits of large amounts whose source is apparently one of the
banks in the same region.

Exchange of a large cash amount consisting of small-denominated
notes to the same amount and currency, in bigger denominated notes.
Purchase of cashiers check or precious metals in large amounts.
Transfer of an amount outside of the country without any clear reason.
Deposit of a large number of check or cash amounts by the customer
or by other customers without any withdrawals,
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Bank Accounts

Opening of more than one account by a customer in his name in the
same bank without any clear reason, and existence of inter-account
transfer among these accounts.

Accounts opened in names of Tellers in the bank who receive regular
deposits or periodic incoming drafts.

Payments or transfers by many persons to a single account whether in
cash or through internal drafts.

Opening by a customer of more than one account in the name(s) of his
family members and being authorized to manage these accounts on
their behalf,

Opening an account by a customer without him physically appearing in
the bank or even being known to bank employees or ever visiting the
branch for long periods of time.

The existence of bank accounts with address outside the geographical
region of the bank.

Existence of large number of movements of big amounts in the account
while the balance is kept low or fixed.

Opening of many accounts by the customer with normal balances while
the total represents a big amount. )

Current or savings account used only to receive incoming drafts from
outside in a continuous manner without any justifiable reasons.
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Credit Activities

Unexpected settlement by the customer, of a loan due without
disclosing the source of funds.

Obtaining a loan or credit facilities against guarantees issued by a
bank operating outside the Kingdom without a clear commercial
reason.

Submittal by the customer, of company’s shares of which the bank is
unable to confirm its business activities, or as a guarantee for obtaining
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aloan or credit facilities.

Submittal, by unknown parties to the bank, of additional guarantees in
favor of the customer such as the mortgage of assets or warranties
while the bank is unable to define the relationships with the customer
or existence of justified reason for such guarantees.

The bank grants loans to customers having deposit accounts in foreign
banks in a country having strict banking secrecy laws.

A bank granting loans to foreign companies without a justifiable
business reason.

A customer receives a loan and immediately requests the loan amount
to be transterred to other bank(s).

Use of credit facilities given to the customer for purposes other than
that mentioned in the loan application.
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Drafts A aisdn

The amount of draft does not fit with the physical appearance of the
sender or the nature of his commercial activity.

The customer’s intentional misrepresentation of information given to
the bank.

Frequent transfers of large amounts against check under clearing or
not cleared..

Incoming drafts used immediately to purchase financial instruments
such as (certificates of deposit, cashier check, etc.) in favor of other
parties.

Continuous purchase of bank drafts by customers.

Frequent deposits by a customer of cashier's check issued by foreign
banks into his account.
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Customer

Customers who avoid identifying themselves while attempting to
process account transactions or even providing incorrect or incomplete
information.

The customer attempts to transfer a large amount and then withdraws
this application because of the fear of the bank/ME notifying law
enforcement authorities.

The customer tries to influence the bank/ME employee not to inform
the authorities about a transaction being processed.

The customer refrains from providing information about his previous
and current commercial activities and banking relationships and
transactions.

The bank/ME employee is suspicious of the customer's identification
documentation.

A customer who opens an account without having a local address or a
person to verify his or her identity.

The customer gives special instructions to process his transactions by
fax or telex without a justified reason to use this communications
method.
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Bank’s & ME's Personnel

An employee whose standard of living is not commensurate with his
salary.

An employee who works for very long periods without requesting
vacations or having any sick days.

The connection of an employee with many suspicious transactions
while performing his or her duties.

The employee attempts to facilitate rendering a banking service to
customer (individual or company) without applying normal internal
banking procedures.

Changes in Branch Transactions

Overriding or not implementing the bank's/ ME's internal control
directives or intentional non-compliance with the bank's policies and
procedures by an employee.

Increase of money in circulation in large cash denominations that do
not match with the nature of work, transactions or location of the
branch,

Material change in the volume of branch transactions with one or more
correspondent banks.

Unusual increase of the volume of drafts issued by a branch or a
significant increase in its cash holdings.

An increase of cashier's check or payment orders sold to Walk-in
customers.
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D. Terrorist Financing Indicators
Accounts

Accounts that receive relevant periodical deposits and are dormant at
other periods. These accounts are then used in creating a legitimate
appearing financial background through which additional fraudulent
activities may be carried out.

A dormant account containing a minimal sum suddenly receives a
deposit or series of deposits followed by daily cash withdrawals that
continue until the transferred sum has been removed.

When opening an account, the customer refuses to provide information
required by the financial institution, attempts to reduce the level of
information provided to the minimum or provides information that is
misleading or difficult to verify.

An account for which several persons have signature authority, yet
these persons appear to have no relation among each other (either
family ties or business relationship).

An account opened by a legal entity or an organization that has the
same address as other legal entities or organizations but for which the
same person or persons have signature authority, when there is no
apparent economic or legal reason for such an arrangement (for
example, individuals serving as company directors for multiple
companies headquartered at the same location, etc.)

An account opened in the name of a recently formed legal entity and in
which a higher than expected level of deposits are made in comparison
with the income of the founders of the entity.

The opening by the same person of multiple accounts into which
numerous small deposits are made that in aggregate are not
commensurate with the expected income of the customer.

An account opened in the name of a legal entity that is involved in the
activities of an association or foundation whose aims are related to the
claims or demands of a terrorist organization.

An account opened in the name of a legal entity, a foundation or an
association, which may be linked to a terrorist organization and that
shows movements of funds above the expected leve! of income.
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Deposits and Withdrawals

Deposits for a business entity in combinations of monetary instruments
that are a typical of the activity nomally associated with such a
business (for example, deposits that include a mix of business, payroll
and social security check).

Large cash withdrawals made from a business account not normally
associated with cash transactions.

Large cash deposits made to the account of an individual or legal entity
when the apparent business activity of the individual or entity would
normally be conducted in check or other payment instruments.

Mixing of cash deposits and monetary instruments in an account in
which such transactions do not appear to have any relation to the
normal use of the account.

Muttiple transactions carried out on the same day at the same branch
of a financial institution but with an apparent attempt to use different
tellers.

The structuring of deposits through multiple branches of the same
financial institution or by groups of individuals who enter a single
branch at the same time.

The deposit or withdrawal of cash in amounts which fall consistently
just below identification or reporting thresholds.

The presentation of uncounted funds for a transaction. Upon counting,
the transaction is reduced to an amount just below that which would
trigger reporting or identification requirements.

The deposit or withdrawal of multiple monetary instruments at amounts
which fall consistently just below identification or reporting thresholds,
particularly i the instruments are sequentially numbered.

Wire Transfers

Wire transfers ordered in small amounts in an apparent effort to avoid
triggering identification or reporting requirements.

Wire transfers to or for an individual where information on the
originator, or the person on whose behalf the transaction is conducted,
is not provided with the wire transfer, when the inclusion of such
information would be expected.

Use of multiple personal and business accounts or the accounts of
non-profit organizations or charities to collect and then funnel funds
immediately or after a short time to a small number of foreign
beneficiaries.

Foreign exchange transactions that are performed on behalf of a
customer by a third party followed by wire transfers of the funds to
locations having no apparent business connection with the customer or
to countries of specific concem.

Characteristics of the customer or his/her business activities.

Funds generated by a business owned by individuals of the same
origin or involvement of multiple individuals of the same origin from
countries of specific concem acting on behalf of simitar business types.
Shared address for individuals involved in cash transactions,
particularly when the address is also a business location and/or does
not seem to correspond to the stated occupation (for example student,
unemployed, self-employed, etc.).

Stated occupation of the transaction is not commensurate with the
ievel or type of activity (for example, a student or an unemployed
individual who receives or sends large numbers of wire transfers, or
who makes daily maximum cash withdrawals at multiple locations over
a wide geographic area).

Regarding non-profit or charitable organizations, financial transactions
for which there appears to be no logical economic purpose or in which
there appears to be no link between the stated activity of the
organization and the other parties in the transaction.

A safe deposit box is opened on behalf of a commercial entity when
the business activity of the customer is unknown or such activity does
not appear to justify the use of a safe deposit box.

Frequent transfers of amounts to other banks without mentioning the
name of the beneficiary.

The amount of draft does not fit with the physical appearance of the
sender or the nature of his commercial activity.

Frequent transfers of large amounts to and from countries known to be
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a source for drugs

Fragmenting a large amount into smaller amounts upon transfer.
Frequent transfers to banks in countries known with strict banking
secrecy laws.

Cash transfers in large amounts.

Deposits in different accounts and then consolidating these amounts in
one account and then transferring the total amount outside of the
Kingdom.

Requests by the customer to the bank to transfer amounts to foreign
banks against incoming drafts to the same account with equivalent
amounts.

Transaction Linked to Locations of Concemn

Transactions involving foreign currency exchanges that are followed
within a short time by wire transfers to locations of specific concem (for
example, countries designated by national authorities, FATF

Deposits are followed within a short time by wire transfers of funds,
particularly to or through a location of specific concem (for example,
countries designated by national authorities, FATF),

A business account through which a large number of incoming or
outgoing wire transfers take place and for which there appears to be no
logical business or other economic purpose, particularly when this
activity is to, through or from locations of specific concern.

The use of multiple accounts to collect and then funnel funds to a small
number of foreign beneficiaries, both individuals and businesses,
particularly when these are in locations of specific concem.

A customer obtains a credit instrument or engages in commercial
financial transactions involving movement of funds to or from locations
of specific concem when there appears to be no logical business
reasons for dealing with those locations.

The opening of accounts of financial institutions from locations of
specific concem.
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