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Combating Cybercrime in Gulf Society
Abstract

Cybercrime is the most significant and dangerous security challenges facing
all global societies in the field of information and communication technology ,
affecting all through public and private corroborations and individuals.

There are two types of Cybercrime: First: Crimes against computer devises
or information and communication systems. Second: Crimes committed by using
computer such as: fraud, credit card theft, forgery, embezzlement, blackmailing,
hackering, cyber attack, theft of intellectual property rights, children sexual abuse,
promotion of fanatic believes, support and financing of terrorism.

Rate of cybercrime is continually increasing since the nineteenth of the past
century, and the financial losses of the crime has been doubled after users of
internet had become 40% of the world population on 2013. Financial global losses
estimated on 2013 was 450 billion dollar , number of victims was 556 million, and
cybercrime now is the major and real threat to information security and source of
danger to national security and international security and peace.

This study addresses the subject in five sub-chapters plus separated unified
strategy for combating cybercrime in Gulf Cooperation Council Countries as follows:

Sub- chapter one: Identification of Cybercrime Development and Reasons:

This sub-chapter reviews definitions of cybercrime, first recognition of the
crime, types and development.

Sub-chapter two: Current status of Cybercrime and amount of Losses
Internationally and in the Cooperation Council of the Arab States of the Gulf.

Sub-chapter three: International Cooperation Combating Cybercrime:

This sub-chapter highlighted the initiatives of establishing international efforts
that resulted the Council of Europe Convention on Cybercrime 2001, international
and regional intensive efforts continued, conferences and symposiums seeking
for solutions for this phenomenon.

Sub-chapter four: National, Regional, and International Centers and other
mechanism, and it's role in protection of cyber security, especially Computer
Emergency Response Teams (CERTSs).

Sub-chapter Five: Effect of social networking software on Gulf Cooperation
Council Countries (GCCC)

Strategy: Unified Strategy for combating Cybercrime in the Gulf Cooperation
Council Countries (GCCC).

Conclusion: Convenient results where reached and collection of
recommendations where provided.
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WAVEFRONT
CONSULTING GROUP
CERTIFIED INFORMATION
SECURITY CONSULTANT

A BRIEFHISTORY OF CYBERCRIME

These pageslist the major eventsin the use of computers and computer networks
to commit criminal acts, starting in the 1970’s to the present day. This list was
put together as part of our course Introduction to Computer Crime Studies
(FSCT7220) presented at BCIT. The list is not meant to be comprehensive, but
it is meant to be representative. If you notice any errors or serious omissions,
please contact us.

Section1-1970-1990

1971

* John Draper discovers the give-away whistle in Capn Crunch cereal boxes
reproduces a 2600Hz tone. Draper builds a ‘blue box’ that, when used with
the whistle and sounded into a phone receiver, allows phreaks to make free
calls. Esquire publishes “Secrets of the Little Blue Box” with instructions for
making one. Wire fraud in the US escalates.

= A rogue program called the Creeper spreads through early Bulletin Board
networks

1972

» The Inter Networking Working Group is founded to govern the standards
of the Internet. Vinton Cerfis the chairman and is known as a “Father of the
Internet”.

1973
= Teller at New York’s Dime Savings Bank uses a computer to embezzle over
$2 million

1978
= First electronic bulletin board system (BBS) appears; becomes the primary
means of communication for the electronic underground..

1981

* Jan Murphy, aka. “Captain Zap", becomes first felon convicted of a computer
crime. Murphy broke into AT&T’s computers and changed the billing clock
so that people receive discounted rates during normal business hours.
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1982
= ElkCloner, an Applell boot virus, is written.

1983
* Movie WarGames introduces public to the phenomenon of hacking
(actually war-dialing).

= US Secret Service gets jurisdiction over credit card and computer fraud.

1984
=  Phiber Optik forms Masters of Deception hacking group.

= US Comprehensive Crime Control Act gives Secret Service jurisdiction
over computer fraud.

* Hackermagazine 2600 begins publication (still in print; see Captain Crunch
for the derivation of the name).

1985
* Online hacking magazine Phrack established.

1986:
= Pakistani Brain, the oldest virus created under unauthorized circumstances,
infects IBM computers.

= After many break-ins into govt. and corporate computers, Congress passes
the Computer Fraud and Abuse Act, making this a crime. The law does not
cover juveniles.

1987
= Computer Emergency Response Team (CERT) created.

1988
* Kevin Mitnick secretly monitors the e-mail of MCI and DEC security
officials. He is convicted and sentenced to a year in jail.

= Kevin Poulsen is indicted on phone-tampering charges. He goes on the run
and avoids capture for 17 months.

= First National Bank of Chicago is the victim of $70-million computer theft.

= Robert T. Morris, Jr., graduate student at Cornell University and son of a
chief scientist at the NSA, launches a self-replicating worm (the Morris
Worm) on the government’s ARPAnet (precursor to the Internet). The
worm gets out of hand and spreads to over 6000 networked computers,
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clogging government and university systems. Morris is dismissed from
Cornell, sentenced to three years’ probation, and fined $10K.

1989

= Firstlarge-scale computer extortion caseisinvestigated - under the pretence
of a quiz on the AIDS virus, users unwittingly download a program which
threatens to destroy all their computer data unless they pay $500 into a
foreign account.

* Hackersin West Germany (looselyaffiliated with the Chaos Computer Club)
are arrested for breaking into US government and corporate computers and
selling operating-system source code to the KGB.

1990
= TheElectronic Frontier Foundation (EFF) is formed.

* Legion of Doom and Masters of Deception engaged in online warfare -
jamming phone lines, monitoring calls, trespassing in each other’s private
computers.

= After a prolonged sting investigation, Secret Service agents swoop down
on organizers and members of BBS’s in 14 US cities, including the Legion
of Doom. The arrests are aimed at cracking down on credit-card theft and
telephone and wire fraud.

1991
= Kevin Poulsen is captured and indicted for selling military secrets.

1992
= Dark Avenger releases 1st polymorphic virus.

1993
* During radio station call-in contests, hacker-fugitive Kevin Poulsen and
friends rig the stations’ phone systems to let only their calls through. They
win two Porsches, vacation trips and $20,000.

» First DefCon hacker conference held in Vegas.

1994

= 16-year-old student, nicknamed “Data Stream’, arrested by UK police for
penetrating computers at the Korean Atomic Research Institute, NASA and
several US govt. agencies.

* Five members of the Aum Shinri Kyo cult’s Ministry of Intelligence break
into Mitsubishi Heavy Industry’s mainframe and steal Megabytes of
sensitive data.
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Hackers adapt to emergence of the World Wide Web, moving all their how-
toinformation and hacking programs from the old BBS’s to new hacker Web
sites.

1995

Russian crackers steal $10 million from Citibank. Vladimir Levin, the
ringleader, uses his work laptop after hours to transfer the funds to accounts
in Finland and Israel. Heis tried in the US and sentenced to 3 years in prison.
All but $400K of the money is recovered.

The French Defence Ministryadmits Hackers succeeded in stealing acoustic
codes for aircraft carriers and submarines

Movies ‘The Net’ and ‘Hackers’ released.
Hackers deface federal web sites.
Macro viruses appear.

Kevin Mitnik arrested again for stealing credit card numbers. He is jailed
on charges of wire fraud and illegal possession of computer files stolen from
Motorola and SUN. He remains in jail for 4 years without trial.

1996

John Deutsh, CIA director, testifies foreign organized crime groups behind
hacker attacks against the US private sector.

US Communications Decency Act (CDA) passed — makes it illegal to
transmit indecent/obscene material over Internet.

Canadian hackers (the ‘Brotherhood’) break into CBC.

South Korean media reports that North Korean government officials
are engaging in efforts to obtain foreign proprietary technology through
indirect methods .Bell Research Labs in the US announce they have found a
way to counterfeit the electronic money on smart cards.

The US General Accounting Office reports hackers attempted to break into
Defense Dept. computer files 250,000 times in 1995. About 65% of these
attempts were successful.

1997

Freeware tool AOHell is released - allows unskilled hackers (script kiddies)
to wreak havoc on America Online.

US Supreme court strikes down Communications Decency Act (CDA).
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1998

199

America On-line (AOL), one of the largest Internet service providers in the
US, cuts direct access for its users in Russia due to the high level of fraud.

The German Chaos Computer Club claims it was able to penetrate
Microsoft’s Internet software and the financial management program
Quicken, and transfer money between accounts without either the account
holder or bank realizing the transaction was unauthorized.

FBI’s National Computer Crimes Squad reports 85% of companies have
been hacked, and most never know it.

Hacking group Cult of the Dead Cow releases a Trojan horse program called
Back Orifice at Defcon. Once installed a Windows 9x machine the program
allows for unauthorized remote access.

Timothy Lloyd is indicted for planting a logic bomb on the network of
Omega Engineering, causing millions in damage.

Hackers alter The New York Times Web site, renaming it HFG (Hacking for
Girlies).

During heightened tensions in the Persian Gulf, hackers break-in to
unclassified Pentagon computers and steal software programs.

Information Security publishes its first annual Industry Survey, finding that
nearly three-quarters of organizations suffered a security incident the prior
year.

LOpht testifies to the senate that it could shut down nationwide access to the
Internetin less than 30 mins.

9
The Melissawormisreleased and becomes the most costly malware outbreak
to date (Mar).

US Defense Dept. acknowledges 60-80 attacks per day (Mar)

Kevin Mitnick, detained since 1995 on charges of computer fraud, signs
plea agreement (Mar).

The April 26 CIH virus strikes individual PC users around the world. Less
common than Melissa, CIH was intended to overwrite hard drives, erasing
everything on them (Apr)

The US Justice Dept. declines to prosecute former CIA Director John
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Deutch for keeping 31 secret files on his home computer after he left office
in 1996 (Apr)

David Smith pleads guilty to creating and releasing the Melissa virus. It’s one
of the first times a person is prosecuted for writing a virus (Dec).

2000:

Russian cracker attempts to extort $100K from online music retailer
CD Universe, threatening to expose thousands of customers’ credit card
numbers. He posts them on a website after the attempted extortion fails.

Barry Schlossberg (aka. Lou Cipher) is successful at extorting 1.4M from
CD Universe for services rendered in attempting to catch the Russian
hacker. (Jan)

Denial of Service (DoS) attacks by ‘Mafia Boy’ on eBay, Yahoo! and other
popular sites render them temporarily unavailable to their users (and cause
those companies significant financial losses) (Feb)

Activists in Pakistan and the Middle East deface Web sites belonging to the
Indian and Israeli govts. to protest oppression in Kashmir and Palestine.

Hackers break into Microsoft’s corporate network and access source code
for the latest versions of Windows and Office software.

A news release issued by Internet Wire, and reported by Bloomberg and
other news organizations, causes Emulex stock to plunge from $110 a
share to $43 on the NASDAQ exchange in minutes. A former Internet Wire
employee, believed to have authored the bogus story, faced charges and is
alleged to have pocketed $241,000 short-selling Emulex shares that day

(Aug).

Distributed Denial of Service (DDoS) attacks are launched against : Yahoo,
eBay, CNN.com, Amazon.com, Buy.com, ZDNet, E*Trade, etc.

Pres. Clinton says he doesn’t use e-mail to communicate with his daughter
Chelsea at college, because he doesn’t think the medium is secure.

The “I Love You” virus spreads quickly by causing copies of itself to be sent
to all individuals on the affected computer’s address book (by attaching
VBScript executable code to e-mails) (May).

SANS releases its first “Top 10 Vulnerabilities” list, denoting the most
prevalent problems exploited by hackers.

Kevin Mitnik is released from prison (Jul).

FBI establishes fake security start-up company in Seattle and lures two
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Russian citizens to U.S. soil on the pretense of offering them jobs, then
arrests them. The Russians are accused of stealing credit card information,
attempting to extort money from victims, and defrauding PayPal by using
stolen credit cards to generate cash. (Nov).

2001

Microsoft falls victim of a new type of attack against domain name servers,
corrupting the DNS paths taking users to Microsofts Web sites. This is
a Denial of Service (DoS) attack. The hack is detected within hours, but
prevents millions of users from reaching Microsoft Web pages for two days.

The L10n worm is discovered in the wild attacking older versions of BIND
DNS.

Dutch cracker releases Anna Kournikova virus, initiating wave of viruses
tempting users to open infected attachments by promising a sexy picture of
the Russian tennis star (Feb).

FBI agent Robert Hanssen is charged with using his computer skills and FBI
access to spy for Russia (Mar).

Code Red, the first polymorphic worm, infects tens of thousands of
machines (Aug).

Spurred by rising tensions in Chinese-American relations, US and Chinese
hackers engage Web defacement skirmishes. (May)

Antivirus experts identify Sadmind, a new cross-platform worm that uses
compromised Sun Solaris boxes to attack Windows NT servers. (May)

Russian programmer Dmitry Sklyarov is arrested at the annual Defcon
hacker convention. He is the first person criminally charged with violating
the Digital Millennium Copyright Act (DMCA). (Jul)

The Nimda memory-only worm wreaks havoc on the Internet, eclipsing
Code Red’s infection rate and recovery costs. (Sept)

Napster shuts down after legal challenges from the recording industry and
Metallica.

The9/11 World Trade Centerand Pentagon terroristattackssparklawmakers
to pass a barrage of anti terrorism laws (incl. the Patriot Act), many of which
group Hackers with terrorists, and remove many long standing personal
freedoms in the name of safety.

Microsoftand itsallies vow to end “full disclosure” of security vulnerabilities
by replacing it with “responsible” disclosure guidelines.
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200

200

EU publishes report on its investigation of the ECHELON system,
purportedly used by the US, UK, Canada, Australia and NZ to spy on radio,
telephone and Internet communications. Meant for military and defense
use, there is suspicion it is being used to invade personal privacy and for
commercial spying.

EU adopts a controversial cybercrime treaty which makes the possession
and use of hacking tools illegal (Nov)

2

Bill Gates decrees that Microsoft will secure its products and services,
and kicks off a massive internal training and quality control campaign
(trustworthy computing) (Jan)

An Information Security survey finds that most security practitioners favor
tull disclosure since it helps them defend against hacker exploits and puts
pressure of software vendors to improve their products.

Roger Duronio, UBS PaineWebber sys-admin, plants a logic bomb which
costs $3M+ in losses/repairs (Mar)

The Klez.H worm becomes the biggest malware outbreak in terms of
machines infected, but causes little monetary damage (May).

Shadowcrew’s Web site appears, with forums for information on trafficking
in personal information (Aug)

3
SQL Slammer, targeting MS SQL Server, becomes fastest spreading worm
in history (Jan).

U.S. convicts Kazakhstan cracker of breaking into Bloomberg L.Ps
computers and attempting extortion (Feb).

Former employee of Viewsonic arrested, charged with hacking into
company’s computer and destroying data. (Feb)

MS Blaster worm and variants (Welchia) released, arrests follow (Aug).

A worm disables critical safety systems at a nuclear power plant in Ohio
(Aug).

RIAA (Recording Industry Association of America) sues 261 people for
distributing MP3s over P2P networks (Sep).

U.S. Justice Department announces more than 70 indictments and 125
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convictions or arrests for phishing, hacking, spamming and other Internet
fraud as part of Operation CyberSweep. (Nov)

Microsoft offers $250K each for information leading to the arrest and
conviction of those responsible for unleashing the MSBlast.A worm and
Sobig virus (Nov)

Two men hack into wireless network at Lowe’s store in Michigan and steal
credit card information (Nov).

2004

Brian Salcedo sentenced to 9 years for hacking into Lowe’s home
improvement stores and attempting to steal customer credit card
information. Prosecutors said three men tapped into the wireless network of
aLowe’s store and used that connection to enter the chain’s central computer
system in NC, installing a program to capture credit card information.

Multiple variants of MyDoom worm released to launch DoS attacks against
SCO and Microsoft. Netsky, Sasser, Bagel, Sober follow (Feb).

Secret Service seizes control of the Shadowcrew Web site and arrests 28
people in 8 states and 6 countries. They are charged with conspiracy to
defraud the US. Nicolas Jacobsen, is charged with hacking into a T-Mobile
computer system, exposing documents the Secret Service had e-mailed to
anagent. (Operation Firewall, Oct)

CERT stops tracking number of security incidents.

US CAN-SPAM act passed to prosecute spammers. Jeremy Jaynes & Jessica
DeGroot first to be convicted under CAN-SPAM act (Jaynes sentenced to 9
years). (Nov)

2005

Netcraft survey estimates more than 60M web sites online.

Paris Hilton’s T-Mobile phone is hacked, and photos and celebrity private
phone numbers posted on Web (Feb).

Choicepoint acknowledges that thieves posing as legitimate businessmen
accessed 145K consumer records, including credit reports and Social
Security Numbers. (Feb)

Bank of Americahas 1.2M names and Social Security numbers stolen (Feb).

Juju Jiang sentenced to 27 months for installing keyloggers at Kinkos
locations in NY; used confidential information to access individual bank
accounts (Feb)
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FBI’s e-mail system is hacked (Feb)

Lexis Nexis announces hackers have stolen private information on 32K
people, including Social Service Numbers (SSN’s) and passwords (Mar)

Undisclosed application security issue on Cisco’s site forces global password
reset (Mar)

DSW/Retail Ventures - 100,000 accounts hacked; Boston College — 120,000
accounts hacked (Mar)

BJ’s Wholesale Club - information on 40K credit cards stolen from
outsourcer IBM (Mar).

Keystroke loggers are used in heist at Sumitomo Mitsui Bank in London
almost nets thieves £220M (Mar)

Lexis-Nexis — another 280,000 account passwords compromised (Apr).

Polo Ralph Lauren/HSBC- 108,000 accounts hacked; DSW/Retail Ventures
- 1.3M more accounts hacked (Apr)

Wachovia/Bank of America/PNC Financial Group/ Commerce Bancorp -
insiders hack 670K+ accounts (Hackensack) (Apr)

The Samy worm at MySpace makes everybody Samy’s friend (Apr)

Tel Aviv Magistrate’s Court remanded several people from some of Israel’s
leading commercial companies and private investigators suspected
of commissioning and carrying out industrial espionage against their
competitors, which was carried out by planting Trojan horse software in
their competitors’ computers. (Apr)

CardSystems admits hackers planted virus and accessed 14M credit card
numbers (potentially 40M); company folds (Jun)

Boston College - 120K accounts hacked (Mar); Tufts University - 106K
accounts hacked (Mar); University of Hawaii — insider compromises 150K
accounts (Jun); University of Connecticut - 72K accounts hacked (Jun);
University of Southern California - 270K accounts hacked (Jul); University
of Utah - 100K accounts hacked (Aug).

Allan Carlson convicted of computer and identity fraud, sentenced to

48 months; spoofed e-mails complaining about poor performance of
Philadelphia Phillies (Jul)
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Canada’s ‘Prince of Pot, Marc Emery, isarrested on a US indictment charging
him with selling millions of dollars worth of marijuana seeds over the
Internet to customers throughout the US (Jul)

US Air Force - 33,300 accounts hacked (Aug)
Zotob worm attacks Windows 2000 computers (Aug)

Microsoft wins $7M settlement against Spam king Scott Richter, plus
promise to stop future spamming (Aug)

Insufficient authorization on Verizon’s MyAccount feature allows users to
view each other’s information (Aug).

3,800 customer credit-card numbers stolen in attack on Guidance Software
web site (Nov)

Janus Mutual Fund uses predictable identifier to authenticate its share
holders, enabling them to vote for others (Dec).

Breaches at Sam’s Club, OfficeMax and an unnamed ATM network result in
an increase of debit card fraud.

Chinese cyber-espionage ring code-named ‘Titan Rain’ hacks into US
military bases, defense contractors and aerospace companies.

Equifax and TransUnion, Canada’s main credit bureaux, receive an average
0f 1,600 calls / month regarding the theft of financial or credit information.

Information warehousing companies (Choicepoint, Lexis Nexis,
CardSystems, Equifax, TransUnion) are popular targets since they possess
volumes of information on private individuals.

PhoneBusters reports 11K+ Identity Theft complaints in Canada, and total
losses of $8.5M, making this the fastest growing form of consumer fraud in
North America.

2006

Hackers break into Department of Homeland Security computers, install
malware, and transfer files to a remote Chinese-language Web site; Unisys
(the contractor) charged with covering up the intrusion.

HP Chair Patricia Dunn uses pretexting to obtain home phone records of
board of directors. (Sep)

Bulk e-mailer Scott Levine of Snipermail.com gets 8 year prison sentence
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for stealing more than 1B personal records from Acxiom, a data repository
company (backin’05).

Private information of Canadian gun owners exposed on Canadian Federal
Gun Registry (Mar).

Stolen Boeing laptop exposes personal information on 3.6K employees
(Apr).

Ohio University alumni relations server compromised and 137K SSN’s
stolen (April); separate hacks in May lead to further thefts.

Westjet settles with Air Canadafor $15.5M, concludingalawsuit Air Canada
filed in 2004 accusing its rival of illegally accessing confidential data from an
employee website (May).

US Dept. of Veterans’ Affairs information stolen from employee’s home
(28M identities stored on laptop) (May); an additional 2.1M added to list in
June; laptop recovered in June; FBI claims no data stolen.

Personal information of Humana Medicare customers compromised when
insurance company employee called up the data through a hotel computer
and then failed to delete the file (17K) (June).

Hackers access credit card and other personal information of customers
who purchased DSL equipment from AT&T’s online store (20K) (Aug).

Hacker accesses Linden Lab’s Second Life database and steals unencrypted
account names, real life names and contact information, and encrypted
passwords and payment data. Second Life is a 3-D virtual world. (Sept).

Hackers seize control of 78 BC government computers for two months
before being detected. They loade porn movies on to the computers, using
the government’s network as part of a pay-for-porn business. (Feb)

Fedex exposes 8.5K W2 employee tax forms (Feb).

Abank machine in Virginia Beach is reprogrammed to dispense $20 bills in place
of $5bills. The machine was left this way for 9 days before someone mentioned the
discrepancy to the store clerk. (Aug)

Alabama nuclear power plant shut down due to excessive network traffic
(Aug)

According to a Gartner study, the 1.5M Americans were victims of Identity
Theft in 2006 victim. Every minute 28%: people become victims, or a new
victim approx. every 2 seconds.
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2007

Retailer TJMaxx (Winners, Homesense) notifies consumers that server
breaches between July 2005 and January 2007 had exposed personal data
(45M+ debit and credit cards, $180M direct cost so far) (Jan).

Payment services firm MoneyGram notifies consumers that server breaches
exposed personal data (80K) (Jan).

Nokia Canada Web Site defaced using an XSS attack (Jan).

A priority code used to get a free platinum pass to MacWorld was validated
on the client, enabling anyone get free passes (Jan) (A similar hack works in
2008).

Online payment services firm E-Gold charged with money-laundering
(Apr) (convicted in 2008)

AG’s from several US States demand that NewsCorp’s social networking site
MySpace provide list of sex offenders who have registered at the site (May).

The Chinese government and military are accused of hacking other
nations’ networks, including US pentagon networks, and German and UK
government computers.

DoS attacks are launched against various government websites in Estonia,
including the country’s police, Min. of Finance and parliament (May).

Oraclefileslawsuitagainst SAP, charging that the company’s TomorrowNow
subsidiary had inappropriately downloaded software patches and
documents from Oracle’s online support service (Mar).

Monster.com and other job sites are hacked and resume information stolen
(Aug).

Hackers post sensitive information on 1.2K e-Bay users to forum for
preventing fraud on the auction site (Sep)

TD Ameritrade announces that a compromised company computer had
leaked the e-mail addresses of all its 6.3M customers from July 2006 (used
for pump and dump spam). E*Trade suffers from similar attack (Sep).

US Secret Service arrest security consultant Max Ray Butler (‘Max Vision’)
for managing an identity theft ring on the online credit-counterfeiting
forum, CardersMarket (Sep)

A known vulnerability in the helpdesk software used by hosting provider
Layered Technologies results in information leakage, including names,
addresses, phone numbers and email addresses of up to 6,000 of the
company’s clients (Sep).
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A hacker exploits aleftover admin function on eBay to block users and close
sales (Oct).

The Storm Worm (a bot program first spotted in Jan), continues to spread
spam, promote pump&dump schemes; hides bot computers with DNS
fluxing, launches DoS attacks against machines probing its bots.

Russian Business Network (RBN) offers bulletproof hosting, allowing sites
which host illegal content to stay online despite legal takedown attempts.
Sept’s attack on Bank of India, various MPack attacks use RBN services.
(Oct)

A flaw in Passport Canada’s website allows access to the personal information -
social insurance numbers, dates of birth and driver’s licence numbers - of other
people applying for new passports (Nov).

Infamous Russian malware gang RBN use SQL injection to penetrate US
government sites (Nov).

A vulnerability in WordPress allows spammers to penetrate Al Gore’s web
site, modify pages, and post spam comments (Nov)

John Schiefer (LA) admits to using botnets to illegally install software on
at least 250K machines and steal the online banking identities of Windows
users. (Dec)

8
FTC settles with “Life is Good” (www.lifeisgood.com), which exposed
credit card information due to SQL Injection flaw (Jan)

Login page of Italian bank (Banca Fideuram) replaced using XSS (Jan)
RIAA website DoSed, then defaced, using SQL Injection&XSS (Jan)

CSRF used to hack a Korean e-commerce site (Auction.co.kr) and steal
information on 18M users (Feb)

MySpace and FaceBook private pictures exposed on-line using URL
manipulation (Jan & Mar)

Hackers steal 4.2M card numbers of Hannaford shoppers, resulting in over
2000 fraud cases (Mar)

SQL and iFrame Injection are used to add Javascript code to websites
which then download viruses and other malware from hacker sites when
browsed. Search Engine Optimization (SEO) techniques result in infected
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pages being placed high on Googles’ search results. Affected sites number in
excess of 200K. (Mar)

Just before the Pennsylvania Democratic Primary, XSS is used to redirect
users of Barack Obama’s website to Hillary Clinton’s (Apr)

US Federal prosecutors charge parent who allegedly badgered a girl to
suicide on MySpace with three counts of computer crime (conspiracy and
hacking) (May)

Radio Free Europe hit by DDoS attack (May)
Online payment service E-Gold pleads guilty to money laundering (Jul)

Canadian Teachers Federation proposes adding Cyber-Bullying to
Canadian Criminal Code (Jul)

Canadian porn site SlickCash pays $500K to Facebook after it tried to gain
unauthorized access to Facebook’s friend-finder functionality back in June
2007 (Jul)

Terry Childs, San Francisco City network admin, refuses to give out
passwords, locking other admins out of network (Jul).
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INTERNET USERS 3,046,847,078
INTERNET USERS IN THE WORLD

Internet Users in the World
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Around 40% of the world population has an internet connection today (view
all on a page ). In 1995, it was less than 1%. The number of internet users has
increased tenfold from 1999 to 2013. The first billion was reached in 2005. The
second billion in 2010. The third billion in 2014. The chart and table below show

the number of global internet users per year since 1993:
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Penetration

(]ﬁ;rl) Internet Users GLrJ(ssvtrSh World Population P(g)rl(l)l‘i:}? " (% Ionftzi)gé:;rith
2014* 2,925,249,355 7.9% 7,243,784,121 1.14% 40.4%
2013 2,712,239,573 8.0% 7,162,119,430 1.16% 37.9%
2012 2,511,615,523 10.5% 7,080,072,420 1.17% 35.5%
2011 2,272,463,038 11.7% 6,997,998,760 1.18% 32.5%
2010 2,034,259,368 16.1% 6,916,183,480 1.19% 29.4%
2009 1,752,333,178 12.2% 6,834,721,930 1.20% 25.6%
2008 1,562,067,594 13.8% 6,753,649,230 1.21% 23.1%
2007 1,373,040,542 18.6% 6,673,105,940 1.21% 20.6%
2006 1,157,500,065 12.4% 6,593,227,980 1.21% 17.6%
2005 1,029,717,906 13.1% 6,514,094,610 1.22% 15.8%
2004 910,060,180 16.9% 6,435,705,600 1.22% 14.1%
2003 778,555,680 17.5% 6,357,991,750 1.23% 12.2%
2002 662,663,600 32.4% 6,280,853,820 1.24% 10.6%
2001 500,609,240 21.1% 6,204,147,030 1.25% 8.1%
2000 413,425,190 47.2% 6,127,700,430 1.26% 6.7%
1999 280,866,670 49.4% 6,051,478,010 1.27% 4.6%
1998 188,023,930 55.7% 5,975,303,660 1.30% 3.1%
1997 120,758,310 56.0% 5,898,688,340 1.33% 2.0%
1996 77,433,860 72.7% 5,821,016,750 1.38% 1.3%
1995 44,838,900 76.2% 5,741,822,410 1.43% 0.8%
1994 25,454,590 79.7% 5,661,086,350 1.47% 0.4%
1993 14,161,570 5,578,865,110 0.3%
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INTERNET USERS BY REGION

Asia
B Americas (North and South)
M Europe
M Africa
M Oceania

INTERNET USERS BY COUNTRY

In 2014, nearly 75% (2.1 billion) of all internet users in the world (2.8 billion)
live in the top 20 countries.

The remaining 25% (0.7 billion) is distributed among the other 178 countries,
each representing less than 1% of total users.

China, the country with most users (642 million in 2014), represents nearly 22%
of total, and has more users than the next three countries combined (United
States, India, and Japan). Among the top 20 countries, India is the one with the
lowest penetration: 19% and the highest yearly growth rate. At the opposite
end of the range, United States, Germany, France, UK., and Canada have the
highest penetration: over 80% of population in these countries has an internet
connection.
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LIST OF COUNTRIES BY INTERNET USAGE (2014)

~ Gioba opporunities | % V) 2 ol Sl Veutube % @ numberof Incemet Users x QESSEn R

<« C [ 13 wwwinternetlivestats.com/infernet-users ol =

List of Countries by Internet Usage (2014)

Show 1 v|entries

1 Year
Rank'  Country Intemet Users Growth
%

Ching 641,601,070 4% 24,021,070 1,393,783,836 0.59% 46.03% 19.24% 21.97%
United States 279,834,232 7%  17.754.869 322,583,006 0.79% 86.75% 4.45% 9.58%

India 243,198,922 14% 29,859,598 1,267,401,843 1.22% 19.19% 17.50% 8.33%

Brazil 107,822,831 7% 6,884,333 202,033,670 0.83% 53.37% 2.79% 3.69%

Russia 84,437,793 10% 7,494,536 142,467,651 -0.26% 59.27% 1.97% 2.89%

1
2
3
4 Japan 109,252,912 8% 7.668,535 126,999,808 -0.11% 86.03% 1.75% 3.74%
B
6
7 Germany 71,727,551 2% 1,525,829 82,652,256 -0.09% 86.78% 114% 2.46%
8 Nigerla 67,101,452 16% 9,365,590 178,516,904 2.82% 37.59% 2.46% 2.30%
9 United Kingdom 57,075,876 3% 1,574,653 /3,489,734 0.56% 29.90% 0.88% 1.95%

10 France 55,429,382 3% 1,521,369 64,641,273 0.54% 85.75% 0.89% 1.90%

showing 1to 10 of 198 entries Previous 1 2 3 4 5 20 Next

View Full Table

Internet Live Stat

Flaharation of data by Inf Assorintion of india (IAMAI), World Rank.

July 12014 Estimat,
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DEFINITIONS:
USER

An individual who has access to the Internet at home. This indicator does not
record use, or frequency of use, but only access. In order to have access, the
hardware equipment must be in working conditions, the Internet subscription
servicemustbeactive,and theindividualhousehold member musthaveaccessto
itatany time (there mustbe no barriers preventing the individual from using the
Internet). The hardware equipment may or may not be owned by the household.
There are no age limits (minimum or maximum), so an Internet user can be of
any age. There can be multiple devices and services within the household. The
datais collected through annual household surveys administered by individual
countries based on ITU guidelines.[1] The United Nations Statistics Division
has recommended collection of data on households accessing the Internet also
outside of home [2], but this is not a Core ICT Indicator. [3] An “Internet User”
is therefore defined as an individual who can access the Internet, via computer
or mobile device, within the home where the individual lives.

INTERNET

A world-wide computer network that can be accessed via a computer, mobile
telephone, PDA, games machine, digital TV, etc. The Internet access service
can be provided through a fixed (wired) or mobile network: analogue dial-
up modem via standard telephone line, ISDN (Integrated Services Digital
Network), DSL (Digital Subscriber Line) or ADSL, Cable modem, High speed
leased lines, Fiber, Powerline, Satellite broadband network, WiMAX, Fixed
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CDMA, Mobile broadband network (3G, e.g. UMTYS) via a handset or card,
Integrated SIM card in a computer, or USB modem.

SOURCES

Current internet user population estimates are delivered by Worldometers’ RTS
algorithm, which processes data elaborated through statistical analysis after
being collected from the following sources:

International Telecommunication Union (ITU) - United Nations specialized
agency for information and communication technologies and the official
source for global ICT statistics The World in 2014: ICT Facts and Figures - ITU
Measuring the Information Society - ITU MIS Report 2013 Internet Users
Data - World Bank Group The World Factbook: Internet Users - U.S. Central
Intelligence Agency United Nations Population Division - U.N. Department of

Economic and Social Affairs.

REFERENCES

1- Manual for Measuring ICT Access and Use by Households and Individuals,
2014. International Telecommunication Union (ITU).

2- 2010 World Population and Housing Census Programme. United Nations
Statistics Division (UNSD)

3- CoreICT Indicators 2010. International Telecommunication Union (ITU).

1 China 641,601,070 | 4% | 24,021,070 {1,393,783,836| 0.59% | 46.03% |19.24% | 21.97%
2 United States 279,834,232 | 7% | 17,754,869 | 322,583,006 | 0.79% | 86.75% | 4.45% | 9.58%
3 India 243,198,922 | 14% | 29,859,598 [1,267,401,849| 1.22% | 19.19% |17.50% | 8.33%
4 Japan 109,252,912 | 8% | 7,668,535 | 126,999,808 |-0.11%|86.03% | 1.75% | 3.74%
5 Brazil 107,822,831 | 7% | 6,884,333 | 202,033,670 | 0.83% | 53.37% | 2.79% | 3.69%
6 Russia 84,437,793 | 10% | 7,494,536 | 142,467,651 |-0.26% | 59.27% | 1.97% | 2.89%
7 Germany 71,727,551 | 2% | 1,525,829 | 82,652,256 |-0.09% |86.78% | 1.14% | 2.46%
8 Nigeria 67,101,452 | 16% | 9,365,590 | 178,516,904 |2.82% |37.59% | 2.46% | 2.30%
9 | United Kingdom | 57,075,826 | 3% | 1,574,653 | 63,489,234 |0.56% | 89.90% | 0.88% | 1.95%
10 France 55429382 | 3% | 1,521,369 | 64,641,279 |0.54% |85.75% | 0.89% | 1.90%
11 Mexico 50,923,060 | 7% | 3,423,153 | 123,799,215 | 1.20% |41.13% | 1.711% | 1.74%
12 South Korea 45314248 | 8% | 3,440,213 | 49,512,026 |0.51% |91.52% | 0.68% | 1.55%
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13 Indonesia 42,258,824 | 9% | 3,468,057 | 252,812,245 | 1.18% | 16.72% | 3.49% | 1.45%
14 Egypt 40,311,562 | 10% | 3,748,271 | 83,386,739 | 1.62% |48.34% | 1.15% | 1.38%
15 Viet Nam 39,772,424 | 9% | 3,180,007 | 92,547,959 |0.95% |42.97% | 1.28% | 1.36%
16 Philippines 39,470,845 | 10% | 3,435,654 | 100,096,496 | 1.73% |39.43% | 1.38% | 1.35%
17 Italy 36,593,969 | 2% | 857,489 | 61,070,224 | 0.13% |59.92% | 0.84% | 1.25%
18 Turkey 35,358,888 | 3% | 1,195,610 | 75,837,020 | 1.21% |46.62% | 1.05% | 1.21%
19 Spain 35010273 | 3% | 876,986 | 47,066,402 |0.30% |74.38% | 0.65% | 1.20%
20 Canada 33,000,381 | 7% | 2,150,061 | 35524,732 |0.98% |92.89% | 0.49% | 1.13%
21 Poland 25,666,238 | 2% | 571,136 38,220,543 | 0.01% | 67.15% | 0.53% | 0.88%
22 Colombia 25,660,725 | 7% | 1,739,108 | 48,929,706 |1.26% |52.44% | 0.68% | 0.88%
23 Argentina 24973,660 | 7% | 1,600,722 | 41,803,125 |0.86% |59.74% | 0.58% | 0.86%
24 South Africa 24909854 | 14% | 3,022,362 | 53,139,528 | 0.69% |46.88% | 0.73% | 0.85%
25 Iran 22,200,708 | 9% | 1,850,445 | 78,470,222 | 1.32% |28.29% | 1.08% | 0.76%
26 Australia 21,176,595 | 9% | 1,748,054 | 23,630,169 | 1.23% | 89.62% | 0.33% | 0.73%
27 Morocco 20,207,154 | 10% | 1,851,335 | 33,492,909 |1.47% |60.33% | 0.46% | 0.69%
28 Pakistan 20,073,929 | 9% | 1,731,250 | 185,132,926 | 1.64% | 10.84% | 2.56% | 0.69%
29 Thailand 19,386,154 | 8% | 1,438,018 | 67,222,972 |0.32% | 28.84% | 0.93% | 0.66%
30 Saudi Arabia 17,397,179 | 11% | 1,656,942 | 29,369,428 | 1.88% |59.24% | 0.41% | 0.60%
31 Madagascar 17,321,756 | 16% | 2,417,590 | 23,571,962 |2.82% |73.48% | 0.33% | 0.59%
32 Ukraine 16,849,008 | 9% | 1,433,455 | 44,941,303 [-0.66%|37.49% | 0.62% | 0.58%
33 Kenya 16,713,319 | 16% | 2,313,820 | 45,545,980 |2.69% |36.70% | 0.63% | 0.57%
34 Netherlands 16,143,879 | 3% | 398,245 16,802,463 | 0.26% | 96.08% | 0.23% | 0.55%
35 Venezuela 14,548,421 | 7% | 1,013,852 | 30,851,343 | 1.47% | 47.16% | 0.43% | 0.50%
36 Peru 12,583,953 | 7% | 857,081 30,769,077 | 1.30% | 40.90% | 0.42% | 0.43%
37 Malawi 12,150,362 | 16% | 1,698,742 | 16,829,144 |2.85% |72.20% | 0.23% | 0.42%
38 Uzbekistan 11,914,665 | 12% | 1,229,670 | 29,324,920 |1.35% |40.63% | 0.40% | 0.41%
39 Mali 11,862,559 | 16% | 1,678,081 | 15,768,227 |3.05% |75.23% | 0.22% | 0.41%
40 Chile 11,686,746 | 7% | 749,968 17,772,871 | 0.87% | 65.76% | 0.25% | 0.40%
41 Romania 11,178477 | 2% | 218,123 21,640,168 |-0.27% | 51.66% | 0.30% | 0.38%
42 Bangladesh 10,867,567 | 9% | 896,332 | 158,512,570 | 1.22% | 6.86% | 2.19% | 0.37%
43 Kazakhstan 9,850,123 | 11% | 986,929 16,606,878 | 1.01% |59.31% | 0.23% | 0.34%
44 Belgium 9441,116 | 3% | 242233 11,144,420 | 0.36% | 84.72% | 0.15% | 0.32%
45 Sudan 9,307,189 | 15% | 1,242,839 | 38,764,090 |2.11% |24.01% | 0.54% | 0.32%
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United Arab

46 o 8.807.026 | 10% | 774914 | 9445624 | 1.06% |93.24% | 0.13% | 0.30%
47 Sweden 8581261 | 1% | 110,156 | 9.631261 |0.63% |89.10% | 0.13% | 0.29%
48 | CzechRepublic | 8322168 | 3% | 213353 | 10,740468 |0.36% |77.48% | 0.15% | 0.28%
49 Tanzania 7.590,794 | 16% | 1,074,118 | 50757459 |3.05% |14.96% | 0.70% | 0.26%
50 Hungary 7388776 | 2% | 147.846 | 9933173 |-0.22%|74.38% | 0.14% | 0.25%
51 | Switzerland | 7,180,749 | 3% | 227983 | 8.157.896 |0.99% |88.02% | 0.11% | 0.25%
52 Austria 7135168 | 3% | 183.661 | 8526429 |0.37% |83.68% | 0.12% | 0.24%
53 Portugal 7015519 | 2% | 156,800 | 10.610304 |0.02% |66.12% | 0.15% | 0.24%
54 Algeria 6.669.927 | 10% | 633.077 | 39.928.947 | 1.84% |16.70% | 0.55% | 0.23%
55 Uganda 6523949 | 17% | 940,168 | 38,844,624 |3.37% |16.79% | 0.54% | 0.22%
56 Greece 6438325 | 2% | 142859 | 11,128,404 |0.00% |57.85% | 0.15% | 0.22%
57 Ecuador 6,012,003 | 8% | 423777 | 15982551 |1.55% |37.62% | 0.22% | 0.21%
58 Tsrael 5928772 | 3% | 197273 | 7822107 | 1.15% |75.80% | 0.11% | 0.20%
59 Syria 5860788 | 9% | 480524 | 21,986,615 |0.40% |26.66% | 0.30% | 0.20%
60 HO‘;%\IEO“g 5751357 | 9% | 450747 | 7259569 |0.77% |79.22% | 0.10% | 0.20%
61 |  Azerbaijan 5737223 | 11% | 578231 | 9,514,887 | 1.08% [60.30% | 0.13% | 0.20%
62 Denmark 5419113 | 3% | 139859 | 5640,184 | 0.38% [96.08% | 0.08% | 0.19%
63 Ghana 5171993 | 15% | 689264 | 26442178 | 2.08% | 19.56% | 0.37% | 0.18%
64 Finland 5117660 | 3% | 129,157 | 5443497 |0.32% [94.01% | 0.08% | 0.18%
gs | Dominican 5072674 | 7% | 341,197 | 10528954 | 1.20% |48.18% | 0.15% | 0.17%
Republic
66 Tunisia 5053704 | 10% | 446,032 | 11,116,899 | 1.09% |45.46% | 0.15% | 0.17%
67 Norway 4895885 | 2% | 105347 | 5091924 |0.98% |96.15% | 0.07% | 0.17%
68 Belarus 4856969 | 9% | 419,164 | 9307.609 [-0.52%|52.18% | 0.13% | 0.17%
69 Yemen 4778488 | 11% | 473030 | 24.968.508 |2.30% | 19.14% | 0.34% | 0.16%
70 Serbia 4705141 | 2% | 83759 | 9468378 |[-0.44%]49.69% | 0.13% | 0.16%
71 Slovakia 4507849 | 2% | 103037 | 5454154 |0.07% | 82.65% | 0.08% | 0.15%
7 Singapore 4453859 | 10% | 396302 | 5517102 |1.95% | 80.73% | 0.08% | 0.15%
73 Angola 4286821 | 17% | 608233 | 22137261 |3.10% | 19.36% | 0.31% | 0.15%
74 Sti Lanka 4267507 | 9% | 335915 | 21445775 |0.81% | 19.90% | 0.30% | 0.15%
75 | NewZealand | 4162209 | 9% | 85828 | 4551349 |1.01% |91.45% | 0.06% | 0.14%
76 Bulgaria 4083950 | 1% | 59858 | 7.167.998 |0.76% |56.97% | 0.10% | 0.14%
77 Bolivia 3970587 | 8% | 283474 | 10,847,664 | 1.65% |36.60% | 0.15% | 0.14%
78 Ireland 3817491 | 3% | 124,604 | 4677340 | 1.08% |81.62% | 0.06% | 0.13%
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79 Nepal 3411948 | 9% | 279504 | 28,120,740 | 1.16% | 12.13% | 0.39% | 0.12%
80 Jordan 3375307 | 12% | 359976 | 7504812 |3.18% [44.98% | 0.10% | 0.12%
81 Lebanon 3336517 | 12% | 350316 | 4965914 |2.99% |67.19% | 0.07% | 0.11%
82 Senegal 3094190 | 16% | 448824 | 14,548,171 |2.94% |21.96% | 0.20% | 0.11%
83 Cuba 3,090,796 | 6% | 171379 | 11258597 |-0.06% |27.45% | 0.16% | 0.11%
84 Kuwait 3022010 | 12% | 325256 | 3479371 |3.29% |86.86% | 0.05% | 0.10%
85 |  Zimbabwe 2852757 | 17% | 406610 | 14599325 |3.18% |19.54% | 0.20% | 0.10%
86 Croatia 2780534 | 2% | 50350 | 4272044 |-0.41%)65.09% | 0.06% | 0.10%
87 |  Guatemala 2716781 | 9% | 215550 | 15850714 |2.53% |17.13% | 0.22% | 0.09%
88 TIraq 2707928 | 12% | 284010 | 34768761 |2.97% | 7.79% | 0.48% | 0.09%
89 Oman 2584316 | 17% | 380,679 | 3926492 |8.10% |65.82% | 0.05% | 0.09%
90 Heg‘i‘::jm 2582502 | 2% | 54197 | 3824746 [-0.12%|67.52% | 0.05% | 0.09%
91 Costa Rica 2511139 | 7% | 172205 | 4937755 | 135% |50.86% | 0.07% | 0.09%
9 Zambia 2313013 | 17% | 332362 | 15021002 |3.32% | 15.40% | 0.21% | 0.08%
93 Qatar 2191866 | 13% | 259980 | 2267.916 |4.58% [96.65% | 0.03% | 0.08%
94 Georgia 2188311 | 10% | 191,034 | 4322842 [-0.42%|50.62% | 0.06% | 0.07%
95 Lithuania 2113393 | 2% | 40877 | 3008287 [-0.29%|70.25% | 0.04% | 0.07%
9 | PuertoRico | 2027549 | 6% | 111,168 | 3,683,601 |-0.13%]55.04% | 0.05% | 0.07%
97 Uruguay 2017280 | 6% | 119523 | 3418694 |0.34% |59.01% | 0.05% | 0.07%
98 Paraguay 2005278 | 8% | 143917 | 6917579 |1.69% |28.99% | 0.10% | 0.07%
99 Panama 1,899,892 | 8% | 134718 | 3926017 |1.60% |48.39% | 0.05% | 0.07%
100 | Afghanistan | 1856781 |10% | 172462 | 31280518 |239% | 5.94% | 0.43% | 0.06%
101 Albania 1798686 | 3% | 46550 | 3.185413 |038% |56.47% | 0.04% | 0.06%
102 | ElSalvador 1742832 | 7% | 108823 | 6383752 |0.68% |27.30% | 0.09% | 0.06%
103 Ethiopia 1,636,099 | 16% | 224689 | 96,506,031 |2.56% | 1.70% | 1.33% | 0.06%
104 | Honduras 1602558 | 8% | 119664 | 8260749 |2.01% | 19.40% | 0.11% | 0.05%
105 Latvia 1560452 | 2% | 27686 | 2041111 |-0.45%]|76.45% | 0.03% | 0.05%
106 Moldova 1550925 | 2% | 23042 | 3461380 |-0.74%|44.81% | 0.05% | 0.05%
107 Slovenia 1501039 | 2% | 35794 | 2075592 |0.17% |72.32% | 0.03% | 0.05%
108 | Cameroon 1486815 | 16% | 203954 | 22818632 |2.54% | 6.52% | 0.32% | 0.05%
109 | Mozambique | 1467.687 |16% | 200551 | 26472977 |2.47% | 5.54% | 0.37% | 0.05%
110 Jamaica 1303381 | 7% | 85107 | 2,798,837 |0.54% |49.78% | 0.04% | 0.05%
111 Libya 1362604 | 9% | 117091 | 6253452 |0.84% |21.79% | 0.09% | 0.05%
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112 | Kyrgyzstan 1359416 | 12% | 140850 | 5625015 |1.40% |24.17% | 0.08% | 0.05%
113 | Tajikistan 1357400 | 13% | 153,157 | 8408947 |245% |16.14% | 0.12% | 0.05%
114 Armenia 1,300,013 | 10% | 121362 | 2983990 |0.25% |43.57% | 0.04% | 0.04%
115 Bahrain 1297500 | 9% | 112,188 | 1344111 |0.90% |96.53% | 0.02% | 0.04%
116 Haiti 1217505 | 7% | 84040 | 10461409 | 1.40% | 11.64% | 0.14% | 0.04%
117 Rwanda 1110043 | 16% | 154226 | 12,100,049 |2.75% | 9.17% | 0.17% | 0.04%
118 Estonia L047772 | 2% | 20433 | 1283771 |-027%|81.62% | 0.02% | 0.04%
119 | Nicaragua 891675 | 7% | 62082 | 6169269 |1.46% |14.45% | 0.09% | 0.03%
1 | Trimidadand 856,544 | 6% | 49854 | 1344235 |023% |63.72% | 0.02% | 0.03%
Tobago
121 | Cambodia 828317 | 10% | 72646 | 15408270 | 1.80% | 5.38% | 0.21% | 0.03%
122 | Burkina Faso 741888 | 16% | 103,792 | 17419.615 |2.86% | 4.26% | 0.24% | 0.03%
123 Cyprus 726663 | 3% | 23426 | 1,153,058 |1.04% |63.02% | 0.02% | 0.02%
124 Malaysia 675074 | 9% | 57875 | 30,187.896 | 1.58% | 2.24% | 0.42% | 0.02%
125 | Myanmar 624991 | 9% | 49496 | 53718958 |0.86% | 1.16% | 0.74% | 0.02%
126 | Cote dIvoire 565874 | 16% | 76995 | 20,804,774 |241% | 2.72% | 0.29% | 0.02%
127 |  Mongolia 514254 | 9% | 43,655 | 2881415 |149% | 17.85% | 0.04% | 0.02%
128 | Luxembourg 51,177 | 3% | 17232 | 536761 | 1.20% | 95.05% | 0.01% | 0.02%
129 Benin 460232 [ 16% | 63660 | 10,599,510 |2.67% | 4.34% | 0.15% | 0.02%
130 | Mauritania 455553 | 16% | 62,084 | 3984457 |243% |11.43% | 0.06% | 0.02%
131 | Turkmenistan | 424,855 | 11% | 43584 | 5307171 |128% | 8.01% | 0.07% | 0.01%
132 | Montenegro 364978 | 2% | 8,176 621,542 | 0.03% | 58.72% | 0.01% | 0.01%
133 Namibia 7414 | 15% | 45898 | 2347988 | 1.94% | 14.80% | 0.03% | 0.01%
134 Fiji 325717 | 8% | 25238 887,027 | 0.68% |36.72% | 0.01% | 0.01%
135 Iceland 21475 | 1% | 4133 333,135 | 1.09% | 96.50% | 0.00% | 0.01%
136 Togo 319822 | 16% | 44001 | 6993244 |2.59% | 4.57% | 0.10% | 0.01%
137 Chad 317,197 | 16% | 44763 | 13211,146 |3.01% | 2.40% | 0.18% | 0.01%
138 | Martinique 303302 | 6% | 17720 | 404705 | 0.25% |74.94% | 0.01% | 0.01%
139 | Swaziland 301211 | 15% | 38548 | 1267704 | 1.46% |23.76% | 0.02% | 0.01%
140 Niger 298310 | 17% | 44407 | 18,534,802 |3.95% | 1.61% | 0.26% | 0.01%
141 Guyana 295200 | 6% | 17,951 803,677 | 0.51% | 36.73% | 0.01% | 0.01%
142 Bahamas 293875 | 7% | 20236 | 382571 | 138% |76.82% | 0.01% | 0.01%
143 Brunei 277589 | 9% | 23078 | 423205 |130% |65.59% | 0.01% | 0.01%
144 Gambia 71711 | 17% | 38837 | 1908954 |3.23% | 14.23% | 0.03% | 0.01%
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145 | Botswana 268,038 | 14% | 32920 | 20385587 |0.86% | 13.15% | 0.03% | 0.01%
146 Barbados 224588 | 6% | 13639 | 286066 |0.50% |78.51% | 0.00% | 0.01%
147 Bhutan 21896 | 9% | 18079 | 765552 | 1.54% |27.68% | 0.01% | 0.01%
148 Guinea 205,194 | 16% | 28,158 | 12,043,898 |2.54% | 1.70% | 0.17% | 0.01%
149 | Suriname 201963 | 7% | 12,947 543925 | 0.86% | 37.13% | 0.01% | 0.01%
150 | Cape Verde 200060 | 14% | 24729 | 503637 | 0.95% |39.72% | 0.01% | 0.01%
151 Liberia 190731 | 16% | 25933 | 4396873 |2.39% | 434% | 0.06% | 0.01%
152 Pag?l?nfgw 187284 | 10% | 16945 | 7.476,108 |2.12% | 2.51% | 0.10% | 0.01%
153 Malta 173003 | 3% | 4282 430,146 | 0.27% | 40.22% | 0.01% | 0.01%
154 Gabon 168592 | 16% | 22886 | 1711294 |237% | 9.85% | 0.02% | 0.01%
155 | New Caledonia | 163997 | 9% | 13634 | 259.824 |130% |63.12% | 0.00% | 0.01%
156 Somalia 163,185 | 12% | 17090 | 10,805,651 |2.95% | 1.51% | 0.15% | 0.01%
157 | Central African [0 o0 [ isar | 21436 | 4709203 [ 2019 | 343% | 0.07% | 0.01%
Republic
158 Pilrjﬁzga 161,025 | 9% | 13077 279835 | 1.09% | 57.54% | 0.00% | 0.01%
159 Burundi 146219 | 17% | 20808 | 10482752 |3.15% | 139% | 0.14% | 0.01%
160 E‘é‘:lait:er;al 124035 | 16% | 17,267 778,061 | 2.78% | 15.94% | 0.01% | 0.00%
161 Guam 112,19 | 9% | 9499 167,546 | 1.47% | 66.96% | 0.00% | 0.00%
162 Lesotho 110,065 | 14% | 13758 | 2097511 |111% | 525% | 0.03% | 0.00%
163 Mayotte 107940 | 16% | 14921 228070 | 2.66% |47.33% | 0.00% | 0.00%
164 | Sierra Leone 92023 | 15% | 12023 | 6205382 | 1.86% | 1.49% | 0.09% | 0.00%
165 Belize 90939 | 8% | 7,081 330,758 | 2.37% | 26.77% | 0.00% | 0.00%
166 Congo 87,559 | 16% | 11980 | 4.558.594 |2.49% | 1.92% | 0.06% | 0.00%
167 Aruba 81945 | 6% | 4981 103431 | 0.51% | 79.23% | 0.00% | 0.00%
16y | Antiguaand 81,545 | 7% | 5347 90903 | 1.02% | 89.71% | 0.00% | 0.00%
Barbuda
169 Djibouti 80378 | 10% | 7410 886313 | 1.53% | 9.07% | 0.01% | 0.00%
170 | Mauritius 76681 | 13% | 9098 | 1249151 |038% | 6.14% | 0.02% | 0.00%
171 Andorra 71575 | 3% | 240 80,153 | 1.18% | 89.30% | 0.00% | 0.00%
172 Bermuda 63987 | 6% | 3,696 65461 | 0.18% | 97.75% | 0.00% | 0.00%
173 Eritrea 59784 | 17% | 8535 | 6536176 |3.21% | 0.91% | 0.09% | 0.00%
174 | Guinea-Bissau | 57764 | 16% | 7875 | 1745798 |2.44% | 3.31% | 0.02% | 0.00%
175 | Seychelles 50220 | 14% | 6,012 93306 | 0.50% | 53.82% | 0.00% | 0.00%
176 Comoros 930 | 11%| 4919 752438 | 2.38% | 6.55% | 0.01% | 0.00%
177 | Sac Tomeand 48806 | 16% | 6,693 197,882 | 2.53% | 24.66% | 0.00% | 0.00%

Principe
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178 Grenada 47903 | 6% | 2857 106303 | 0.38% | 45.06% | 0.00% | 0.00%
179 | Caymanlslands | 47,003 | 7% | 3227 59226 | 135% | 79.36% | 0.00% | 0.00%
180 | SolomonIslands | 43,623 | 10% | 3931 572,865 | 2.07% | 7.61% | 0.01% | 0.00%
181 | Faeroelslands | 43605 | 2% | 958 49460 |-0.02%) 88.16% | 0.00% | 0.00%
182 |  Dominica 0735 | 6% | 2583 72341 | 047% | 59.07% | 0.00% | 0.00%
183 Tonga 40131 | 8% | 3021 105782 | 0.44% | 37.94% | 0.00% | 0.00%
184 |  Greenland 9717 | 6% | 2342 57164 | 031% | 69.48% | 0.00% | 0.00%
185 | Liechtenstein 34356 | 3% | 1,004 37,194 | 0.73% | 92.37% | 0.00% | 0.00%
186 Monaco 4214 | 3% | 964 38,066 | 0.62% | 89.88% | 0.00% | 0.00%
187 Vanuatu 29791 | 10% | 2,716 258301 | 2.19% | 11.53% | 0.00% | 0.00%
188 | Micronesia 29370 | 8% | 2185 103.903 | 0.34% | 28.27% | 0.00% | 0.00%
189 Samoa 26977 | 8% | 2112 191831 | 0.77% | 14.06% | 0.00% | 0.00%
190 | Maldives 16645 | 10% | 1474 351572 | 190% | 4.73% | 0.00% | 0.00%
191 |  San Marino 16631 | 3% | 466 3637 | 0.60% | 52.57% | 0.00% | 0.00%
192 Kiribati 12156 | 9% | 1,039 103942 | 1.55% | 11.70% | 0.00% | 0.00%
193 | Timor-Leste 11472 | 10% | 998 1152439 | 1.73% | 1.00% | 0.02% | 0.00%
194 I\iﬁ;?;ﬁs 10233 | 8% | 769 19,525 | 2.06% | 52.41% | 0.00% | 0.00%
195 Tuvalu 3768 | 8% | 275 9.894 | 0.18% | 38.09% | 0.00% | 0.00%
196 | Cook Islands 1378 | 8% | 105 20732 |0.50% | 6.65% | 0.00% | 0.00%
197 | Marshall Islands | 1246 | 8% 92 52772 026% | 2.36% | 0.00% | 0.00%
198 Niue 617 5% 28 1307 |-2.75% | 47.20% | 0.00% | 0.00%
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Source; Internet lre stats |www intemetlivestaty com).

Elaboration of data by internaticnal telecommunication unian (ITU], United naticns Population Division mtemet & Mobie Association y indi (LAMAI July Fstimate
‘World Bank

internet Ler = Individual, at any age who can acoess the intermet home by device type (| Computer or Mobile | and connection.

Internet livie stats has been cited by The official world wide web annssersary site world wed consorbum [wlc)
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68%0,7 48(5<

$// EORJ SKS (FRPPHUFH KWWS ZZZ JR JXOI FRP EORJ FDWHJRU\ HFRPPHUFH
,QWHUQHW KWWS 777 JR

JXOI FRP EORJ FDWHJRU\ LQWHUQHW ,QWHUYLHZV KWWS ZZZ JR JXOI FRP EORJ
FDWHIRU\ LQWHUYLHZV ,QWUDQHW KWWS 777 JR

JXOI FRP EORJ FDWHJRU\ LQWUDQHW EORJ 6(2 6(0 KWWS ZZZ JR JXOI FRP EORJ
FDWHIJRU\ VHR VHP 6RFLDO OHGLD KWWS ZZ7 JR

JXOI FRP EORJ FDWHJRU\ VRFLDO PHGLD :HE ‘HVLIQ KWWS ZZZ JR JXOI FRP EORJ
FDWHIJRU\ ZHE GHVLIQ

Po/2*

/LNH

0%$<

&\EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ KWWS ZZZ JR JXOI FRP
EORJ F\EHU FULPH

&\EHU &ULPHV DUH JURZLQJ DQG E\ WKH JOREDO &\EHU 6HFXULW\ PDUNHW LV
H[SHFWHG WR VN\URENHW WR

ELOOLRQ 7KH HVWLPDWHG DQQXDO FRVW RYHU JOREDO F\EHU FULPH LV ELOOLRQ
&KHEN RXW RXU

LQIRJUDSKLF WR NQRZ WKH ODWHVW VWDWLVWLFV DQG WUHQGV RI &\EHU
&ULPH LQGXVWU\

7ZHHW H\ZRUG

5(&(17 32676

0’ 3URSHUWLHYV :LQ 7RS $ZDUG

3%HVW SHDO (VWDWH $JHQF\ 4DWDU

$ZDUG" KWWS ZZ7 JR

JXOI FRP EORJ PG SURSHUWLHYV ZLQ

WRS DZDUG EHVW UHDO HVWDWH

DJHQF\ TDWDU DZDUG

+RZ 0XFK ‘R 6PDUWSKRQHV

&RVW 6WDWLVWLFV DQG 7UHQGV

KWWS Z77 JR

JXOI FRP EORJ VPDUWSKRQHV FRVW

THVWLQJ \RXU UHVSRQVLYH ZHE

GHVLIQ ZLWK *RRJOH DQDO\WLFV

KWWS Z77 JR

JXOI FRP EORJ] WHVWLQJ UHVSRQVLYH

ZHE GHVLIJQ

,QWHUYLHZ :LWK )RXQGHUV RI

OLGGOH (DVW 6WDUW 8S :HSXO

KWWS Z77 JR

JXOI FRP EORJ LQWHUYLHZ ZLWK

IRXQGHUV ZHSXO

OLGGOH (DVW 6WDUWXSV <RX

6KRXOG .QRZ $ERXW

KWWS Z77 JR

JXOI FRP EORJ PLGGOH HDVW

VWDUWXSV \RX VKRXOG NQRZ
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DERXW
KWWS ZZZ IR

JXOI FRP

+20( +773 122 %2 #81) &20 6(59,&(6 +773 ::: *2 #8/) &20 6(59,&(6 3+3
62/87,216 +773 11 *2 *8/) &20 62/87,216 3+3

3257)2/,2 +773 12 ¥2 #8/) &20 3257)2/,2 343

&203$1< +773 ::: 2 #8/) &20 &203$1< 3+3

35,8, 1% &217$&7 +773 ::: 2 #8/) &20 (148,5< 3+3

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

JHDWXUHG ,Q

KWWS ZZZ IR

JXOI FRP EORJ SXEOLFDWLRQV

PHQWLRQHG JR JXOI

6XEVFULEH \RXU HPDLO

(QWHU HPDLO

68%0,7

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

KWWS ZZZ IR JXOI FRP ZS FRQWHQW XSORDGV RFEHU FULPH MSJ
,QIRJUDSKLF E\ *2 *XOI KWWS ZZZ IR JXOI FRP

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

,QGXVWU\

0HGLFDO +HDOWKFDUH

%XVLQHVV

(GXFDWLRQDO

*RYHUQPHQW OLOLWDU\

%DQNLQJ &UHGLW )LQDQFLDO

7R 3XEOLVK WKLV ,PDJH RQ \RXU %ORJ RU :HEVLWH &RS\ WKLV FRGH
D KUHI KWWS ZZZ JR JXOI FRP ZS FRQWHQW XSORDGV F\EHU FULPH MSJ ! LPJ
VUF KWWS ZZZ JR JXOI FRP ZS FRQWHQW XSORDGV FEHU FULPH MSJ DOW &EHU
&ULPH 6WDWLVWLFV

DQG 7UHQGV ZLGWK ! D! EU !

<HDUO\ & EHU &ULPH 9LFWLP &RXQW (VWLPDWH

9LFWLPV SHU \HDU PLOOLRQ

9LFWLPV SHU GD\ 2YHU PLOOLRQ

9LFWLPV SHU VHFRQG

,GHQWLWLHV H[SRVHG ORUH WKDQ PLOOLRQ
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ORUH WKDQ )DFH%RRN DFFRXQWV DUH FRPSURPLVHG HYHU\ GD\
RI VRFLDO QHWZRUN XVHUV KDYH UHSRUWHG WKDW WKHLU SURILOHV KDYH
EHHQ KDFNHG E\ SUHWHQGHUV

LQ VRFLDO QHWZRUN XVHUV VDLG WKH\xG IDOOHQ YLFWLP WR D VFDP RU IDNH
OLQN RQ VRFLDO QHWZRUN SODWIRUPV

&RPPRQ 7\SHV 2I &\EHU $WWDFNV

$WWDEN 7\SHV

9LUXVHV PDOZDUH ZRUPV WURMDQV

&ULPLQDO LQVLGHU

7KHIW RI GDWD EHDULQJ GHYLFHV

64/ LQMHFWLRQ

3KLVKLQJ

:HE EDVHG DWWDENV

6RFLDO HQILQHHULQJ

2WKHU

%RWQHWV KDYH EHHQ XVLQJ DV PDQ\ DV LQIHFWHG UJRPELHUFRPSXWHUV WR
VHQG RXW VSDP HDFK

GD\

21 & EHUFULPH 9LFWLPV %\ *HQGHU

*HQGHU DJH

0DOH

)HPDOHV

RI H[ HPSOR\HHVDGPLWWHG WR VWHDOLQJ FRPSDQ\ GDWD ZKHQ OHDYLQJ
SUHYLRXV MREV

‘DWD %UHDFK 6WDWLVWLEV %\ ,QGXVWU\

7KH ODMRU ORWLYDWLRQ %HKLQG & EHU $WWDFNV

&EHU &ULPH 6WDWLVWLFV DQG 7UHQGV >,QIRJUDSKLF@ 3DJH RI

KWWS ZZZ IR JXOI FRP EORJ FEHU FULPH -DQ

bORWLYDWLRQ )DFWRU

&\EHU &ULPH

+DFNWLYLVP

&\EHU :DUIDUH

&\EHU (VSLRQDJH

LV WKH XVH RI FRPSXWHUV DQG FRPSXWHU QHWZRUNV WR SURPRWH SROLWLFDO
HQGV FKLHIO\ ITUHH VSHHFK KXPDQ

ULJKWV DQG LQIRUPDWLRQ HWKLFV

b6WDWLVWLEV 2I %DQN )XQG )JUDXG &DVHV /RVV $QG SHFRYHU\

U ZHUH DEOH WR KROG RQ WR IXQGV

U ZHUH DEOH WR UHFRYHU IUDXGXOHQWO\ WUDQVIHUUHG IXQGV

U ZHUH GHFODUHG XQUHFRYHUDEOH

U FDXVHG ORVV WR EDQNV GXH WR UHLPEXUVHPHQWV

U FDXVHG ORVV WR EXVLQHVVHV

b&DXVHV )RU 2I ‘LUHFW )LQDQFLDO &RVWY 2I & EHU $WWDFNV ,Q 7KH 8 6

ODMRU SHDVRQV

)UDXG

SHSDLUV

7KHIW RU /RVV
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2WKHU
5XVVLD DQG WKH 8 6 DUH WKH ODUJHVW FRQWULEXWRUV ZKHQ LW FRPHV WR
PDOZDUH DWWDFNV PDNLQJ XS

DQG RI KRVWHG PDOZDUH UHVSHFWLYHO\

86 DY\ VHHV FEHU DWWDFNV HYHU\ KRXU RU PRUH WKDQ HYHU\ VLQJOH VHFRQG
7RS &RXQWULHV :KHUH & EHU $WWDFNV 2ULJLQDWH )HEUXDU\
6RXUFH RI $WWDEN 1XPEHU RI $WWDFNV

5XVVLD

7DLZDQ

*HUPDQ\

SNUDLQH

+XQIDU\

86%

SRPDQLD

%UD]LO

,WDO\

$XVWUDOLD

$UTHQWLQD

&KLQD

3RODQG

& EHU &ULPH 6WDWLVWLFV DQG 7UHQGYV >,QIRJUDSKLF@ 3DJH RI
KWWS ZZZ JR JXOI FRP EORJ FEHU FULPH -DQ

0LGGOH (DVW ZHE GHVLJQ OLGGOH (DVW ORJR GHVLJQ OLGGOH (DVW 6(2
%ORJ KWWS ZZZ JR JXOI FRP EORJ SKS )$4 KWWS ZZZ JR JXOI FRP IDT SKS $IILOLDWHV
SHVHOOHUV KWWS ZZZ JR JXOI FRP DIILOLDWHV SKS

"RLQ XV KWWS ZZZ JR JXOI FRP MRLQXV SKS

k *2 #XOI $00 ULJKWV UHVHUYHG

:KDW 2XU &OLHQWYV 6D\

$6 )($785(* 21

1$7(67 )520 T+( %6/2% )$4

U ‘R \RX ZRUN IRU FOLHQWYV DEURDG” ,1\HV KRZ”

KWWS ZZZ JR JXOI FRP IDT SKS IDTB
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Treaty open for signature by the member States and the non-member States

which have participated in its elaboration and for accession by other non-
member States

Opening for signature Entry into force

Place: Budapest

Date : 23/11/2001 Conditions: 5 Ratifications including at least 3 member
States of the Council of Europe

Date : 1/7/2004

Status as of: 14/1/2015

Member States of the Council of Europe

Country Signature | Ratification Enft(r)}rfc?to ;? R |D | A |T.|C |O
Albania 23/1172001 | 20/6/2002 | 1/7/2004 X
Andorra 23/4/2013
Armenia 23/1172001 | 12/10/2006 | 1/2/2007 X
Austria 23/1172001 | 13/6/2012 | 1/10/2012 XX | X
Azerbaijan 30/6/2008 | 15/3/2010 | 1/7/2010 XX | X |X
Belgium 23/11/2001 | 20/8/2012 | 1/12/2012 X| X | X
Bosnia and Herzegovina 91212005 19/5/2006 | 1/9/2006 X
Bulgaria 23/11/2001 | 7/472005 | 1/8/2005 X| X | X
Croatia 23/1172001 | 17/10/2002 | 1/7/2004 X
Cyprus 23/11/2001 | 19/1/2005 | 1/5/2005 X
Czech Republic 9212005 | 22/8/2013 | 1/12/2013 X| X | X
Denmark 22/4/2003 | 21/6/2005 | 1/10/2005 X X | X
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Estonia 23/11/2001 | 12/5/2003 | 1/7/2004
Finland 23/11/2001 | 24/5/2007 | 1/9/2007
France 23/11/2001 | 10/1/2006 | 1/5/2006
Georgia 1/4/2008 6/6/2012 | 1/10/2012
Germany 23/11/2001 | 9/3/2009 | 1/7/2009
Greece 23/11/2001
Hungary 23/11/2001 | 4/12/2003 | 1/7/2004
Iceland 30/11/2001 | 29/1/2007 | 1/5/2007
Ireland 28/2/2002
Ttaly 23/1172001 | 5/6/2008 | 1/10/2008
Latvia 5/5/2004 | 147272007 | 1/6/2007
Liechtenstein 17/1172008
Lithuania 23/6/2003 | 18/3/2004 | 1/7/2004
Luxembourg 28/1/2003 | 16/10/2014 | 1/2/2015
Malta 17/1/2002 | 12/412012 | 1/8/2012
Moldova 23/11/2001 | 12/5/2009 | 1/9/2009
Monaco 2/512013
Montenegro 71412005 3/3/2010 | 1/7/2010 | 55
Netherlands 23/1172001 | 16/11/2006 | 1/3/2007
Norway 23/11/2001 | 30/6/2006 | 1/10/2006
Poland 23/11/2001
Portugal 23/11/2001 | 24/3/2010 | 1/7/2010
Romania 23/1172001 | 12/5/2004 | 1/9/2004
Russia
San Marino
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Serbia 70412005 | 14/4/2009 | 1/8/2009 | 55
Slovakia 422005 | 8/1/2008 | 1/5/2008
Slovenia 24772002 | 8/9/2004 | 1/1/2005

Spain 23/11/2001 | 3/6/2010 | 1/10/2010
Sweden 23/11/2001

Switzerland 23/11/2001 | 21/92011 | 1/1/2012
R?éilﬁ?ﬁefrﬁ;fgiﬁa 23/11/2001 | 15/9/2004 | 1/1/2005

Turkey 10/11/2010 | 29/9/2014 | 1/1/2015

Ukraine 23/11/2001 | 10/3/2006 | 1/7/2006
United Kingdom 23/11/2001 | 25/5/2011 | 1/9/2011

Non-members of the Council of Europe

Country

Signature

Ratification

Entry into
force

Notes

Argentina

Australia

30/11/2012a

1/3/2013

Canada

23/11/72001

Chile

Colombia

Costa Rica

Dominican Republic

71212013 a

1/6/2013

Israel

Japan

23/11/2001

3/7/12012

1/11/2012

Mauritius

15/11/2013a

17312014

Mexico

Morocco

Panama

5/3/2014 a

17712014

Philippines

Senegal

South Africa

23/11/2001

Tonga

United States of America

23/11/2001

29/9/2006

1/12007
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Total number of signatures not followed by ratifications: 9
Total number of ratifications/accessions: 44

Notes:

(55) Date of signature by the state union of Serbia and Montenegro.

a: Accession - s: Signature without reservation as to ratification - su:
Succession - r: Signature «ad referendum».

R.: Reservations - D.: Declarations - A.: Authorities - T.: Territorial
Application - C.: Communication - O.: Objection.

Source : Treaty Office on http://conventions.coe.int — * Disclaimer
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Global Cybersecurity Index

The Global Cybersecurity Index (GCI) is an ITU-ABIresearch joint
project to rank the cybersecurity capabilities of nation states. Cybersecurity
has a wide field of application that cuts across many industries and sectors.
Each country’s level of development will therefore be analyzed within five
categories: Legal Measures, Technical Measures, Organizational Measures,
Capacity Building and Cooperation.

The final results for 2014 has been announced at ITU Telecom World>14,
Doha on 9 December. Please see White Paper from ITU- ABIResearch.
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Goals:

= Promote government strategies at a national level

= Drive implementation efforts across industries and sectors

= Integrate security into the core of technological progress

= Foster a global culture of cybersecurity

The GCI project finds its basis in the current mandate of the I'TU and the
related projects and activities of the BDT:

= WSIS Action Line C5 Building confidence and security in the use of ICTs
= ITU Plenipotentiary Resolutions (Guadalajara, 2010): 130, 174,179,181

= JTU WTDC Resolutions (Hyderabad, 2010): 45, 67, 69

= JTU WTSA Resolutions (Dubai, 2012) : 50, 52, 58.
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Global 2014 results

Many countries share the same ranking which indicates that they have the same level of readiness. The
index has a low level of granularity since it aims at capturing the cybersecurity preparedness of country
and NOT its detailed vulnerabilities.

Country Index Global Rank
United States of America* 0.824 1
Canada* 0.794 2
Australia* 0.765 3
Malaysia 0.765 3
Oman 0.765 3
New Zealand* 0.735 4
Norway* 0.735 4
Brazil 0.706 5
Estonia* 0.706 5
Germany* 0.706 5
India* 0.706 5
Japan* 0.706 5
Republic of Korea 0.706 5
United Kingdom 0.706 5
Austria* 0.676 6
Hungary* 0.676 6
Israel* 0.676 6
Netherlands* 0.676 6
Singapore 0.676 6
Latvia* 0.647 7
Sweden* 0.647 7
Turkey 0.647 7
Hong Kong 0.618 8
Finland 0.618 8
Qatar 0.618 8
Slovakia 0.618 8
Uruguay 0.618 8
Colombia 0.588 9
Denmark* 0.588 9
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Egypt 0.588 9

France* 0.588 9

Mauritius 0.588 9

Spain* 0.588 9

Italy 0.559 10
Morocco 0.559 10
Uganda 0.559 10
Azerbaijan 0.529 1
Poland* 0.529 11
Rwanda 0.529 11
Tunisia 0.529 1
Czech Republic 0.500 12
Georgia 0.500 12
Russia* 0.500 12
Indonesia 0.471 13
Luxembourg* 0.471 13
Romania 0.471 13
Belgium* 0.441 14
Bulgaria 0.441 14
China* 0.441 14
Lithuania 0.441 14
Nigeria 0.441 14
Sudan 0.441 14
Argentina* 0.412 15
Cameroon 0.412 15
Croatia 0.412 15
Kenya 0.412 15
Mongolia 0.412 15
Sri Lanka 0.412 15
Thailand* 0.412 15
Brunei Darussalam 0.382 16
Chile* 0.382 16
Moldova* 0.382 16
Montenegro 0.382 16
Myanmar 0.382 16
South Africa 0.382 16
Costa Rica* 0.353 17
Ecuador 0.353 17
Malta* 0.353 17
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Philippines 0.353 17
Switzerland 0.353 17
Ukraine* 0.353 17
United Arab Emirates* 0.353 17
Burkina Faso 0.324 18
Mexico* 0.324 18
Peru* 0.324 18
Viet Nam* 0.324 18
Bahrain 0.294 19
Bangladesh 0.294 19
Cyprus* 0.294 19
Ghana* 0.294 19
Iran * 0.294 19
Libya 0.294 19
Panama 0.294 19
Portugal* 0.294 19
Saudi Arabia* 0.294 19
Afghanistan 0.265 20
Serbia 0.265 20
Togo 0.265 20
Cote d'lvoire 0.235 21
Jamaica* 0.235 21
Albania 0.206 22
El Salvador* 0.206 22
Greece* 0.206 22
Guatemala 0.206 22
Iceland* 0.206 22
Ireland* 0.206 22
Jordan 0.206 22
Liberia 0.206 22
Paraguay* 0.206 22
Tanzania 0.206 22
Trinidad and Tobago 0.206 22
Venezuela 0.206 22
Algeria 0.176 23
Armenia 0.176 23
Barbados 0.176 23
Belarus* 0.176 23
Belize* 0.176 23
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Benin* 0.176 23
Bosnia and Herzegovina 0.176 23
Botswana 0.176 23
Kazakhstan* 0.176 23
Malawi 0.176 23
Pakistan* 0.176 23
Samoa 0.176 23
Senegal* 0.176 23
Slovenia* 0.176 23
Syria 0.176 23
Bahamas* 0.147 24
Mauritania* 0.147 24
Nicaragua* 0.147 24
Saint Kitts and Nevis 0.147 24
State of Palestine* 0.147 24
Tajikistan* 0.147 24
Macedonia* 0.147 24
Uzbekistan* 0.147 24
Vanuatu 0.147 24
Zambia 0.147 24
Antigua and Barbuda* 0.118 25
Bhutan 0.118 25
Bolivia * 0.118 25
Burundi 0.118 25
Cambodia 0.118 25
Dominican Republic 0.118 25
Grenada 0.118 25
Guyana* 0.118 25
Kyrgyzstan* 0.118 25
Liechtenstein* 0.118 25
Micronesia 0.118 25
Nepal* 0.118 25
Papua New Guinea 0.118 25
Saint Lucia* 0.118 25
Seychelles* 0.118 25
Suriname* 0.118 25
Angola* 0.088 26
Gambia 0.088 26
Kiribati 0.088 26
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Lebanon 0.088 26
Madagascar 0.088 26
Maldives 0.088 26
Mali 0.088 26
Monaco* 0.088 26
Niger* 0.088 26
South Sudan* 0.088 26
Tonga 0.088 26
Turkmenistan* 0.088 26
Zimbabwe 0.088 26
Andorra* 0.059 27
Congo 0.059 27
Djibouti 0.059 27
Dominica* 0.059 27
Fiji 0.059 27
Haiti* 0.059 27
Kuwait* 0.059 27
Lao 0.059 27
Mozambique* 0.059 27
Sao Tome and Principe 0.059 27
Sierra Leone 0.059 27
Swaziland 0.059 27
Tuvalu 0.059 27
Yemen* 0.059 27
Cape Verde 0.029 28
Chad* 0.029 28
Comoros 0.029 28
Cuba* 0.029 28
Democratic Republic of the Congo | 0.029 28
Eritrea* 0.029 28
Ethiopia* 0.029 28
Gabon 0.029 28
Guinea 0.029 28
Guinea-Bissau* 0.029 28
Irag* 0.029 28
Nauru 0.029 28
Palau* 0.029 28
Solomon Islands 0.029 28
Somalia 0.029 28
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Central African Republic* 0.000 29
E:z::ratlc People's Republic of 0.000 29
Equatorial Guinea* 0.000 29
Honduras* 0.000 29
Lesotho 0.000 29
Marshall Islands 0.000 29
Namibia 0.000 29
Saint Vincent and the Grenadines 0.000 29
Timor-Leste* 0.000 29
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Computer Emergency Response Team ( CERTs )

CMU
SEI
CERT Division
Digital Library
Blogs
SEI Blog
CERT Blogs
=3easll lef
What are v
CS }d\ J‘"’i
CERT Menu
Work Areas
Welcome to CERT
Cyber Risk and Resilience Management
Cybersecurity Engineering
Digital Intelligence and Investigation
Incident Management
Insider Threat
Network Situational Awareness
Secure Coding
Vulnerability Analysis
New Publications
Blacklist Ecosystem Analysis Update: 2014
Predicting Software Assurance Using Quality and Reliability Measures
Regional Use of Social Networking Tools
Domain Parking: Not as Malicious as Expected

Pattern-Based Design of Insider Threat Programs
About CERT
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Our mission at the CERT Division is to anticipate and solve the nation’s
.cybersecurity challenges
Learn more

Engage with Us
Training

CERT Training Courses
Curricula

Cyber Workforce Development
About Us

News

Careers

Information for
Researchers

Developers

System Administrators
Managers

Educators

Law Enforcement
Home

Incident Management
National CSIRTs

List of National CSIRTs
Share

Email

Print

Overview

Research

Publications

Case Studies

Products & Services
National CSIRTs
Annual Meeting

CSIRT Development
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List of National CSIRTSs
The following CSIRTSs have responsibility for an economy or a country. This
is complete to the best of our knowledge. Please contact us if any entries need
.to be corrected or updated

csj.o.ﬂ\ le’ci

Abbreviation Name Country Website | CFGRIDROWINDEX
DZ-CERT Algerian Computer Emergency Algeria View |
Response Team
acCERT Arab Emirates Computer |y, g o b Bnirates | View 2
Emergency Response Team
GovCERT AT Austrian Government Computer Austria View 3
Emergency Response Team
CERT.GOV.AZ | Azerbaijan Government CERT Azerbaijan View 4
bdCERT Bangladesh Computer Bangladesh View 5
Emergency Response Team
BruCERT Brunei Computer Emergency Brunei Darussalam View 6
Response Team
CERT Bulgaria Bulgellrlan Computer Security Bulgaria View 7
Incidents Response Team
CCIRC Canadian Cyber Incident Canada View 3
Response Center
CARICERT Caribbean CERT Curacao View 9
Center for the Treatment of
CTIR Gov Security Incidents on Computer Brazil View 10
Networks
GovCERT.DK Centre for Cyber Security Denmark View 11
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CERT Coordination Center of

KrCERT/CC Korea South View 12
Korea
CERT.PL CERT Polska Poland View 13
CERT-SE CERT-SE Sweden View 14
cerT-ug | CERT-UK National Computer | Ly i gom View 15
Emergency Response Team
CLCERT Chilean Computer Emergency Chile View 16
Response Team
CIRT.BF CIRT Burkina Faso Burkina Faso View 17
colCERT colCERT Colombia View 18
CERT AM Computer Emergency. Response Armenia View 19
Team Armenia
CERT Australia Computer Emergency.Resp onse Australia View 20
Team Australia
CERT br Computer Emergency Response Brazil View 71
Team Brazil
Computer Emergency Response .
CERT-Bund Team - CERT-Bund Germany View 22
Computer Emergency Response
GovCertUK Team (CERT) for UK United Kingdom View 23
Government
CERT-EE Computer EmergenC}.f Response Estonia View 2
Team Estonia
CERT-EU Computer Emergency Rf:sponse European Union View 25
Team European Union
CERT.GOV.GE | Computer Emergency Response Georgia View 26
Team-Georgia
CERT.IS Computer Emergency Response leeland View 27

Team Iceland
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Computer Emergency Response

CERT-MX . Mexico View 28

Team Mexico
Computer Emergency Response .
CERT-Hungary Team of Hungary Hungary View 29
CERT-UA Computer Emergency. Response Ukraine View 30
Team of Ukraine

CERT PT Computer Emergency Response Portugal View 31
Team Portugal

CERT-RO Computer Emergency.Response Romania View 0
Team Romania

CERT-sA | Computer Emergency Response | o, i a1 bia View 33

Team Saudi Arabia
CIRCL Computer Incident Response Luxembourg View 34
Center Luxembourg
Computer Security Incident
CSIRT.CZ Response Team of the Czech Czech Republic View 35
Republic
CSIRT Panama Computer Security Incident Panama View 36
Response Team Panama
CSIRT.SK | Computer Security Incident Slovakia View 37
Response Team Slovakia
CL.CERT Cote d'Ivoire Computer Cote Dlvoire Ivory View 38
Emergency Response Team Coast
HR.CERT | CrodtianNational Computer | oy i ppvaka | View 39

Emergency Response Team
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Cryptology National Center

CCN-CERT | Computer Emergency Response Spain View 40
Team
EcuCERT Ecuador CERT Ecuador View 41
EG-CERT Egyptian CERT Egypt View 42
Equipo de Respuesta ante .
CERT-Py Incidentes Ciberneticos Paraguay View #
CERT-FR French Government CSIRT France View 44
CERT-GH Ghana National CERT Ghana View 45
GOV-CERT.RU Gov-CERT.RU Russia View 46
Governmental Computer
GOVCERT.LU | Emergency Response Team Luxembourg View 47
Luxembourg
GovCERT.CZ Government CERT. of the Czech Czech Republic View 48
Republic
Hong Kong Computer
HKCERT Emergency Response Hong Kong View 49
Coordination Centre
Incident Response Center of .
CERTuy Information Security Uruguay Uruguay View 50
CERT-IN Indian Computer Emergency India View 51
Response Team
Indonesia Security Incident
ID-SIRTIVCC |  Response Team on Internet Indonesia View 52

Infrastructure/Coordination
Center
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Information Technologies

CERT.LV Security Incidents Response Latvia View 53
Institution Latvia
Iran Computer Emergency
CERTCC L .
MAHER Response Team/ Coordination Iran View 54
Center
CERTGOVIL Israel Governmental Computer Israel View 55
Emergency Response Team
JPCERT/CC Japan Computer Emergency Japan View 56
Response Team
KZ-CERT Kazakhstan CERT Kazakhstan View 57
Kenya Computer Incident
KE-CIRT/CC | Response Team Coordination Kenya View 58
Centre
KN-CERT Korea National Computer Korea South View 59
Emergency Response Team
LaoCERT Lao Computer Emergency Laos View 60
Response Team
CERT-LT Lithuanian National Computer Lithuania View 61
Emergency Response Team
Macau Computer Emergency
MOCERT Response Team - Coordination Macau View 62
Centre
MyCERT Malaysian Computer Emergency Malaysia View 63
Response Team
CSIRTMalta Malta National CSIRT Malta View 64
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CERT-MU Magrltlan N ational Computer Mauritius View 65
Security Incident Response Team
CIRT.ME Montenegro Computer Incident Montenegro View 66
Response Team
maCERT Moroccan National Computer Morocco 67
Emergency Response Team
mmCERT Myanmar Computer Emergency Myanmar View 68
Response Team
CamCERT National Cambodia Computer Cambodia View 69
Emergency Response Team
National Center of Incident
NISC Readiness and Strategy for Japan View 70
Cybersecurity
CERTar | ational Computer Emergency Austria View 71
Response Team of Austria

cs j‘,_;j\ J.a..»f
Visit the National CSIRT Wiki
The National CSIRT wiki provides easy access to materials of interest to
CSIRTs with national responsibility.
Visit the National CSIRT wiki

Learn from Our Experts

John Haller and Jeff Carpenter discuss how a national CSIRT is essential for
protecting national and economic security.

Listen to the podcast

Recommended Resources

Steps for Creating National CSIRTSs

Related Areas of Work
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Digital Intelligence and Investigation

The Digital Intelligence and Investigation Directorate (DIID) develops
technologies, capabilities, and practices that organizations can use to
develop incident response capabilities and facilitate incident investigations.

“

Insider Threat

The CERT Insider Threat Center conducts empirical research and analysis
to develop and establish socio-technical solutions to combat insider cyber
threats.

Network Situational Awareness

The Network Situational Awareness group has analyzed hundreds of cases
of malicious activity on large, enterprise-scale networks to develop tools
and approaches that help organizations defend their networks from potential
attack.

 B®e

2911110}
11601001
Vulnerability Analysis

The Vulnerability Analysis team helps engineers reduce security risks posed
by software vulnerabilities. The team addresses vulnerabilities in software
being developed as well as in software already deployed.

Work Areas

Cyber Risk and Resilience Management
Cybersecurity Engineering

Digital Intelligence and Investigation
Incident Management
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Insider Threat

Network Situational Awareness
Secure Coding
Vulnerability Analysis
Workforce Development
CERT Training Courses
Curricula

Cyber Workforce Development
Blogs

CERT/CC Blog

Insider Threat Blog

SEI Blog

Information for
Researchers

Developers

System Administrators
Managers

Educators

Law Enforcement

SEI Resources

Digital Library

Events

Engage with Us

About Us

News

Careers

Legal

Terms of Use

Privacy Statement
Intellectual Property
Connect with Us

RSS

Twitter

Linked In

4500 Fifth Avenue

Pittsburgh, PA 15213-2612

U.S.A.

412-268-5800

Contact Us

©2014 Carnegie Mellon University
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